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FT1E ARL—3>F—F

AEF ARL—2aVE—FIZDOWNTEHBALED,
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11.AL—30F—F

avUR—&
ook HERE G
N—3y
configure AV IT4TL— 3 E—RADIT 1.0
exit Ay 7o~ (BRBRY) DET 1.0
(R F) J8—/\LaAr T4 L—av DT 1.0
reboot HEENDEIT 1.0
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111, A4 L—avEF—RADBIT

ANEX
configure
BREINTGA—4
5L
H Lz
AV T4 L—avE—RIZBITLET,
HHE
5L
EITE—F
ARL—2avE—F
A—HHER
EEETHIUL
Ea—7a1—H7ho bk
A%l
AP# configure
Enter configuration commands, one per line. End with CTRL+Z.
AP(config)#
/J—k
5L
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1.1.2. OJ7I9MNERBRERY) DELT

AHEK
exit
BREINGA—A
L
EhBA
BE—FHS 1 BERTOE—FIZEITLET .
ARL—2a v E—RTOERTEEX. O 7OMNET,
HAE
L
EITE—F
ARL—avE—F
&3 749 L—avE—FR
aA—HHER
EHETHIUE
Ea—7a—57ho ok
AHBl
AP(config)# exit
AP#
J—k

BAVBIT—RAV T4 L—aVE—R/SSID AV 745 L— 3V E—FK
TETTHET -\ T1TL—30F—RIZEBBLET,
A=A 74T L—avE—RTRITTHEFRL—LaVE—FIC
EBBLET,

ARL—23 EF—RTETTHE. BT T7IMFET,

1-4



11.3. FAa—n\narr4gL—3>o~08T

AHNERK
[ 14— (R FF)

BRE/INSA—4
L
ShEd
BAVBIT—ARAV T4 L—30F—K./SSID AV T4 L—30E—F
Mg O—/\Lar I L—arvE—RIZBITLET,
HAE
L
RITE—F
ARL—avE—F
232749 L—YavE—FR
aA—HHER
BEBETHIVE
Ea—7a—57ho ok
AHBl
AP(config—if-GigaEthernet0)# !
AP(config)#
/—hk

BAVBIT—RAV T4 L—aVE—R/SSID AV 745 L— 3V E—FK
TETTHET -\ T1TL—30F—RIZEBBLET,
JA—\)arI4JL—avE—R /AR —3 v E—RTEITLTH
thOMEEICIETEBBLEL A
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1.14. BEEBDORETT

AHEK
reboot
BREINTGA—4
L
EhBA
EEZHEHLES,
AROATURERTTHE. BHICHEFOERILARTIN,
yes EANLI-EE . BEBZRIIBLET,
HAE
L
EITE—F
ARL—iavE—F
Ja—n\)Lariq4JL—avE—F
2—YHER
EHETHIUL
AHBl
AP# reboot
Are you want to reboot the AP? (Yes or [Nol): y
# reboot....
J—k
L
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F2EF 4SJo—nI)Lav7q5L—3vF—FK

AEF . VO—/\ LAV T4 L— 30 F—RIZDOWTEHRBALEY,



21.40—/\)Lavo45L—3y

avUR—%&
EXT HekE s
N—ay
hostname RAMEDEERTE 1.0
admin—name EBETHIVLNDER 7.0
username Ea—7a31—H7hoUrDEMEHIBR 1.0
password Py aVl==10)Yu Ruts JAY &y B N Py -2 1.0
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2.1.1. HRAFEDOHE

AHNERK

hosthname HOSTNAME

no hostnhame

BREINGA—A

#HE

A —HIER

HOSTNAME
RAMBERELFES,
TAX—XFH, KXF/INXFIERFESNET,
{35 F AT B X = $h &0 B 1~79 [3XF]
FERTEXFIIUTOLELYTT,
FILITF7RYMEHRXF (A~2Z)
TFILIT7RYLFEHINLF (a~2)
HFHAH0~9)
RBEFA-UNTV) 1. T (FoF—RIT7) 1D H

AREBDOHRRANERELET,

TRV TrOMBRTIE. TAPITY,

ARIATUR T, TAVTRRRDEDYET,

AT UK, Twrite memory 1ZRATLIES THENBFICRBRLET AV,
REDREFIL, Twrite memory IDNHETY,

AP

go—/\)LariqgL—oavE—FR

EEETHIU
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A%l
AP(config)# hostname NA1500A_AAAA
NA1500A_AAAA(config)#

no hostname T, #EARRIZEYET,
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212. EBETHIVLIDESE

ANEX
admin—-name USER-NAME password { plain PLAIN-PW | secret SECRET-PW }

BRE/INSA—4
USER-NAME

A—HEERELET,

TAFXF—XFH, KXF/INXFIEZRBESNhET,

{5 FA AT RE 3O $ i B 8~16 [3XF]

FEATREXFIIUTOESYTT,
FILIT7RYMEHRXF (A~2)
FILITF7RYLERINF (a~2)
#FFA0~9)
RBEFA-UNTV) 1. T (FUF—R2T7) 1D H
XTI=fZL. KBBIC T-(NAT2) ] (JERTEEEAS

PLAIN-PW
EXD/INRT—REEELET
T AEX—XFH, KXF/INXFIERFNENFET,
{3 F BT RE X = S5 ) 8~249 [XF]
FERAAEXFIIUTDOESYTY,
FILIT7RYMEHRXF (A~2)
FILI7RYRERINLF (a~2)
HFHA0~9)
ERR=E ¥::
(FEREIE. HHYOFLTB=HICEATRRLTVET )
o # |$ |% | & |( )
* + , - . / : ;
= |> |@ |[ |\ |] -
_ | | |1 ~

SECRET-PW
ESILFEANRT—FERELET
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#HE

A —HHER

AHH

EBETHIVNDERZITVETS,

A4 LTWAS7h OV MERICIKTFELET,

Jo—/\)LariqgL—oavE—FR

EEETHIU

AP(config)# admin—name Taro—XXXX password plain ABCDEFGHIJKLMNOP

Y TICEEBETOI UMD BHEINTODRETARIT U ERTT S,
EBEBTHOUNMI, LEESH, BEBRETHIUMIERTEGGY
FY,

RELEEBETHIUMEALT, AKICOT /0 TESI—FHIT,
11— DHTY,

INRT—RIE, ARG FIOBAEHOEICTRELTIZEL,
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213. Ea—7a1—F7hHor0BINEHIB

AHNERK

username USER-NAME PASSWORD

no username USER-NAME

BREINGA—A

USER-NAME

A—HRBERELET

TAF—XFH, KXF/INXFFRAEShFET,
15 PR VT RE S F $ #E F 8~16 [XF]
FRAFRXFIILUTOESYTY,

PASSWORD

TFILI7ARYEERBRKXF (A~2Z)
TFILIT7RYNFEHINLF (a~2)

HFHA0~9)

RBEFAT-UNAT) L (FUF—RAT)IDH
XP=fZL. SEEBIC T-(NAT2) ) [EERTEER A,

INRAT—FZEHRELET .

TARAEF—XFH, KXF/INXFIERBESNET,
{3 FA BT 8. XX = $h & B 8~249 [XF]
FRTREXFIUTOESYTT,

TILIFAYSEAKRNF (A~2Z)
TILITFAYSEBINIF (a~2)

HFF£4(0~9)

EeR o=

(TR YOI LT BDITEATRRLTNET )
ol #E (S (% & [ (])
* |+ |, - . 7 ;
= |> |e [[ [\ ]1 |
{ | |1 ~
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#HE

A —HHER

AHH

Ea—731—F7AVUFOERERIBRETVET,

go—/\)LariqgL—oavE—FR

EEETHIU

AP(config)# username Taro—XXXX ABCDEFGHIJKLMNOPQRSTUVWXYZ

Ea—7a1—¥7hoorME 1 BERTEET,

FTICE2A—TF7 31— T7HIUEFINTODRETRITURE
EIT9 &,

Ea—7a31—H7hoUMME LEESN IBEA—T7 21— 7hIUME
FERTEGRYET,

HELIEA—T71—FT7hUUrEERLT. R

AT A TEH1—FHIE 16 L—HFFETTT,

INRT—RIE, #AIR#EE XTI OMAEHEICTHREL TS,
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214 BEIETFZHOUDISAI—FEE

AHNERK

password OLD-PASSWORD NEW-PASSWORD

BREINGA—A

#HE

A —HIER

AHH

OLD-PASSWORD
EBRRID/NRT—FEAHALET,
NEW-PASSWORD
ERHD/INRT—FEAHALET,
ERAABESF T AEX—XF5|
HMIL. TEBETH I NIRERE
[CERTEIXNFEXNFHIZSRLT
FE&LY,
{8 FA AT BE XX = $h &0 B 1~249 [XF]

REATAVHDEBETAIUDNRT—FEEELET,

Jo—/\)LariqgL—avE—FR

EEETHIU

AP(config)# password 1234567890 abcdefghijklmn
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ZE&. [write memory I1ZR{TT 5T, REFESNET,
lwrite memory JZETLREWMEE (X, BB, TO/XRT—FIZRYET,
INAD—RIE, RS XFIOMAEHLEIZTHREL TS,




FI3E A37x—XtdE

KEF. . AE7—RAEBEDIATURIZDOWTEHRBALET,



31.M4A7x—RaAT R

avUR—&
ook HREE P11
N—o30
interface AVBT—RAV T4 T L—2avE—RFADBAT 1.0
shutdown WMBAUATI—RDE BEIDERTE 1.0
clear counters A 37 1—RFEHERDIEE 1.0
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3.1.1. AVBITz—RAVIT1TL—2a3 0 F—FADBT

ANERX
interface INTERFACE
no interface INTERFACE

BENTA—42
INTERFACE
A2371—RBEANLFT,
INTERFACE DL, LT DEHYTT,
GigaEthernet0
GigaEthernet1
radio0
radiol
usb0
vlan VLAN-ID
REAETT—RITHEYET,
VLAN-ID [EETES ID fEIL. u FF=[E. 1~4094 TY,
RIFFICERATE SRS ID OERIF.
Untagged-VLAN:1 {& + Tagged-VLAN:15 {@. F7=I&.
Tagged-VLAN:16 @ T3,
u R ERF
Untagged-VLAN Z#{ERALET,
uIEEX. 1 EE 1 EETHERAIETY .
1~4094 15 E B
Tagged-VLAN ZEALEY,
VLAN-ID (Tag-ID) &, E#ELTHELESZ
BERIERLTEEE A
RIEFIZEATESRLS ID DERII.
Untagged-VLAN ZERLEMES ., &K 16 {&
TY,
1~4094 155 B . VLAN-ID (&, Tag-ID &L T
FERSNET,
GigaEthernet0.<Virtual Interface ID> {§l GigaEthernet0.1
RBA BT —RIZIFVET,
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Virtual Interface 1D O RIFFIZfE A TEHEHIL.

ID DFEM 1~16 THRKX 16 BTT,
GigaEthernet1.<Virtual Interface ID> {5l GigaEthernet1.1

R B TT—RITIRYFET

Virtual Interface ID @ RIBFIZfE A TEHE (L.

ID DFEM 1~16 THRKX 16 BTT .

AVBITT—ARTEDHE NRERRETITE—FABITLET,
BRBAUATI—RE—ROTURERTTEET,
REBAETI—RERELIZZE . RBDAFT—ADEITNIE
ABITT—REEBL. AVBTI—RTEDHRTE RERTEITOIE—FA
BITLES,

no ARURTRBA AT —RZHIBRLET .

#HE
1mL

Ja—n\)Lariq4JL—avE—F

VLAN /2B 71—V 749 L—avE—FR
GigaEthernetO.X /2B J7x—AXa> 749 L—30F—FK
GigaEthernet! X /22271 —XAV 7445 L—Y30E—F
GigaEthernet0 /22 71—RaAV 740 L—aVE—FK
GigaEthernet! /2371 —Ra 740 L—3VE—FK
radio0 /27T —ARAV T4 L—3vE—FK

radiol /> #7x—RXAV T4 L—avE—FK

usb0 A A7 —RAV T4 L—avE—FR

a—HER
EEETHIU

ARl
AP(config)# interface vlan u

AP(config)# no interface vlan u
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AP(config)# interface GigaEthernet0

AP(config)# interface GigaEthernet1

AP(config)# interface radio0

AP(config)# interface radiol

AP(config)# interface GigaEthernet0.1

AP(config)# interface GigaEthernetl.1

AP(config)# interface usb0

AP(config)# no interface GigaEthernet0.1

AP(config)# no interface GigaEthernet1.1

no AWK IFREBA22T7—AHATY,
lwrite memory 1ZE{TT 5FET. BRIIRTRINFEA.
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312. WREAUAII—ADOED./ EDDERE

ANERX
shutdown

no shutdown

BREINGA—A

WEBAVATI—ADEHN BN ERELET,
HEDAFATT—R
GigaEthernet0 (Untagged-VLAN B¥)
GigaEthernet1 (Untagged-VLAN B¥)
GigaEthernet0.X (Tagged-VLAN B¥)
GigaEthernet1.X (Tagged-VLAN B¥)
shutdown ZEXE T HELMBA A TT—REEICLET,
no shutdown X EJ HEMBA AT —REBRILET,

HHE
GigaEthernet0 H%h
GigaEthernet1 "%

GigaEthernet0 4 > 271 —Xa> 745 L—3E—FK (Untagged-VLAN F¥)
GigaEthernet! 1> 4 71—X2> 744 L—3F—F (Untagged-VLAN B¥)
GigaEthernet0.X /2271 —Xa2 744 L—3FE—NK (Tagged-VLAN B¥)
GigaEthernet! X /2271 —2Xa2 7445 L—32F—NK (Tagged-VLAN B¥)

a—HER
EEETHIU
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AHH

AP(config—if—-GigaEthernet0)# shutdown

AP(config—if—-GigaEthernet0)# no shutdown

shutdown ZERTET HERBA VA TT—ADIKEE
BEIRIZA I RREICL EZEFFLESEET,
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313. AVZII—REEEHEHDEE

AHNERK

clear counters [ INTERFACE ]

BREINGA—A

#HE

A —HIER

AHH

INTERFACE
A2371—RBEANLFT,
GigaEthernet0
GigaEthernet1
radio0

radiol

AUBTT—ADREHEHREHELES .

sl

Jo—/\)LariqgL—avE—FR

EEETHIU

AP(config)# clear counters

AP(config)# clear counters GigaEthernet0
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FT4E  VLAN /471 —R

AREIL.VLAN /23 71—ADATRIZDOWNTEHRBALET,



4.1.VLAN

avUR—&

avoR HEAE G
N—ay

vlan enable VLANDEZh EIIDERE 1.0




4.1.1. VLAN OFE®./FEHDHRTE

ANERX
vlan enable

no vlan enable

BREINTGA—4

5L
BL

BRTELT- VLAN OB EHEHRELET,

vlan enable VLAN MEMIZHYET,

no vlan enable VLAN DWNEMIZHRYET,
HHE

#EA1E# . Untagged-VLAN (vlan u) IREET. B®HIZH-TLET,

iR VLAN 1ERBF &, MM SDRRIZEYET,
EITE—F

VLAN A28 7x—RaAv 749 L—30E—R
aA—HHER

EEETHIUL
A%l

AP(config—vlan u)# vlan enable

AP(config—vlan u)# no vlan enable
/J—k

el
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42.1Pv4 PRL R

avUR—&
ook HREE P11
N—ay
ip address IPVva7RL AMDERSE (CLIA) 1.0
ip route IPv4 7 —h 2 TA 7L ADERTE 1.0
dns server IPVADNS H—/\F7RL ADEKRE 1.0




421. IPvda PRLADERE

AHNERK

ip address { IPv4~ADDRESS/MASKLENGTH | dhcp }

no ip address

BREINGA—A

#HE

A —HIER

IPv4-ADDRESS
CLIA7FLRA(PVA TRLR) ZFEIEE Y SIGRICHELFET,
MASKLENGTH
TRAIR(0~32 )EHRELET,
dhcp
DHCP H—/\IZ&B IPv4 PRLREIY ETEAMICLET,

CLU 7 XD IPv4 PRLREERELET .
DHCP H—/\Ao D7 L RERG IR E R T,
GigaEthernet0.” GigaEthernet1 8 &8,
GigaEthernet0.X.” GigaEthernet1. X ZE L T.
DHCP H#—/ATFHOERTHIENTEET,

dhcp

VLAN A28 7x—RaAV 745 L—30F—FR

EEETHIU



A%l
AP(config-vlan u)# ip address dhcp

AP(config—vlan u)# ip address 192.168.1.245/24

AP(config—vlan u)# no ip address

lwrite memory 1ZE{TT 5FET. BRIIRTRINFEA.




422. IPv4 5—bF I/ FRLADEEE

ANEX
ip route GatewayAddress

BI85 A5
GatewayAddress
GATEWAY ZREL R ( IPvA 6 ) &FENIEET HIHEIC
RELET,
BL
F—brOzAT7RLREHRELET,
ip route A RI&, ip address ZEE 7 FL AR EFDABEMTY ,
ip address % dhep [ZERTELTL\BIBE (. ip route HBEEIRIIZ dhep [Z
REIND-D, RIRSNFE A,
HAE
dhcp
EITE—F
VLAN /2B 27—V 749 L—avE—FR
aA—HHER
EHETHIUL
ARl
AP(config—vlan u)# ip route 192.168.1.1
/J—k

lwrite memory 1ZE{TT 5FET. BRIIRTRINFEA.




423. IPvADNS HY—/I\F7RLADEEFE

AHNERK

dns server { IPv4-ADDRESS [priority PRIORITY] | dhcp }
no dns server { IPv4-ADDRESS | dhcp }

BREINGA—A

#HE

A —HIER

IPv4-ADDRESS
DNS H—/N\F7KrLRA(IPv) ZFEHEE T HIHRIERELET
PRIORITY
BRE(1~16) BORZVLOIELETT,
dhcp
DHCP H—/\MoT7RLRZEFELET .

DNS H—/N\7KLRZHBELET,

dhcp

VLAN A28 7x—RaAV 745 L—30F—FR

EEETHIU



ARl
AP(config—vlan u)# dns server 192.168.1.1

AP(config—vlan u)# dns server 192.168.1.1 priority 1

AP(config—vlan u)# dns server

AP(config—vlan u)# no dns server 192.168.1.1

AP(config—vlan u)# no dns server dhcp

J—Fk lwrite memory 1ZE{TT 5FET. BRIIRTRINFEA.
EHEFEL-5E . DNS H—/ I \OEBEIERITTROEBYTT,
priority R¥ETE > priority ¥5TE (BUEK) > priority 57 (BH{E/]\) > dhep




43.1Pv6 PRL R

avUR—%&
3wk HehE s
N—o30
ipv6 enable IPV6 7L ADERN. EIIDETE 7.1




43.1. IPv6 PRLADER . ENDEE

AHNERK

ipv6 enable

no ipv6 enable

BREINGA—A

#HE

A —HIER

IPv6 7ELADEREBHEFRELET,
AREX, TR—T AV VLAN TO A ERAMNATRETT,
AREREBEF, LG IPv6 JL—ah HBEISN Tz RA TRLURER/ Ny b hD
AEBOLUTORBREERLET,
IPv6 7L R
RAZRLAMLAREEBD IPv6 PRLRZERBLET .
IPv6 5 —hkoxA
RA 7RLRBH/NTIRDEETTRLRE
IPv6 DT 74 I —b DA T7RLRELFE T,
IPv6DNS H—/\
RA ZRLRBH/NTIRDEETTRLRE
IPv6 A DNS H—/\7RLRELET,

H%M (ipv6 enable)

VLAN A28 7x—RaAV 745 L—30F—K

EEETHIU



AHH

AP(config—vlan u)# ipv6 enable

AP(config—vlan u)# no ipv6 enable

ARIATURIE IPvA TRLRAD, BIERFEFI=1E. DHCP 2L BEEIYHT
[SERESN TS IR—I AL VLAN TOHESERENTEET,
REREMNENDIRET., IPv4A DTRLRZEESN (=Tno ip address ) 2T 5 &
REELEMHBYFET,

lwrite memory IZE{T9 5FE T, [FMIEIRTINFEE A,




F5E A—HYRybIA2T71—X

AREL. A —HYHRIYNMIATT—ADATURIZDOWNTEHBELED,



510.9BAL 301 —X

avUR—&
ook HRE P11
N—23y
port—speed MBAURITI—ADBEERES LV 1.0
2B ETEDHRTE
port-mdi-mdix WAL BT —XDMDIDEXTE 1.0
port-shutdown MBAUATT—ADERN EIDEHRTE 1.0
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511. MBAUAII—ADBEERELLUVE-_E £ _ENHTE

ANEX
port—speed PORT-MODE
no port—speed

BREINTGA—4
PORT-MODE
AE—KR. 228 3= F, Ff-1d Autonego #ERLET .
1000full 1000Mbps £ F&E
1000half 1000Mbps F = FBIE X
100full 100Mbps £ = F &S
100half 100Mbps F ZE@{E
10full 10Mbps £ E &5
10half 10Mbps $ = FH&IE
auto Autonego(RE—K . £Z-F "% BHE)
% 1000Mbps F — F@IE(E, RYKR—+TT,
Bl
MBALATI—ADBERESSLVLE_E A FFEHRELFT,
MHE
auto
EITE—F
GigaEthernet0 124271 —RXaV 749 L—23VEF—FK
GigaEthernet! /22 271—RaAV 749 L—3VE—FK
2—HHER

EEETHIU
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A%l
AP(config—if-GigaEthernet0)# port—speed 1000full

AP(config—if—-GigaEthernet0)# no port—speed

no port-speed E{TH, A—rRILI—1avVIZRYET,
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512. YPEALETT—AXD MDI DEETE

ANEX
port—-mdi—-mdix MDI

no port—mdi—-mdix

BENTA—42
MDI
MDL/MDI-X ZEEHELET .
mdi MDI ElEIZERELET .
mdix  MDI-X BEIEIZRELET
EBA
MEBALRZTT—RD MDI ZERELFET
no port-mdi-mdix E{TH. auto mdi IZERESNFET .
MHE
auto mdi
ETE—F
GigaEthernet0 /22 71—RaAV 74 L—aVE—FK
GigaEthernet! /22 271—RaAV 749 L—3VE—FK
2—HIER

EEETHIU

5-5



A%l
AP(config—if-GigaEthernet0)# port—-mdi—-mdix mdi

AP(config—if-GigaEthernet0)# port—-mdi-mdix mdix

AP(config—if-GigaEthernet0)# no port—-mdi—-mdix

el
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513. YEAET7I—ADOED./ EDDERTE

ANEX
port—shutdown

no port—shutdown

BREINTGA—4
5L
BL
MBAUAITI—RADEYN BHEHRELET,
RNEDAZTT—RIE UTDELY T,
GigaEtgernet0
GigaEthernet1
port-shutdown ZERXE T HEYME A A T—RAR—R) #EMIZLET,
no port-shutdown #&RE T HEMEBA 2T —AKR—NEEMIZLET,
HAE
a0
EITE—F
GigaEthernet0 /22 71—RaAV 74 L—aVE—FK
GigaEthernet! /22 271—RaAV 749 L—3VE—FK
aA—HHER

EEETHIU
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A%l
AP(config—if—GigaEthernet0)# port—shutdown

AP(config—if-GigaEthernet0)# no port—shutdown

Tl
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5.2.iBAM27x—R

avUR—&
R e B
N—ay
vlan VLANY JL—T DEBIRETE 1.0
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52.1. VLAN ZIIL—F0O:EIRKE

AHER
vlan VLAN-ID
no vlan
BRE/INSA—4
VLAN-ID
HRERAVLAND D ZIEELET,
VLAN-ID [C3EETEH ID {ElL. u =&, 1~4094 T,
ShEd
VLAN ' IL—TZ:&IRLET,
HAE
#HA1E 12 . GigaEthernet0,” GigaEthernetl (&,
VLAN-ID=u (Untagged-VLAN) [T L TLVET,
EITE—F
GigaEthernet0 4 271 —Xa2 745 L—33E—FK (Untagged-VLAN )
GigaEthernetl /2271 —Xa2 745 L—33E—FK (Untagged-VLAN F¥)
GigaFthernetOX /27 x—RXaAV 745 L— 32 F—NK (Tagged-VLAN )
GigaFthernet! X A 271 —RX3aAV 745 L— 32 F—K (Tagged-VLAN )
SSID AV 749 L—3avE—FR
d1—HIER

EEETHIU



AHH

AP(config—if—-GigaEthernet0)# vlan u

AP(config—if—-GigaEthernet0.1)# vlan 1

AP(config—if—-GigaEthernet0)# no vlan

AP(config—if—-GigaEthernet0.1)# no vlan

Untagged-VLAN DG & I(F. L TOE—FTHRELET,
GigaEthernet0 /22 7x—RaAV 740 L—3VE—FK
GigaEthernet! /22271 —RaAV 749 L—3VE—FK

Tagged-VLAN DI5&(1F. L FDE—RTHRELET
GigaEthernetO.X /28 J7x—AXa> 749 L—30F—FK
GigaEthernet!. X /2471 —Xav T4 L—avE—F




FeoE HFEELANAAETII—X

ARE(L, BE LAN /27— ADATURIZDWNTERBLET,



6.1.ME A ET7x—R

N—3y

radio—enable

BRAITI—ADEREINDERTE

1.0

BeaconfElf@H & UfBeaconE—F D EEE

channel BIRAATI—RADEEE—F DK 1.0
dtim-period B|HRAHTT—ADDTIM EDERTE 1.0
power level BBAATI—RADEEENDERE 1.0
guard—interval BARA AT —RADHT—F A A—INLDERTE. 1.0
rts B|IRA B TT—RADRTS thresholdEDELTE 1.0
tx-mcast-rate BIRA BT —RADEFEIILFHFYANIL—LE |10
KEEDRTE
tx—beamform—enable BIRA VAT —RADEFEE—LITA—IVTDFE |10
tx—chainmask BIRAV BT —ADEET T TEROETE 1.0
rx—chainmask BRAVITI—ADRIET U THERDERTE 1.0
separate—ssid enable WA AT —ADSSIDE 2 B EED R E 1.0
dfs channel BIRAATI—RADL—F FE LD 20
FrRIVEIEKTE
rssi—threshold BIRVZATULDERHID TS 3.0
EEREREDHRTE
beacon-interval BIRAATI—AD 3.1
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6.1.1. HEPBAUEITI—ADED EHDERTE

ANERX
radio—enable { radio0 | radio1 | both }

no radio—enable { radio0 | radio1 | both }

BENTA—42
radio0
radio0 (5GHz ) 1 V271 —RADHEFERALET
radio—enable radio0 radio0(5GHz /&) 1271 —RAEF
no radio—enable radio0 radio0(5GHz &) 1271 —REZ)
radiol
radiol (24GHz §) 1 V37T —ADHEFERALES .
radio—enable radiol radiol (24GHz #) 1 A7t —RAEXN
no radio—enable radiol radiol (24GHz ) A 37T — R XN
both
radio0 (5GHz ) “radiol (24GHz #) A DA P T1—R%
FERALEY,
radio—enable both radio0 (5GHz &) radiol (2.4GHz )
A BTT—REH
no radio—enable both radio0 (5GHz ) radiol (2.4GHz )
AR T —RESh
Bl
radio0 (5GHz ) E7=[&. radio1 (2.4GHz ) FE#RA 2T —AD
B EBHERELFES
MHE
i3
ETE—F
Ja—/N\)LarIiqgL—avE—F
2—HHER

EEETHIU
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AHH

AP(config)# radio—enable both

AP(config)# radio—enable radio0

AP(config)# no radio—enable both

AP(config)# no radio—enable radio0

el
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6.1.2. HBPAUIITI—ADHEE—FOHRTE

AHERX
channel { NUMBER | AUTO } mode MODE bandwidth { 20 | 40 | 80 }
no channel
BREINTGA—4
NUMBER
BEEFvRIL No Z&IRLET,
radio0 (5GHz ) A VA 7T—ADHRENHE (L.
5GHz FDEEF v ~ILESE T oBRLET,
(W52 FDFrrILES]
36,740,744,/ 48
(W53 FDFrRILES]
52,756,760, 64
(W56 FDFvRILEF]
100.7104.7108.7112,7116.7120,7124,7128./132/
1367140
radiol (24GHz ) A VA7 —ADRENIHZE L.
24GHz HFOBEEF Y RILESETRMERLET,
1./2/3./4./5/6,/1/8,9.10/11./12/13
AUTO

radio0(5GHz &) 1V AT —ADHENIHZE

auto $8E ¥
TEC W52 W53./W56 T d RXTHi5
BEERSNFET,
[W52 HDF¥RILES]
36.740.744,748
(W53 FDF v RILEF]
52,756.760.764
(W56 TFDF v RILES]
100.7104,7108.7112.7116./120.7124.7128.
13271367140

auto-w52 5 EFF
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W52 HDF RIS BEICTEIRSNET,
auto-w53 5 EFE

W53 HDFrRILMSBEICTEIRSNET,
auto-w56 5 5E F¥

W56 mDF RIS BEEICEIRSNET,
auto—w52-w53 35 E B

W52 /W53 HDFrRILHDBETGERSNWET,
auto—w52-w56 5 E B

W52 /W56 HDF v BETEIRSNET,
auto—w53-w56 5 E B

W53 /W56 HDF v BB TEIRSNET,

radiol (24GHz T) 1 VAT —ADFREDNHE

auto 5 FEBF

1./2./3/4.5/6,/1/8,/9.710./11./12./13

MLBEEEIRSNET,

MODE
radio0 (5GHz &) A VA T71—ADIGE
11a IEEE802.11a IZERELET
IEEE802.11n IZERELE T,
IEEE802.11ac [TERELFE T,
radiol (24GHz ®) M2 T71—RADIHE
11b IEEE802.11b IZERELET .
11g IEEE802.11g [CERELE T,
11bg  IEEE802.11b/g IZERELZE T,
IEEE802.11n IZERELET

11na

11ac

11ng

bandwidth
20,740,780 M5EIRLET .
radio0 (5GHz &) DS

IEEE802.11ac
IEEE802.11n
IEEE802.11a

radiol (2.4GHz ) DI A
IEEE802.11n
IEEE802.11b

6-6

20,740,780 M #IRLET,
20,740 hhioEIRLFET,
20 %R ELET,

20,740 hh i E’IRLFET,
20 &R ELET,



#HE

A —HIER

AHH

IEEE802.11¢g 20 #EHELET,
IEEE802.11b/g 20 %E/XELET,

radio0 (5GHz &) E£7-%. radiol (24GHz &) D ELEA > ZTT—RAD

LTOREEITVET,
FrrIL
E—F

INURTE

channel % E . mode./bandwidth £4IZERENETT,

#3 (no channel)

radiod 1R T7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K

EEETHIU

AP(config—if-radio0)# channel auto mode 11ac bandwidth 80

AP(config—if-radio0)# no channel

el
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6.1.3. E|EAPTT—RDDTIM [EDHRE

AHNERK

dtim—period CNT

no dtim—period

BREINGA—A

#HE

A —HIER

CNT
Beacon fA[[E][Z 1 [B], TIM Z&{ET 5 DREIRERELET,
SR E R REE 1~255 [/Beacon [E%f]

Beacon [Z TIM(Traffic Indication Message) Z1IEH AL EfREHRELE T,
BIRIFATUMATOT—ROTILF XA/ TO—RF v Ry bt
H BB E . Beacon [ZEEN D TIM(Traffic Indication Message) Z{f>T
T—ANHEHILE BT HHBERELET
AT KT, Beacon fA[E[ZDE, TIM Zi%X{5F 55 D Beacon B ZE R TE
LFEY.

15l

11&. # Beacon C&ITEMEEELET,

2 [£.Beacon 2 [EIZ1 EDAAIVY T, BHMEEELET,

31&.Beacon 3[EIZ1EDAAIVY T, BHMEEELET,
no dtim-period ZR1TY HEAHMEIZRYETS

1 [/Beacon [@%%]

radiod 1R JT—RXaAV T4 L—avE—K
radiol 1R JT—RXaAV T4 L—avE—K

EEETHIU
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A%l
AP(config—if-radioQ)# dtim—period 10

AP(config—if-radio0)# no dtim—period

el
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6.1.4. WBAETI—ADEEBHDETE

ANEX
power level VALUE

BREINGA—A
VALUE
EEENEEERELET,
R ETIBESEE  1~30 [dBm]
BL
BIRAVATI—RADEEBHERTELET,
HAE
30dBm
EITE—F
radio0 4/ 271 —RAV T4 L—avE—FR
radiol /27— T4 L—avE—FK
aA—HHER
EHETHIUL
ARl
AP(config—if-radio0)# power level 30
/—k

EEBNDOEEF. ETEDON- EREICFHIREMNTTLET,
ZTD=. FIREZHASEEARITURTERELZIGE. FIRSN=EIZT
B}ELFEYT .

FHERDIEEENEIL. show interfaces AT RIZTHERTHIED
TEEY,




6.1.5. HBPAUEIITI—ADH—FAE3—INILDERE

ANERX
guard-interval { half | full }

BRE/INSA—4
half
H—KA>232—s3)L HALF
full
H—KA>32—/3)L FULL
ShEd
BRAATI—RADH—R A A=\ ILERTELET .
HAE
H—KA>232—/3)L FULL
EITE—F
radiod 1R T7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K
aA—HHER
AHBl
AP(config—if-radio0)# guard—interval full
/J—hk

el




6.1.6. AP TT—AD RTS threshold {EDERE

AHER
rts VALUE

BRE/INSA—4

VALUE

RTS M threshold {EZ R ELZE T,
E% %E mI REEE 256~ 2347

ShEd

|BIGAATT—RAD RTS threshold [EZHRELET,

JaFyiavE'—FRIiE.

RTS fE% 256~2346 DEIDEIZRET HEIRTS/CTS I E—RFTHEIEL.

RTS {E% 2347 [ZEEFE T BEICTS to self [E—FTEMELET,
HAE

2347
EITE—F

radiod 1R T7T—RXaAV T4 L—avE—K

radiol 1R 7T—RXaAV T4 L—avE—K
d1—HIER

BEETHIVE
ARl

AP(config—if-radioQ)# rts 256
/J—hk

el




6.1.7. HEBRAFTI—ADEETILFXNYARNIL—LEREEDHKRT

AHNERK

tx—mcast—-rate MCASTRATE

no tx—-mcast-rate

BREINGA—A

#HE

A —HIER

AHH

MCASTRATE
YILFEX P AMEEEEZHELET,
R EAHERE Y ILF X v AMEE EE (Mbps)

radio0 (5GHz ) 54,748.736.724.718712.79.76
radio1 (2.4GHz ) 54,748.736.724718.12/11.79.7
6755721

EETAIVILFEXIVYRANIL—LOBRREEFTRELES .

radio0 (5G &) /27T —R 6 [Mbps]
radiol (2.4G &) A 371 —R 1 [Mbps]

radiod 1R T7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K

EEETHIU

AP(config-if-radio0)# tx—mcast-rate 54

el




6.1.8. HIBAITI—ADEEE—LIA—ZIVTDETE

AHEK
tx—beamform—enable [MODE]

no tx—beamform—enable

BREINTGA—4
MODE
HRREF
SU-MIMO B#IIZERELET
3
SU-MIMO.”MU-MIMO A#hIZRELET
Bl
IEEE802.11ac MEEE —LT+—Z2 % (SU-MIMO.~MU-MIMO) @
B EBHERELFET
no tx—beamform—enable X E K. EMIRELET .
AT UR(E, IEEE802.11ac THHHERELE T,
SIEEE802.11n TIIHERELEE Ao
MHE
i3
RITE—F
radio0 A 27T —RAV T4 L—3vE—FK
radiol /22 7x—AAV 745 L—3vE—FK
2—HHER

EEETHIU



A%l
AP(config—if-radio0)# tx—beamform—enable

AP(config—if-radioQ)# tx—beamform—enable 3

AP(config—if-radio0)# no tx—beamform—enable

el




6.1.9. HIBAITI—ADEETUTTHEBRDETE

ANERX
tx—chainmask MASK

BENTA—E
MASK
FER7THEBIELTRELET.
EYERTREEGEE  OxO~Oxf

EIEICERAT ST THERERELEFT .
BT > 7 R RERIER S TNCRES

ANT #D #C #B #A HIEM@EHex BIESTE

Eﬁﬁb\BEt7>j__j_ﬁE 1x1 0 1] 0 1 0x1 interface radio0

tx-chainmask 0x1
rx-chainmask 0x1
!

interface radiol
tx-chainmask 0x1
rx-chainmask Ox1
!

2x2 0 0 1 1 0x3 interface radio0
tx-chainmask 0x3
rx-chainmask 0x3
1

interface radiol
tx-chainmask 0x3
rx-chainmask 0x3
!

3x3 0 1 1 1 0x7 interface radio0
tx-chainmask 0x7
rx-chainmask 0x7
1

interface radiol
tx-chainmask 0x7
rx-chainmask 0x7

4x4 1 1 1 1 0xf interface radio0
tx-chainmask 0xf
rx-chainmask 0xf
1

interface radio1
tx-chainmask Oxf
rx-chainmask 0xf

MHE
Oxf

radiod 1R JT—RXaAV T4 L—avE—K

radiol 1R JT—RXaAV T4 L—avE—K

a—HER
EEETHIU



A%l
AP(config-if-radio0)# tx—chainmask Oxf

tx—chainmask 0x0 ZEXELI=H &L, Oxf [CERESNET,




6.1.10. FEBA I TI—ADZETUTTEBRDETE

ANERX
rx—chainmask MASK

BENTA—E
MASK
FER7THEBIELTRELET.
EREATREEGRE  OxO~Oxf

REICERYSTUTHRERAERELES,
{ERT > 7 M E RERIB S U RE %

ANT &#D #C #B #A BT fiHex BESE

Eﬁﬁb\"‘:‘) EEPDFT{EE 1x1 [+] o o 1 ox1 interface radio0

e-chainmask Oxl
re-chalnmask 0x1
]

interface radiol
tx-chainmask Ox1
rx-chainmask Ox1
]

2x2 4] i} 1 1 0x3 interface radiol
tx-chainmask O3
rx-chainmask Ox3

]

interface radiol
e-chainmask 0x3
rx-chalnmask 0x3

]

3x3 1] 1 i 1 ox7 interface radiol
tx-chainmask 0x7
rx-chainmask 0x7
]

interface radiol
te-chainmask On?
rx-chainmask Ox7?

dxd 1 1 1 1 Oxf interface radio0
tx-chainmask Oxf
rx-chainmask O

1

interface radiol
tx-chainmask Ouf
rx-chainmask Oxl

MHE
Oxf

radiod 1R JT—RXaAV T4 L—avE—K

radiol 1R JT—RXaAV T4 L—avE—K

a—HER
EEETHhIU



A%l
AP(config—if-radio0)# rx—chainmask Oxf

rx—chainmask 0x0 Z X EL-HZ & (L. Oxf [CERESINFET,




6.1.11. LA 271 —RAD SSID S EEEDERTE

ANEX
separate—ssid enable

no separate—ssid enable

BREINTGA—4
5L
BL
Bl — VLAN [ZELTL\% SSID D@ IEZ DB R ELET
separate—ssid enable SR EMF. BRILET,
no separate—ssid enable EXERF. EMICLET,
HHE
23
EITE—F
radio0 A 27T —RAV T4 L—3vE—FK
radiol {22 7x—AAV 745 L—3vE—FK
A—HHER
EEETHIUL
A%l
AP(config—if-radio0)# separate—ssid enable
AP(config—if-radio0)# no separate—ssid enable
/—k

el
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6.1.12. EBAFT—RADL—F ERHBEOFYRIVEERE

AHNERK

dfs channel fix

no dfs channel fix

BRE/INSA—4
L

W53 B E=IE W56 D EE Fr I TEMERICL—F FEERBLIED
FrRILBREIZDVTHRELET,
AROTURIE. MEE—FZEERTET D channel AYURDARIZEST
BENELGVET, £z, KOV URIK, 5GHz HDABEIHTT

L= EREBEOFrRILBBEIIUTNDESYTT,

channel A< KT

BELBIEE—F

dfs channel fix E%TERF
(BEH®)
L—4 BB F v ILBBENME

no dfs channel fix %7€ FF
(BlEES) = #HEBE
L—A BB EFEOF v ILEREE

W52 #DLNThhD

W52 HTOEARIE, L—5EERHELEEA,

ElEF v+ ILERE BT

W53 HOLT D FrRILEBBIITHT . BRER. W53 mDLT UMD FrRILICER
ElEF v+ ILERE BT TNOLIYRMM BB FvRILAER | LET,

W56 HDWLF LMD HER—BEEFYHILICTEIBLE W56 FHDOLTNADFvrILISER
& F v+ L 3% E B ERS LET,

auto—wb2 % E B

W52 HTOERADIE, L= FEERHELERE A,

auto—wb3 E% TE B

W53 HDWLNTNHADFYRILIZEBLET,

auto—wb6 5% 7E B

W56 S DWLNTNHADF Y RILIZEBLET,

auto—w52-wb53 % € BF

W53 I TBIERF. W52/W53 mDWLT DD FrRILIZERRLET,
(W52 #=COFEARIL, L—FEERHELEEA.)

auto—w52-wb56 % i€ BF

W56 T~ TIBIERF. W52/W56 s DWLNT DD F R ILIZERRLET,
(W52 #=COFEARIL, L—FEERHELEEA.)

auto—w53-wb6 % € BF

W53/W56 D WLVT D FrRILICERRLET,

Auto 5% 7€ B¥

W52/W53/W56 5 DWLNTNMDFrRILICEBLET .
(W52 = TOFEARIEX. L—FFEBRHELEEA,)
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#HE

A —HHER

AHH

EEE—REERTET S channel AR K TREIERE ARELF v RILIE,
LUTFTDEBYTY,

(W52 #7136/40/44/48/

(W53 #5152/56/60/64/

[W56 %51100/104/108/112/116/120/124/128/132/136/140

radiod 127 x—RXAV 749 L—avE—KR (5GHz T D #H)

EEETHIU

AP(config—if-radio0)# dfs channel fix

AP(config-if-radio0)# no dfs channel fix
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6.1.13. B ISIT7UMDEHREBT I HIESHEREDSTE

AHNERK

rssi—threshold AUTH-VAL DIFF-VAL

no rssi—threshold

BREINGA—A

#HE

A —HIER

AUTH-VAL
-85 ~ —60 [dBm]
DIFF-VAL
5 ~ 10 [dBm]

BRI AT UMD G ARG ZEESREDRELSRELET,
EHIX. TAUTH-VALIDETITLET,

tNER (&, TAuth-VAL] - TDIFF-VAL] ODfE
(TAuth-VAL [iE A5 TDIFF-VAL J{E% 51U 1= 1)

TITLET,

AEREEE, SSID a4 L—3VE—RT
rssi—threshold—enable XL 1= SSID DA HxNELFYET,

AUTH-VAL: -65 [dBm]
DIFF-VAL: 10 [dBm]

radiod 1R JT—RXaAV T4 L—avE—K
radiol 1R JT—RXaAV T4 L—avE—K

EEETHIU
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6.1.14. $EERA> 2T — XD Beacon [EIfFH & U Beacon E—FDEXE

ANERX
beacon—interval mode MODE interval-time INTERVAL-VALUE

no beacon—interval

BENTA—42
MODE Beacon E—RE&E
normal (T 24 JL1) staggered mode (3 5LE—FK)
burst burst mode

INTERVAL-VALUE
Beacon ZE{EMIRDERE
TR E AT RESEF IEE 21K, Tauto I ZERELET
REAREEFOIEELLWICERIE. LTDERSYTT,
normal E—R{E AR DR ERIRESEHE L. LTDERYTT,
SSID 1~2 {EDIHE :40~3500 [ms]
SSID 3~8 DN i5E :100~3500 [ms]
SSID B EMELEE LK.
ETEBSEEIGEERNDOSZEE. TOFFDEE
BIEMEFET,
BREBINEENDIGE. LTOEICEESNET,
SSID 1~8 A~ZEERF(E. 100 [mslICEEINFT,
burst E—R{E RO R ERIRESEHE L. LTDERYTT,
SSID 1~2 {@MDi5E :40~3500 [ms]
SSID 3~8 @D i5E :100~3500 [ms]
SSID SR EHELZELI-FR.
EEBSEEIEERNDOBESIE. TOFFDEE
IEMEFT,
HEMELNEENDIHZEE. L TOBEICEEINET,
SSID 1~8 A~ZEERFIL. 100 [ms]IZERINFET,
auto FEERF D BENEREMEL. LTDELYTY,
normal E—K{E AR
SSID #IZ kY FERBEICHERESNET,
SSID 1~8 fHDIHE 100 [ms]EE
burst E—F{& FARF
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#HE

A —HHER

AHH

SSID 1~8 {AMD15%E:100 [ms]EE

Beacon [EIf@$H &V Beacon E—RZEHRELET,
REDEERNAIL. interface AT RIZTE—FASUIZ Beacon [HfE%E
HERTEET,

B PEAIEESTIZ no beacon—interval ¥§EF. L TFEREIZHYET,

beacon—interval mode normal interval—-time auto

radiod 1R JT—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K

EEETHIU

AP(config—if-radio0)# beacon—interval mode normal interval-time auto

AP(config—if-radio0)# no beacon—interval
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6.2. IR 27 —R (SSID)

avUR—%&
EEt ke RS
N—ay
ssid SSIDE—FA~DF#ITLSSIDD 1.0

YERL.BIBR

max—associations SSDDOHRKIFEHFRHDETE 1.0
vlan SSIDDVLANY JL—7 D:EIREEE 1.0
encryption mode SSIDDBEEFE—FDEHRTE 1.0
authentication type SSIDDFRFEARDEETE 1.0
encryption wpa—psk—key SSIDOWPAZEF-1E, 1.0
WPA2®Dpre-shared keyD % E
encryption static—wep—key SSID® Static WEP keyH LT 1.0
key—indexM % &
static-wep—key—index SSIDOWEPF—:EIR 1.0
hide bssid SSIDM X7 )L A B HE (SSIDIE#K) 1.0
BN ENETE
radio—device SSIDDFEALEBAZTT—ADER | 1.0
ssid-isolation enable SSIDA 7B (/\L—53) BERED EX TE 1.0
enable-ssid SSIDDER.ENDELTE 1.0
tx—ampdu—enable SSIDMEEAMPDUEZN . ESN DR TE 2.0
tx—ampdu—subframes—limit SSIDMDEEAMPDUY T IL—LED 2.0
RE
encryption static-wep—key—auto SSID®M Static WEPEZE 2.0
AutoE—R B EIDERTE
rssi—threshold—enable EERERECEMN ENDETE 3.0
wpa-rekey—interval WPA-GROUP-REKEYHIf@®M % 7E 3.0
dot1x-wep-rekey-interval IEEE802.1X+WEPDREKEYMHIRDEEE | 3.0
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6.2.1. SSID E—F~A®DF¥1TL SSID DYERK.~ BBk

ANERX
ssid SSID
no ssid SSID

BREINTGA—4
SSID
SSID ZiEE (FRDIZE(TER) LET,
{55 FA AT 6 X = $h i B 1~32 [XF]
SSID CHEAMREXFIIUTDESYTY,
FILIT7RYMEHRXF (A~2Z)
FILIT7RYNEHINLF (a~2)
HFFA0~9)
ER=E ¥
(FEEIE. HHYPFLTS=IEATRRLTVET )
U # |$ |% | & |( )
* + , - . / : ;
= |> |@ |[ |\ |] -
_ | | |1 ~

EtBA
SSID VT4 L—L 3V E—RADBITEITVET,
SSID TV KA ELMES (X, FHFRIZ SSID TUMJZERLTRBITLETS,
Ffz.no ZIBEL TERGEA D SSID TR ZEHBIBRLET
Z SR TTREAS SSID DERKIL. radio0 (5GHz ) (. &K 8 f&.
radiol (2.4GHz &) (X, &x K 8 AE CTEEXAEETT .
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#HE

L4

ETE—F

a—HHER

ANl

EE]

SSID M radio—device both 135 E =&Y . SSID T k) YERL AT BERAY
FRENET,

IUM) &% &L SSID TR ERRRTRES D ER R LA T D EBYTY,

radio—device both Z£%%% | 0 1 2 3 4 5 6 7 8
SSID Tk {ERkETRESRL | 16 |15 |14 |13 |12 |11 |10]|9 |8

LEEDEEY radio-device both ZFEE T H& 1 DD SSID TURJIZT,
radio0 (5GHz ) “radiol (2.4GHz )
DEHDERAZTT—RIZ1DF D SSID 2HHFLET,
(radio—device both 1 DT, SSID TV )% 2 EERALI=ZEIZRHRYET )

7L

ga—/\)Larviq4dL—avE—F

EEETHIU

AP(config)# ssid ict

AP(config)# no ssid ict
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6.22. SSID DEREKXFRHFEFHBOETE

AHNERK

max—associations VALUE

BREINGA—A

R E

A —HIER

AHH

VALUE
RANREHBEHTT,
£&% % B RE &0 1~100 [&]

SSID B CHORKIFEIFBHERELET .

100

SSID aAvI745 L—i3vE—F

EEETHIU

AP(config—ssid ict)# max—associations 50

FRTD SSID DRKIBBRHFBHDEETH.
100 AFIZHBESICTHRLELHYET .
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6.2.3. SSID M VLAN 7 JL—T DBIREFE

AHER
vlan VLAN-ID
no vlan
BRE/INSA—4
VLAN-ID
HRERAVLAND D ZIEELET,
VLAN-ID [C3EETEH ID {ElL. u =&, 1~4094 T,
ShEd
RTEFA VLAN O ID [ZHEELET,
HAE
L
EITE—F
SSID aAv 749 L—3vE—F
aA—HHER
BEETHIVE
ARl
AP(config—ssid ict)# vlan u
/J—hk

el
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6.24. SSID DFESE—FDETE

AHNERK

encryption mode { none |

wep |

wpa { aes | tkip } |

wpa2 { aes | tkip }

wpa—wpa2 { aes | tkip | aes—tkip }}

no encryption mode

BREINGA—A

none
ERESEICERELET,

wep
WEP BESIZERELET .

wpa aes
WPA AES BB B IZERELET

wpa tkip
WPA TKIP B S ZERELET

wpa2 aes
WPA2 AES BESIZERELEFY

wpa?2 tkip
WPA2 TKIP BEBIZERELET,

wpa—wpa2 aes
WPA.“WPA2 AES BB S IZERELET .
BRITATULORIERRIZEY . WPA/WPA2 DELLMM
BIRENFT,
BRUSATUMDEARELTWZIEE L, WPA2 HMEE
ENFET,

wpa—wpa?2 tkip
WPA_~WPA2 TKIP BE SR ELET .
BRITATULORIEKRIZEY . WPA/WPA2 DELLMH

ERSINFET,
BIBISATURAE ARG LTUL=IEE (. WPA2 HMES%
NFEY,
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#HE

A —HHER

AHH

wpa—wpa2 aes—tkip
WPA.“WPA2 AES /TKIP BB IR ELE T,
BIRITAT LD IHIKRIZELY . WPA/WPA2 AES./TKIP 0
WFhAIEIRESNET,

SSID DI EE—FEHRELET .
no encryption mode T, FHEIZRYET,

none

SSID aAv 745 L—3vE—F

EEETHIU

AP(config—ssid ict)# encryption mode wpa2 aes

AP(config—ssid ict)# no encryption mode

p—~

WEP B %hE% EBFld. JE1Z encryption static-wep—key DR EZITD
WHELBHYET,

encryption static-wep—key ZEREHE T (Z

encryption mode wep ZE{79 5H&

Static WEP-key[X] is not set D TS—MRRSh
BEShFEEA,
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6.25. SSID®D

RREA R DETE

AHNERK

authentication type { dot1x | psk }

no authentication type

BREINGA—A

#HE

A —HIER

AHH

dot1x IEEE802.1x SREEA K
psk FaixaREAK

SSID MR AREHRELET
no authentication type 3% E C. EZIHYZET,

SSID aAv 749 L—3vE—F

EEETHIU

AP(config—ssid ict)# authentication type psk

AP(config—ssid ict)# no authentication type

el
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6.2.6. SSID M WPA FE7=I&. WPA2 M pre—shared key D §%5E

ANEX
encryption wpa—psk—key { hex | ascii } encryption—key

no encryption wpa—psk—key

BENTA—42
hex
Hex XF A JI1E7E
ZDIZE D encryption—key DIXFH (L. 64 XFIZTEET S
BENHYET,
FERAFREXFIILTOESYTY,
TILIT7RYREEINF (a~f)
HFHA0~9)
ascii
T RAX—XFHANEE
ZDIFE D encryption—key DXFHIE.
8~63 XFITTHRET DLENHYET
FERATREXFIILUTOESYTY,
FILI7RYMEHRXF (A~2Z)
TILIF7RYMEHINKEF (a~2)
HFHA0~9)
RBE+A
(FEREIE. YIS 51=DIZEATHRRLTVET )
! “ # $ % & ( )
* + |, - . 7
= |> |@ |I[ N o]
{ | |1 ~

encryption—key
pre—shared key
FRXFHITEHRENDE,

EiEA

WPA E71=[&. WPA2 @ pre-shared key ZHELE T,
no encryption wpa—psk—key % 7E T. LY ET,
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#HE

EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# encryption wpa—psk—key ascii 12345678
AP(config—ssid ict)# no encryption wpa—psk—key
/J—k
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6.2.7. SSID @ Static WEP key & & U key-index DX E

ADERK
encryption static-wep—key
{ wep64 | wep128 }
{ hex | ascii }
{ open }
encryption—key
key—index

no encryption static-wep—key key—index

BREINTGA—4
wep64
WEP40 E*yb® WEP X2l T4&ERALET,
wep128
WEP104 Ewk® WEP £ al) T4 HEALET,
hex
16 ERXTWEP ¥—F% A HLFET,
FATREXFIILUTOESYTT,
TILIT7RNYRERINKTF (a~f)
HFFXA0~9)
ascii
TAXF—XFHHBRATWEP F—Z2 A ALFET,
FATREXFIIUTOESYTT,
TILITFRYRERHRXTF (A~2Z)
FILITTAYREHINXF (a~2z)
BFFA0~9)
RBEFA
(FEEIE. HHYOFLTB=HICEATRRLTVET )
! “lHE S % | & |( )
* + |, - . / : ;
= (> |@ [[ |\ |1 |”
N | |1 ~
open

FREERZR DY, open DIFE

6-36



encryption—key
16 ERRXTWEP F—ZAHALET,
key—index
key-index MDIEZEZELET ,
REFREEEE @ 1~4

H Lz
WPA E£71=[&. WPA2 @ pre-shared key ZHFELET,
no encryption static—wep—key key—index CEMIZHYET .
HHE
mh
EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# encryption static-wep—key wep128 ascii open 123456789123 1
AP(config—ssid ict)# no encryption static-wep—key 1
/J—k

no encryption static-wep—key EITHL. Fl.

no encryption mode ZXR1TY DMEAHYET

no encryption mode ZE{TH 1.

no encryption static-wep—-key ZZE{TL1=B &%,

Change encryption—mode before deleting D TS—MRREN
RESNFEEA,

anh
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6.2.8. SSID M WEP F—D:&EiR

ANEX
static—wep key—index INDEX

no static-wep—key—-index

BREINTGA—4
INDEX
WEP @ key-index HEZ#RELET
BREAREES 1~4
BL
WEP +—%#IRLFE T,
no static-wep—key-index CHIEAEICRYET .
HHE
1
EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# static-wep—key—index 1
AP(config—ssid ict)# no static-wep—key—index
/J—k
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6.29. SSID MATILABEE(SSID [E#R%) A FEhERE

ANERX
hide bssid
no hide bssid
BREINGA—A
5L
BL
AT ILAHHE (SSID [E#k) DFEM BUEHRELET,
hide bssid ATILRAEZN
no hide bssid AT ILRAELRN
HAE
AT ILRAELR
EITE—F
SSID a4 L—3 E—F
aA—HHER
EHETHIUL
ARl
AP(config—ssid ict)# hide bssid
AP(config—ssid ict)# no hide bssid
/—k

el
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6.2.10. SSID D{ERALWBAIT7—ADER

ANERX
radio—device { radio0 | radio1 | both }

BREINTGA—4
radio0
radio0(5GHz &) TOAERALET,
radiol
radiol (24GHz ) TOAEALFET .
both
radio0 (5GHz #) & radiol (24GHz %) WA THEALET .
Bl
SSID DfEFALERA 2 TT—REBIRLET .
SSID (&, radio0(5GHz ) (&, Fx K 8 {f. radio1 (2.4GHz ) I,
A 8 EFETEEZFARETT .
GEE]
SSID M lradio-device both1¥EFEIZ &Y. SSID T2 MJVERCATRERAAY
FIRENFET,
TUN)EFHE SSID TUNJERFTRER D BERIELUTDELYTT .
radio—device both Z§%%% | 0 1 2 3 |4 |5 6 7 |8
SSID T RERLATEES | 16 |15 |14 |13 |12 11|10 |9 |8
LEEDESY radio-device both ZHEE T H& 1 DD SSID TURJIZT,
radio0 (5GHz ) ./radiol (2.4GHz )
DEBDERAZTT—RIZ1DF D SSID 2HHFLET,
(radio—device both 1 DT, SSID T )% 2 EERALI=ZEIZRHRYET )
MHE
7L
EITE—F

SSID avI745 L—3vE—FK

6-40



a—HER
EEETHIU

A%l
AP(config—ssid ict)# radio—device both
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6.2.11. SSID N9 B (E/\L—3) BEEDERTE

ANERX
ssid—isolation enable

no ssid—isolation enable

BREINTGA—4
5L
BL
SSID A7 Bt (Z/\L—) BEEDEX . B’BNEHRELET,
ssid—-isolation enable SSID N5 B (/\L—2) REZ B LET .
no ssid—isolation enable SSID N5 B (/\L—2) HREZ TSN LFE T,
HHE
23
EITE—F
SSID av 745 L—avE—FK
aA—HHER
EEETHIUL
A%l
AP(config—ssid ict)# ssid—isolation enable
AP(config—ssid ict)# no ssid—isolation enable
/J—k

el
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6.2.12. SSID DEZ/ EWHNDETE

ANERX
enable—ssid

no ensable—ssid

BREINGA—A
L
EhBA
SSID DEBEXEHEHRELET,
enable—ssid SSID #E®MIZLET,
no ensable—ssid SSID #&ExHIZLET,
HAE
3y
EITE—F
SSID av 745 L—avE—FK
aA—HHER
EHETHIUL
ARl
AP(config—ssid ict)# enable—ssid
AP(config—ssid ict)# no enable—ssid
/—hk

el
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6.2.13. SSID M¥%{E AMPDU H%h. EIIDERTE

ANEX
tx—ampdu—enable

no tx—ampdu—enable

BREINTGA—4
5L
H Lz
SSID M3%{§ AMPDU DA BNZEHELET .
tx—ampdu—enable 1%£{E AMPDU QZERIIZLET,
no tx—ampdu—enable 1%£{E AMPDU QZFENICLET,
HHE
a0
EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# tx—ampdu—enable
AP(config—ssid ict)# no tx—ampdu—enable
/J—k

el
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6.2.14. SSID M*{E AMPDU HJJL—LBDERE

ANEX
tx—ampdu—subframes—limit SUBFRAMES

no tx—ampdu—subframes—limit

BREINTGA—4
SUBFRAMES
%E1E AMPDU OHJ L — L%k
5% 7€ Al A 6 1~64
H Lz
SSID M;%1E AMPDU DY T JL—LEZEHRELET,
HHE
64
EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# tx—ampdu—subframes—limit 64
AP(config—ssid ict)# no tx—ampdu—subframes—limit
/J—k
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6.2.15. SSID @ Static WEP S25E Auto E—FH %) D ERE

ANEX
encryption static—wep—key—auto enable

no encryption static-wep—key—auto enable

BREINTGA—4
5L
H Lz
SSID 0 Static WEP 23EH2 X% Auto TERITTAKIITHKELFET .
Auto - B & T Static WEP FREIF & #)(< Shared B2 =X THEHEL .
PREERBLI-ZAEDH . TDH Open A TERELET .
HHE
23
EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# encryption static-wep—key—auto enable
AP(config—ssid ict)# no encryption static-wep—key—auto enable
/J—k

el
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6.2.16. {ESAEREDHZMIDEE

ANERX
rssi—threshold—enable

no rssi—threshold—enable

BREINTGA—4
5L
BL
rssi—threshold AV RIZTERE LI-RREZEF% % SSID [ZT
AN BHEERELET,
BIBUSAT UM, KEREEE ST B, rssi-threshold AT RIZT
REL-REICKVIES VMMETOISENTEET,
HHE
23
EITE—F
SSID A 74JL—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# rssi—threshold—enable
AP(config—ssid ict)# no rssi—threshold—enable
/J—k

NURRTF7Y)T (A—KNSUR) #EED H %N (load-balance enable) &
1E B R B RIME DA B (rssi—threshold—enable) Z RIBFIZTI & TEE R A
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6.2.17. WPA-GROUP-REKEY F5if@ D& 5E

AHNERK

wpa—rekey—interval TIME

no wpa—rekey—interval

BREINGA—A

#HE

A —HIER

AHH

TIME
WPA-GROUP-REKEY DEIfREEELET,
E% %E mI REEE 0-1440 [%y]
REKEY LEZLMEE (X 0 ZHRTELET,

WPA-GROUP-REKEY [EIfRD R ES LUV EMRELXLET,

10 [43]

SSID aAv 745 L—i3vE—F

EEETHIU

AP(config—ssid ict)# wpa—-rekey—interval 10

AP(config—ssid ict)# no wpa—-rekey—-interval

el
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6.2.18. IEEE802.1X+WEP () REKEY [SIfRDERE

AHNERK

dot1x—wep—rekey—interval TIME

no dot1x—wep—-rekey—interval

BREINGA—A

#HE

A —HIER

AHH

TIME
IEEE802.1X+WEP 0 REKEY FIf@Z X ELET,
E% %E Rl REEE FH 0-1440 [%y]
REKEY LEZWMES(X. 0 ZERTELET,

IEEE802.1X+WEP ) REKEY RIfRDERE S LUV EMEELXLET,

5 [47]

SSID aAv 745 L—i3vE—F

EEETHIU

AP(config—ssid ict)# dot1x—wep—rekey—interval 10

AP(config—ssid ict)# no no dot1x—wep—rekey—interval

el
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6.3.8EH IS4 TV REH MAC PRLR24ILBULY

avUR—%&
=t e i
N—ay
mac access-list MAC 7OtRJRALDIUR) DYER 1.0
mac filter MAC 77ERYRNMZ&BTILEDER |10
show mac filter MAC J4ILEDRR 1.0
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6.3.1. MAC 7O2tARYARrDIF)DER

ANERX
mac access—list { add | del } MAC_ADDRESS

no mac access—list

BRE/INSA—4
add
EELT= MAC PRLRZEBMLET,
del
#EELT- MAC PRL RZHIBRLET,
MAC_ADDRESS
MAC 7KL R%E XX XXXXXXXXXX DX T, AALET,
ShEd
MAC 7OtERAYRDIU ) ZEERRLET .
MAC 7KL R &R &.~ &R EIBR S LT
no mac access—list Z{T5_ & T —FRHIBRZTULVET .
SSID T &2 256 T M) ETEERRIEETY ,
HAE
TL(ToRYEL)
EITE—F
SSID aAvI749 L—i3vE—F
d1—HIER

EEETHIU
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AHH

AP(config—ssid ict)# mac access—list add 11:22:33:44:55:66

AP(config—ssid ict)# mac access—list del 11:22:33:44:55:66

1 —1

RERBDT=. Nwrite memoryl&lreboot][CLBDHIZENANETT ,
=LYk 7/N\—232 40 LIREIL. Twrite memory ID & T, 5% 5E
RBLEIEETY,
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6.3.2. MAC 7OHEARYRMZ&LBI1I2DER

AHNERK

mac filter { disable | allow | deny }

no mac filter

BREINGA—A

#HE

A —HIER

disable

TOER)AMZESF Ty IMREZEMICLES,
allow

TOER)AMZBEL-BRISAT7 U rOEREHFRILEY,
deny

TORR)ANMBFL-EBRISAT O OERERHTILET,

MAC 7UtEAYRMZ&KD T AEERALET
no mac filter AV R CHER (disable) [ITFT B EMTEET,

#E5 (disable)

SSID aAv 745 L—i3vE—F

EEETHIU
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ANl
AP(config-ssid ict)# mac filter allow
AP(config—ssid ict)# mac filter deny
AP(config—ssid ict)# mac filter disable

el
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6.3.3. MAC Z4J/LENDET

AHEK
show mac filter [ INTERFACE ]

BREINTGA—4
INTERFACE
ABITT—RBERELET .
FEEAIEER AR — R & X, radio0. radiol TY,
EhBA
MAC J4ILAERTEERRLET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
Ea—7a1—¥7hHok
AHBl
AP(config)# show mac filter radioQ
AP(config)# show mac filter radiol
AP(config)# show mac filter
J—k

el
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6.4.5RERVSATUNEE

N—ay

deauth client

IRRER IS4 7 b DiaH TR AR

1.0

show associations IRREBEISATURDRT 1.0
show radio—nol NOLYRFDERT 1.0
clear associations statistics IREREISATUMEHRDIEE 1.0
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64.1. WERERISAT7UFDOETRRAR

AHNERK

deauth client { all | radioO | radio1 | mac—address }

BREINGA—A
all
TRTDERISATUCNDIRBEREBRLET,
radio0
radio0 [ZIRBLTCWWAEBRISATULDIRBEEZHERLET,
radiol
radiol IZIRFBLTCWASEBRISATUrDIRBEEZHERLET,
mac—address
EELT- MAC PRLRADERISAT UMD IREERIRLET .
KINGA—RE, BB TEFEE A,
BL
BELEEBISATUOIDIREEHERLET,
HAE
5L
EITE—F
Ja—/n\)LarvoiqgL—avE—F
aA—HHER

EEETHIU
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AHH

AP(config)# deauth client 11:22:33:44:55:66

AP(config)# deauth client all

AP(config)# deauth client radio0

AP(config)# deauth client radiol

el
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642. RREKISITUIDORT

AHNERK

show associations [ radio0 | radio1 ]

BREINGA—A

#HE

A —HIER

radio0

radio0 (5GHz &) /AT —ADKEFRRLET,

radiol

radiol (24GHz B) A A T1—ADIREEZRRTLET,

HRELI=1B &%, radio0. radiol A DIKEEZRRLET,

RELTWSERI AT UNERTRLET,

sl

JO—/\)LariqgL—avE—FR
Ea—7a1—37hH ok

EEETHIU
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AHH

AP(config)# show associations

AP(config)# show associations radio0

AP(config)# show associations radiol

el
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6.43. NOLJYRFDRTE

AHNERK

show radio—nol [ radioO | radio1 ]

BREINGA—A

#HE

A —HIER

AHH

radio0
radio0 (5GHz ) 4 371 —ADIKEFRTLET .
radio1l

radiol (24GHz B) A A T1—ADIREEZRRTLET,

HRELT=15 &, radio0. radiol A DIKEERRLET,

NOL VRFERRLET,

sl

JO—/\)LariqgL—avE—FR

BEBETHIVE
Ea—7a—57ho ok

AP(config)# show radio—nol
AP(config)# show radio—nol radio0
AP(config)# show radio—nol radiol
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644 RRERIZITUMEROHEE

AHNERK

clear associations statistics { interface | mac—address }

BREINGA—A

A —HIER

AHH

interface
AVBTI—RBERELET,
radio0  radio0(5GHz &) A A7t —RADEHREHEELET,
radiol  radiol (24GHz /) A2 71— ADEHREEELET .

mac—address

BEBRISATUIDEREHEELET,

fRIBERI AT UMEREHEELET

JO—/\)LariqgL—avE—FR

EEETHIU

AP(config)# clear associations statistics radio0

AP(config)# clear associations statistics radiol

AP(config)# clear associations statistics 11:22:33:44:55:66

el
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6.5.WMM

avUR—%&

m—t e i
N—ay

config—-wmm-—class WMM RS 7499 0S5 RINGA—EDER 1.0

show config-wmm-—class WMM kS 749995RINGA—E3D KRR 1.0
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6.5.1. WMM RS0V 0SRINGA—ENDER

AHNERK

config-wmm-—class { best—effort | background | video | voice }

cw—min CW-MIN-VALUE

cw—max CW-MAX-VALUE

AIFS AIFS-VALUE

TXOP TXOP-VALUE

{BSS | Local }

[ acm ACM-VALUE ]

[ noackpolicy NOACKPOLICY-VALUE ]

no config~-wmm-—class { best—effort | background | video | voice }

BREINGA—A

best—effort
RARIIA =S TP IS ANTIVERELFET .
background
INVDTSURNSI D490 IS AATIVEEELET,
video
ETHANST49905AhTIVERELET,
voice
BEENST4v99SRANTIVERELET,
CW-MIN-VALUE
cw-min ZFRELFET .
&% 7 7 e #h 0~15
CW-MAX-VALUE
cw-max ZERELFET .
5% € Al BE 6 0~15
AIFS-VALUE
AIFS ZRELET .
EXEFIAEEEEE  0~15
TXOP-VALUE
TXOP ZRELFT .
XEFIHEEEE @ 0~8192
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BSS

F o JLINSA—A (broadcast to STAs)ZIEELET,

Local
F 2 )LINTA—B (applied to self) ZIEELET,
ACM-VALUE
FTavERELES .
NOACKPOLICY-VALUE
FTavERELES .
Bk
WMM RS 74999FRNGA—REEBLET,
AHHE
EIIZAATI)ONHBILTOEEYTY,
best—effort background video voice
Local(0) | BSS(1) Local(0) | BSS(1) Local(0) | BSS(1) Local(0) | BSS(1)
cw—min 4 4 4 4 3 3 2 2
cw—max 6 10 10 10 4 4 3 3
AIFS 3 3 7 7 1 2 1 2
TXOP 0 0 0 0 3008 3008 1504 1504
acm 0 0 0 0 0 0 0 0
noackpolicy | 0 0 0 0 0 0 0 0
EITE—K
SSID v 74T L—YavE—F
2—HIER

EEETHIU
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ANl
AP(config—ssid ict)# config-wmm-—class
best—effort
cw—min 4
cw—max 10
AIFS 7
TXOP 0

Local

AREREEITIHE . L TORHGICTHRELITOLENHYET .

& SSID AV T4JL—avE—RDREIZH T

radio—device { radio0 | radiol | both } A< KT

D7g<ED 1 DLLETboth |ZHEEL TLVS SSID A HAIHE .

radio—device radio0/radio1/both DWLNFNAEIEET ST X T®D SSID D
config-wmm-class X EEZRLARICT DLENBHYET .

& SSID AV T4JL—avE—RDREICHE T

radio—device { radio0 | radiol | both } A< KT

Mboth J#$EFEL TLVS SSID NELALMEE

radio—device radio0 #¥5%E 9 59 X T® SSID M

config-wmm-class X EEZRLARICTILENHYET,

F7-. radio—device radiol ZIEFE T 5T TP SSID D

config-wmm-class X EMEZRLARICTILENHYET .

f=1ZL. radio—device radio0 Z$§%E 95 SSID & radio—device radiol Z5E
9% SSID DEREEZFELICT 2LEFHYFEEA,
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6.5.2. WMM FS74Y905RINTGA=EDERT

AHNERK

show config-wmm-—class

B/ 54—
5L
H Lz
WMM FS5T4999S5RINSA—BERTRLET,
HHE
5L
EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# show config-wmm-—class
/J—k

AaATURTORTRIE,
FRTOAHTTY[best-effort] [background] [video] [voice]

DIFEHETAHEES

e R
[best—effort]
cw—min Local 4
cw—max Local : 6
AIFS Local 13
TXOP Local : 0
acm Local : 0
noackpolicy Local :0
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cw—min
cw—max
AIFS
TXOP
acm

noackpolicy

[background]
cw—min
cw—max
AIFS
TXOP

acm
noackpolicy
cw—min
cw—max
AIFS
TXOP

acm

noackpolicy

[video]
cw—min
cw—max
AIFS
TXOP
acm
noackpolicy
cw—min
cw—max
AIFS
TXOP
acm

noackpolicy

[voice]

BSS
BSS
BSS
BSS
BSS
BSS

Loca
Loca
Loca
Local
Local
Local
BSS
BSS
BSS
BSS
BSS
BSS

Loca
Loca
Loca
Loca
Loca
Loca
BSS
BSS
BSS
BSS
BSS
BSS
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cw—min
cw—max
AIFS
TXOP
acm
noackpolicy
cw—min
cw—max
AIFS
TXOP
acm

noackpolicy

Local
Local
Local
Local
Local
Local
BSS
BSS
BSS
BSS
BSS
BSS

N W N O O

: 1504

: 1504
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6.6. )04 T ) T4

avUR—&
ook HaEE BT
N—o3Y0
watchlist interface {add|del} | ')V BSfREHEDERTE 20
watchlist interface enable DO OB RBEEDREN BUNDERTE 20
watchlist host-ip {add|del} | BIEEREITIRANTRLADEKTE 20
watchlist host-ip enable BIEBERETIRANTFLAD 20
B BYHDETE
watchlist host-monitor RAMBIEBRERFHORE 20
watchlist action BRAFELEHOEYN ENDERTE 20
show watchlist oA T ) T4 DHREABDR T 20
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6.6.1. UUOBHREHDERE

AHNERK

watchlist interface { add | del }

{ GigaEthernetO | GigaEthernet1 } [ monitor-cycle MONITOR-CYCLE ]

clear watchlist interface

BREINGA—A

add
}8E L 7= GigaEthernet 1 V27T —RZEIREHITEMLET,
del
}EE L= GigaEthernet /1 VA7 T —RAEEIREHMNSHIBRLET,
GigaEthernet0 | GigaEthernet1
BERETIIFTI—RERRLET,
MONITOR-CYCLE
DDA T ) TAERIRE T TALAREZRELET
VD4 TT)TABEBRAUFTT—AD Linkdown HEHTEFRE A
ABREREEBREDE, YoM T )T1ERBLES
REFTREEEE  1~60 [#]
#EAfE 3[#]
AATLavAEFE, AIORBESIEREET,

GigaEthernet /12371 —AD) VB REHFHRTELET,
YO OBEREHEOBERNEMEREIRS LV
clear watchlist interface {75 & T, —1RHEIBRZITULNVET .

DA T T) T BNMERRIR S
EELI=A2 27T —AD Linkdown #HEIRREAY
MONITOR-CYCLE [l L1=m & ICBMEERRLET .
S RA 2T — A GigaEthernet0 D& T, GigaEthernet1
(FFRILR/RFETT
DDA T )T ENMERRRR G
FELI=A2271—AM Linkup (25 01-B S CEMELEARRRLET
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#HE

A —HHER

AHH

FL(&HEL)

VLAN /2B 71—RAV 749 L— 30 F—R (BHEA VLAN OH)

EEETHIU

AP(config—vlan u)# watchlist interface add GigaEthernetO
AP(config—vlan u)# watchlist interface del GigaEthernet0

AP(config—vlan u)# clear watchlist interface

AOATURIZEERH VLAN DA R ERHETY ,
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662 UVOBEHRBEDES RIDERE

ANERX
watchlist interface enable

no watchlist interface enable

BREINTGA—4
5L
BL
GigaEthernet /37T —AMD) UV ERBEEED B, BUNFHRELET .
watchlist interface enable BEMILET,
no watchlist interface enable |mAILET,
HHE
)
EITE—F
VLAN A 227 —RaV 745 L—3 0 F—R (B8 A VLAN O &)
A—HHER
EEETHIUL
A%l
AP(config—vlan u)# watchlist interface enable
AP(config—vlan u)# no watchlist interface enable
/J—k

AOATURIZEERH VLAN DA R EAHETY ,
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6.6.3. BEBEREITORAMNZFLADEE

AHNERK

watchlist host—ip { add | del } ADDRESS

clear watchlist host—ip

BREINGA—A

#HE

A —HIER

add
BELIRAMERSEHITEMLUET,

del
BELIRAMEREENSHIBRLET,

ADDRESS
EEfREITI/RRALD IP PRLRAFE =&, "X+ (FQDN) %
HELET.
RAME THRET HE AT, DNS [CTHRTRELRA LD ZHITE
HELET.

BIEBEREITIRALD IP PRLREFRRANE, JAMIERLET,
VLAN $71=Y 4 BETRADEHMNFIRETT
BIEEREITIRACOEREMEREIFRE LU

clear watchlist host—ip {75 & T, — GBI ZTULVET,

FREL

VLAN /2B 71—RAV 749 L— 30 F—R (BHEA VLAN OH)

EEETHIU
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AHH

AP(config—vlan u)# watchlist host—ip add 192.168.1.1
AP(config—vlan u)# watchlist host—ip del 192.168.1.1

AP(config-vlan u)# clear watchlist host—ip

AOATURIZEERH VLAN DA R EAHETY ,
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6.6.4 BEBERETSIRANZFLRAOER. HEHDEKRE

ANEX
watchlist host—ip enable

no watchlist host—ip enable

BREINTGA—4
5L
H Lz
BEERETOIRRACNDEN EHEHRELET,
watchlist host—ip enable BEMILET,
no watchlist host—ip enable \EHIZLET,
HHE
BHEGL
EITE—F
VLAN /227 x—RaV 745 L—2aE—R (BER VLAN O &)
A—HHER
EEETHIUL
A%l
AP(config—vlan u)# watchlist host—ip enable
AP(config—vlan u)# no watchlist host—ip enable
/J—k

AOATURIZEERH VLAN DA R EAHETY ,
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6.6.5. RANMBEEEREHDERE

AHNERK

watchlist host—monitor
[ monitor—-cycle MONITOR-CYCLE ] [ monitor—retry MONITOR-RETRY ]

no watchlist host—monitor

BENTA—42
MONITOR-CYCLE
R EIT OO ping EEMR(THZRELFT .
REFAEEEE  2[F]~999[F)]
#EME 60[F1]
AA T3V BREEFE., ATOKEESIETREFT,
MONITOR-RETRY
R KBMLEEOBREZERM(CHERELFT .
REFAEFEE  1[E]~99[[H]
MEME 5[[=]]
AA T3 BREEFE, BIDKREES IEREET,
Bl
HEL-BEEREITOIRACNDEREFHEZHRELET,
watchlist host-monitor 2752 ¢ T, BEREHZHRELAEERE
BEMLES,
no watchlist host-monitor T3 & T, BIEEEMREEMICLET,
MHE
3!
ETE—F
VLAN A 871 —Rav 747 L—23vE—F (EERA VLAN D #H)
2—HHER

EEETHIU
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A%l
AP(config—vlan u)# watchlist host—-monitor monitor—cycle 30 monitor-retry 4

AP(config—vlan u)# no watchlist host—-monitor

AOATURIZEERH VLAN DA R EAHETY ,
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6.6.6. MMIBRAFLEHEDOED.  BIDOEKE

ANERX
watchlist action shutdown

no watchlist action shutdown

BREINTGA—4
5L
BL
D OBEREHLELRITREREREFUNTYFLIGEED.
BRAELEHOED BUERELET .
watchlist action shutdown radio0 (5GHz &) radiol (2.4GHz &)
BMADAEITT—RIZHLTERIZ
LET,
no watchlist action shutdown |mANLET,
HAE
)
EITE—F
VLAN A 227 —RaV 745 L—30F—R (B8 A VLAN O &)
aA—HHER
EEETHIUL
A%l
AP(config—vlan u)# watchlist action shutdown
AP(config—vlan u)# no watchlist action shutdown
/J—k

AOATURIZEERH VLAN DA R ERHETY ,
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6.6.7. J2OA4TITITADERERBDRT

AHEK
show watchlist [ VLAN-ID ]

BENTA—4
VLAN-ID
HEFHVLAND ID ZHEELET,
VLAN-ID [C3EETEH ID {EIL. u Ff=1E, 1~4094 T,
(FERALTLSID OAIEEATHE)
heA
watchlist DERTERNBT S LV ED  EKEFRRTLET,
HAE
L
EITE—F
Jo—/\)LariqgL—avE—FR
VLAN A 2B 7x—RaAV 745 L—3 0 F—R (BEA VLAN O H)
aA—HHER
BEETHIVE
Ea—7a1—5 7Aook
ARl
AP(config)# show watchlist
/J—hk

Tl
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6.7.:574v0x—EVYT

avUR—%&
avUR i B
N—o3Y0
traffic—shaping SSIDEFIDIST4v I —EVT DRE 2.0
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6.7.1. SSID BEIDFSI4vHOz—EVT DERE

ADERK
traffic—shaping { total-upload TU | total-download TD |
total-upload TU total-download TD }
no traffic—shaping [ total-upload | total-download | total-upload total-download ]

BREINTGA—4

TU
SSID Mo BRBAINDTYTO—FFEERELET,
ERECTREEIEH  1~1048576 [Kbps]
BB, BTORBEERGELET

TD
HRAIHD SSID ADF O O—RHEEHERTELET
ERECTREEIEH  1~1048576 [Kbps]
LB, BTORBEERGELES

SSID BiD+S T o z—EVTERELET .

ltotal-upload TU (7y7O—KwiE z—ELD) IREIL.

&K 8 {E® SSID FTHREAAETT .

ltotal-download TD (v O—K&ESz—EVY) IRE(X.

=&KX 8 M SSID FTHREAAETT .

9 % SSID A3, radio—device both FREL.2 DDA HBTz—RIZT
ERTREHAIL. AT, 2 DELTHIURLET,
DI—EVIRTEETATHIBKRT BHEIL. no traffic-shaping Z1TLVET,

#HE

SSID aAvI749 L—i3vE—F
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A —HIER

EEETHIUL
A%l
AP(config—ssid ict)# traffic—shaping total-upload 10 total-download 20
AP(config—ssid ict)# traffic—shaping total-upload 10
AP(config—ssid ict)# traffic—shaping total-download 10
AP(config—ssid ict)# no traffic—shaping
/J—k

aL
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6.8. F YR HBEHEIVXERNEBHHBRA 72—

KAHEEE, HoA LS clock 1A FERRIREAMEEZ ERAL THRZIERE

FTOABLENHYFT
avUR—&
EE e s

IN—o3Y

channel-scan—schedule enable

Frr )L BB EFREOED. B
DERFE

2.0

channel-scan—schedule force FrrI)LEEEFREIEREDOEHR BN 20
DEEE

power—scan—schedule enable EEENBEREKEDED BN 6.0
DEEE

power—scan—schedule force EIEEHBENRAEEHIERDES.ES) |60
DEETE

channel-scan-schedule FYRILEBEHELCEEETNEEHE | 20

{add|del} TIME DRATO1—ILDERTE

power—-scan—schedule EEENOEHAETREENEDNRTE 6.0

low—limit-level

power—-scan—schedule EB7OEARARSSIDEHEHRD 6.0

upper—threshold LRIV EIREAEDEE

power—scan—schedule BB 7O ARAFSSIDEHEHED 6.0

lower—threshold LRI TRREEDEEE

power—scan—schedule EEBENOEHRAEIFERTS 6.0

change—step ATV IHEIRDERTE

power—-scan—schedule EB7HOEARARSSIDEHEHRD 6.0

bssid-list xt ZBSSIDDEEE

power—scan—schedule reset BEARIN-EEENDRFIAL 6.0
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6.8.1. FYRILENEHHEOEDN BIDOETE

AHNERK

channel-scan—schedule enable

no channel-scan—schedule enable

BREINGA—A

#HE

A —HIER

AHH

el

AT TA—)UZEBTF Y RIVEBEHHRED A EIEHELTT
KAEEIL, HohLdlclock|TTUF F-IXEZIRHAEEE
HERALTHZIRET DDENHYFT

radiod 1R T7T—RXaAV T4 L—avE—K
radiol 1R J7T—RXaAV T4 L—avE—K

EEETHIU

AP(config—if-radio0)# channel-scan—schedule enable

AP(config—if-radio0)# no channel-scan—schedule enable
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AEEREE AT A ERAF2TI—RIZET,

channel-scan-schedule add TIME AW RIZTRT Da—ILBNERESINT
WEWMEE L, RO RERHICTEE R A

F KIRURAEDRE TRy Da—ILE TR THIRT L. BEIMIC
BYIGYVET . BEAMCLEWMERIX R7V1—IVERER. BRIC
LTLZELY,
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6.8.2. FYRIEBREHAFEBOED EHDERE

AHNERK

channel-scan—schedule force

no channel-scan—schedule force

BREINGA—A

#HE

A —HIER

AHH

el

BRIZATUIDNRBRTHLRTD2—ILIZEEFrRILDYYEZZE
AT HGRICERELET

ARENEDDIZE . BRISATUIDNREFRE. FrrILOUYEZE
TWFEEA,

# (BFaTL7gLy)

radiod 1R J7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K

EEETHIU

AP(config—if-radio0)# channel-scan—schedule force

AP(config—if-radio0)# no channel-scan—schedule force
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AEEREE AT A ERAF2TI—RIZET,

channel-scan-schedule add TIME AT RIZTRT P a—)L
BESNTLVEWNMESIE. ROATUREBDICTEE A

F KARURAEYDRE TRy Da—ILE TR THIKRT L. BEIMIC
BALBYET  BEENILEWGEIE. AT D2 —LEERTEE.
AL TZELY,

BE.RKITUREBMNERET S RETOERI AT,

Lo fzARBISINET

6-88



6.8.3. XEBHERREMEDTS MIDEE

AHNERK

power—scan—schedule enable

no power—scan—schedule enable

BREINGA—A

#HE

A —HIER

AHH

el

AT A= )UZEHEEENEBRBEREDOAY EINERELTT
KAMEEIL. Hoh Lol clock|TTUF F-IEBZIRAMEEE A
LTHAIRES DRENHYFT

radiod 1R T7T—RXaAV T4 L—avE—K
radiol 1R J7T—RXaAV T4 L—avE—K

EEETHIU

AP(config—if-radio0)# power—scan—schedule enable

AP(config—if-radio0)# no power—scan—schedule enable
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AEEREE AT A ERAF2TI—RIZET,

channel-scan-schedule add TIME AT RIZTRT P a—)L
BESNTLVEWNMESIE. ROATUREBDICTEE A

F KARURAEDRKRE TRy Da—ILE TR THIKRT L. BEIMIC
BALBYET  BEENILEWGEIE. AT D2 —LEERTEE.
AL TZELY,
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6.84. XETBNERRERFIRBORR. MHANDEKE

ANEX
power—scan—schedule force

no power—scan—schedule force

BRE/INSA—4
L
heA
EROSATUMNIBRR TELRY D a—ILIZKDEEEHEHARE
HA[TABEEITERELET,
AKBENEYDBE . BIEISATUMNMIRERIE. ZIEEHBEBREE
TUOWEEA,
HAE
| (GFRILARLY)
EITE—F
radiod 1R J7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K
d1—HIER
BEETHIVE
ARl

AP(config—if-radio0)# power—scan—schedule force

AP(config—if-radio0)# no power—scan—schedule force
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AEEREE AT A ERAF2TI—RIZET,

channel-scan-schedule add TIME AT RIZTRT P a—)L
BESNTLVEWNMESIE. ROATUREBDICTEE A

Fo  RAVURAERDKRETR 71— ILET R THIRT L.
BEIMICENRBYVETS . BEAICLEWES X A7 D1 —ILERER.
AL TZELY,

BE.RKITUREBMNERET S REFOERI AT,

Lo fzARBIINET
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6.85. FrRIHBEHFELIVXEBENEBREDORATD1—ILORE

ANERX
channel-scan—schedule { add | del } TIME

clear channel-scan—schedule

BE/ITA—42

add
RToa—LEEMLET,

del
AT oa—LERIBRLET,

TIME
FYRILBBEFEIVEXEENEDRBZEETS S
ARl7oa—IVERELET .
BREITA—YME, hh B mm K ZEERELELMESE.
hh:mm [ZIEYET,
REFREEEE  hh 00~ 23[f (24 BRI EE) ]

mm 00~59[453']

FrrVEBBEHFEXEBENBBABRERET SRV 1—ILE
BELFET,

B|IRA BT —R (radio0/radiol) Z&IZ, K 2 HETRTPa—ILD
EREMARETY

ENENDERAITT—RIZT

clear channel-scan-schedule Z{T5C & T

AVBITTI—RAADITRTDRY 12— )LEEELET,

#HE

RERZL

radiod 1R JT—RXaAV T4 L—avE—K
radiol 1R J7T—RXaAV T4 L—avE—K
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A —HIER

AHH

EEETHIU

AP(config—if-radio0)# channel-scan—schedule add 23:30
AP(config—if-radio0)# channel-scan—schedule del 23:30

AP(config—if-radio0)# clear channel-scan—schedule

AIYURICT, AT Da—LERELTLEWNESIF.
REDERAFIITI—ATUTOITRUREAMICTEEEA,

Fr-  UTOaATU N BHORE TR D 2—ILET RTHIBRT HE.
BUDEHRAFII—ATTIRNITURITEEMICEDIZLRYETS,
BEAMIZLEWMEAIX, RATURIZTRASPa—ILERTEE.
BAHIZLTLESLY,

channel-scan—schedule enable
channel-scan—schedule force
power—scan—schedule enable

power—scan—schedule force
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6.86. EEBNOEHBHABRTRENEDKE

AHNERK

power—scan—schedule low—limit-level LOW-LIMIT-LEVEL

no power—scan—schedule low—limit—level

BREINGA—A

#HE

A —HIER

AHH

LOW-LIMIT-LEVEL
EEEHE*EHARITIEOTIFLEEYOEHEESRELET,
E% %E mI REEE 1~30 [dBm]

EEEBHZEHRARTIEOTITLEFYDOEHEEEZELET,
no power—-scan—schedule low—limit-level A< KIZT

MHEIZRYES .

15 [dBm]

radiod 1R T7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K

EEETHIU

AP(config—if-radio0)# power—scan—-schedule low-limit-level 10

AP(config—if-radio0)# no power—scan—-schedule low-limit-level

el
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6.8.7. REBDTHEARALULSSID BAERDLARILLBEEDEE

ANEX
power—scan—schedule upper—threshold UPPER-THRESHOLD

no power—scan—schedule upper—threshold

BREINTGA—4
UPPER-THRESHOLD
RAB7 A RA2k SSID BEAERDL AL LIRERIEZE
HBELES,
XETHESEB] -85 ~ -60 [dBm]
H Lz
RBT7 A RAUrD SSID EANAREFREBULETRESN DL
AREBOREBENERTYIFIUSEET,
no power—-scan—schedule upper—-threshold A< KIZT
MEEICRYET,
HHE
=60 [dBm]
EITE—F
radio0 A 27T —RAV T4 L—3vE—FK
radiol {22 7x—AAV 745 L—3vE—FK
A—HHER
EEETHIUL
A%l
AP(config—if-radio0)# power—scan—schedule upper—threshold —65
AP(config—if-radio0)# no power—scan—schedule upper—threshold
/J—k 5L
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6.8.8. [EABDTHEARALULSSID BAERDLARIILTEEEDEE

ANEX
power—scan—schedule lower—threshold LOWER-THRESHOLD

no power—scan—schedule lower—threshold

BREINTGA—4
LOWER-THRESHOLD
RABT7 2R RA2k SSID BEHEHRDLALTREIEE
HBELES,
EXETHESEB] -85 ~ -60 [dBm]
H Lz
BABT7 9 eARAULD SSID EANKREBREBRBEDHDIHE
REBDEEBHERTYIT7VISEET,
no power—-scan—schedule lower—threshold A< KIZT
MEEICRYE T,
HHE
=65 [dBm]
EITE—F
radio0 A 27T —RAV T4 L—3vE—FK
radiol {22 7x—AAV 745 L—3vE—FK
A—HHER
EEETHIUL
A%l
AP(config—if-radio0)# power—scan—schedule lower—threshold =70
AP(config—if-radio0)# no power—scan—-schedule lower—threshold
/J—k 5L
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6.89. EEBHOBHREIERTIRTYIRHRDOEE

ANEX
power—scan—schedule change—step CHANGE-STEP

no power—scan—schedule change—step

BREINTGA—4
CHANGE-STEP
EEENOBHARBIERTIRATYIRMRERELET,
RETEESEE] 1 ~ 10 [dBm]
H Lz
EEBNEZEEART . REREMEDENMERET.
EEBNDRATYITYTEIUVRTYT T IUETVET,
no power—-scan—schedule change-step A<V KIZT
MEEICRYE T,
HHE
1 [dBm]
EITE—F
radio0 A 27T —RAV T4 L—3vE—FK
radiol {22 7x—AAV 745 L—3vE—FK
A—HHER
EEETHIUL
A%l
AP(config—if-radio0)# power—scan—schedule change-step 2
AP(config—if-radio0)# no power—scan—schedule change—step
/J—k 5L
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6.8.10. AR T7IARLUk SSID BHERDX % BSSID DEHRFE

ANERX
power—-scan—schedule bssid-list {add | del } BSSID

no power—scan—schedule bssid-list

BENFA—4
BSSID
BB7HtRRA2k SSID DEHERD xR BSSID %
HELET,
EEARER R (L.
BSSID M EEEM L.
24 Ewk/32 Evb/40 Ev/48 Ewb
T EFTHE.
BSSID MFEEEMD 24 Evk XXXX:XX
BSSID MFEEEMD 32 Ewk XX XXXX:XX
BSSID MFEEEMD 40 Ek XX XXXXXX:XX
BSSID MFEEEMD 48 Ewbk XXXXXX:XX:XX:XX
X EFTHER 16 [&%H]

BB7HtRRA2k SSID DEHEEELRT HHR.

ARERTEED BSSID BN SIRELIZEYMRIZ—ET 5 SSID #EMRAR
ELFET,

ERETE5 BSSID (&, KEEMNDS 24 Ewh/32 Ewh/40 Evwh/48 EVRZT
BERBETY,

REFERIL. TRTO SSID DENEEBRLET

B|RA AT —RBMI T, 16 [(FEFEIFE T, BEHAARETT,

no power—-scan—schedule bssid-list A< KIZT

MEEICRYES .

#HE

RERZL
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A —HHER

AHH

radiod 1R T7T—RXaAV T4 L—avE—R
radiol 1R 7T—RXaAV T4 L—avE—K

EEETHIU

24 ERDIBE XXXXXX (E25EHI| 6C:E4:DA)

AP(config—if-radio0)# power—scan—-schedule bssid-list add 6C:E4:DA

32 EVRDIBE ( XXXXXXXX (FREH| 6C:E4DA12)
AP(config—if-radio0)# power—scan—schedule bssid—list add 6G:E4:DA:12

40 EVRDIFA | XXXXXXXXXX  (ERTE 6C:E4:DA:12:34)
AP(config-if-radio0)# power—scan—schedule bssid-list add 6C:E4:DA:12:34

48 EVRDBE . XXXXXXXXXXXX (5l 6C:E4:DA:12:34:56)
AP(config—if-radio0)# power—scan—schedule bssid-list add 6C:E4:DA:12:34:56

(EEIE]E
AP(config-if-radio0)# power—scan—schedule bssid-list del 6C:E4:DA:12:34:56

EHIFR

AP(config—if-radio0)# no power—scan—schedule bssid-list
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6.8.11. HENEAEIhI-ZEBHOBRF ML

AHNERK

power—scan—schedule reset

BREINTGA—4
5L
BL
BERABIZKY TFIFon-XEEAHEE
power level | TERESN TS HEIEEE NE~EHMIZELET,
EEENBERBBEELEMZH->TNSIGE X, MEAXEEHEND
BE.ZEEHEHFARIMRESNET,
AOTRIE., Twrite memory IZ T3 ALENG VI ROOTUR
<7,
HHE
5L
EITE—F
radio0 A 27T —RAV T4 L—3vE—FK
radiol {22 7x—AAV 745 L—3vE—FK
aA—HHER
EEETHIUL
A%l
AP(config—if-radio0)# power—scan—-schedule reset
/—k L
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6.9.SSID 1L RS a—)L

KAWL, HoM Ll clock|ITTUF F-IXRZIR A EEE FE AL TR

TRBENBYES .

1 —]

X E

MARBEEE L. NURRTF TS (A—RNSUR) e L RRFICERTEE A,

HRE

N—3y

ssid—disable—schedule enable

SSIDBELERST1—ILDEZ.EHD

6.0

AVURRERABRDERT

RE
ssid-disable-schedule EHBFZIEEDATY 1—ILDERE 6.0
{ add | del } start—day—of-week
ssid-disable-schedule FABEEDRT1—ILDEE 6.0
{ add | del } start—date
ssid-disable-schedule R7oa—)UIZTEF LR DSSIDD 6.0
permit—forced—transmission —FRIENEERE
show ssid—disable-schedule RIroa—LIZkd 6.0
SSIDENE ./ FILRED R T
show ssid—disable-schedule list | SSIDIZIERS ¥ 1—)L D 6.0
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6.9.1. SSID BIERYSa—IILOED EHDEE

ANERX
ssid—disable—schedule enable

no ssid—disable—schedule enable

BREINTGA—4
5L
BL
SSID Bt RS a—ILEBHIZLET,
ssid—disable—schedule enable AMZLET,
no ssid—disable—schedule enable |mALET,
KRB, HOM LS clock |JATUR Fi-XEZI R AL E A
LTI ET OB ELHYET,
HAE
#3 (no ssid—disable—schedule enable)
EITE—F
SSID av 745 L—avE—FK
aA—HHER
EEETHIUL
ARl
AP(config—ssid ict)# ssid—disable-schedule enable
AP(config—ssid ict)# no ssid—disable—schedule enable
/J—k

el
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69.2. EBABIEENRYS1—ILOBE

ADERK
ssid—disable—schedule { add | del }
start—day—of-week DAY-OF-WEEK start—-time TIME
end—day—of-week DAY-OF-WEEK end-time TIME

no ssid—disable—schedule day—of-week

BENTA—42
add
RiFoa—VEEBMLET
del
RFoa—IVEHIBRLEY
R oa—)LOHIBRIE. £5E add NFA—RITTHELIZRNBEDH
HIFRFIRETY ,
DAY-OF-WEEK
SSID FLEFIRELWEILLR TESEWNERZIEELET .
sunday HEEAR
monday AER
tuesday NEEH
wednesday JKEER
thursday KEEH
friday £EB
saturday THEER
BARILEEZITV MBS (E, LTO/NSA—RIZTEELET .
everyday &=H
TIME

SSID Z1LBHIRE KU SSID F IR TS =L \BZIZIEELET
BFZII&. 30 DA TIEELET .
BEITA—TYME 24 BFEIREE T, hh B mm D ERELIZWES.
hh:mm (B IZ3RYET,
EXEFTREEEE  hh 00~ 23[ B (24 BFREFRED)]

mm 00[431. 30[%']
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#HE

A —HHER

AHH

SSID fZ1EBAIRE LU SSID FIER TZB BB LURKITEE TERELFET
add NIA—REFEALT, A7 Pa—)LEEMLES,

del /3TA—BEFERAL T, add NIA—FTHRELIZRTP1— L%
HIBRLET,

SSID C&IZ . KR TEETRTDa—ILOREMNFRETT .

no ssid—disable—schedule day—of-week [CTCIREBPHLUBEZIIEELT-
RIFoa—VEF NTHIBRIZLET .

SSID aAvI745L—3vE—F

EEETHIU

BAEBMSEIERX, 07 A D 19 BFETHERL.
TR HEBE. RBFELEZEFERALEZWNMGS
EIEREMIELUTIZES,

A B2 19 BF~ KBE 07 B

N BE 19 B~ KEE 07 B

JKBE 19 B~ AKRABE 07 B

REE 19 BFF~28E 07 B

£0E 19 B~ AIE 07 B

<ABE 19 By~ KIE 07 BHZIEFRTE>
AP(config-ssid ict)# ssid—disable-schedule add
start—day—of—-week monday start—time 19:00
end—day—of-week tuesday end-time 07:00
CKBE 19 By~ KEE 07 BHE LEER E>
AP(config-ssid ict)# ssid—disable-schedule add
start—day—of-week tuesday start—time 19:00

end—day—of-week wednesday end—time 07:00
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<IKBE 19 By~ ARBE 07 BFHF L ERE>
AP(config—ssid ict)# ssid—disable-schedule add
start—day—of-week wednesday start—time 19:00
end—day—of-week thursday end—time 07:00
<RBE 19 By~ &0 07 BHSIEERTE>
AP(config-ssid ict)# ssid—disable-schedule add
start—day—of—-week thursday start—time 19:00
end—day—of-week friday end—time 07:00
<EHE 19 By~ AIE 07 BFHZ LR E>
AP(config-ssid ict)# ssid—disable-schedule add
start—day—of—-week friday start—time 19:00

end—day—of-week monday end—-time 07:00

BH 19K ~EH 07 BHFLLZRET H5H
AP(config-ssid ict)# ssid—disable—schedule add
start—-day—of-week everyday start—time 19:00
end—day—of-week everyday end-time 07:00

EIE 19 B~ 10E 07 HELRTELHIRRT 558
AP(config—ssid ict)# ssid—disable—schedule del
start—day—of-week friday start—time 19:00

end—day—of-week saturday end-time 07:00

ATV a—ILEHIBRDIGE
AP(config—ssid ict)# no ssid—disable—schedule day—of-week

SSID Z1LBAIRH KUV SSID {21 T#IE BB ZIIEE CTRELI-IES.
AREEEDERED SSID FIEFIBE KUV SSID ZIEE T (X,
HELEEARZICHLTER 1 DEREERELTHELES .

Ftz, ROATURIZEBEERTEL. Twrite memory IZETTH2LENHYFET,

lwrite memory 1ZR4TLIZIR, KEE (L. LV o7zA SSID #{=1ELFET,
del /INSA—RZFAL T, A7 1—/LZHIBRTHEE .
AROATYUR®D add INSA—RIZTHRELI-RBEDHHBIBRAIEETY ,
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693 FABEEDRTL1I—ILDOHE

ANERX
ssid—disable—schedule { add | del }
start—date YEAR MONTH DAY end—-date YEAR MONTH DAY

no ssid—disable—schedule date

BREINTGA—4
add
ARroa—)VEEMLET,
del
Rroa—ILEHIBRLET,
AT a—)LDHIRRIL. £52 add /85 A—ZZTHELI-NBEDH
HIBRATRETY
YEAR MONTH DAY
SSID FLEFRELNELR TSV ERARZIEELET,
YEAR
FEHRELFET,
XTEEIREEREE 2007 [£F] ~ 2037 [4E]
MONTH
AZEHRELET,
EEAEEEEE 1 [A] ~ 12[A]
DAY
BZE&HRELFET,
RETREEEE 1 [BH] ~ 31[A]
Bl

SSID {2 LLBtRE LU SSID LR TEZHERA B THRELET,

add \SA—FFFALT. AT Pa—IILEEBMLET,
HELI-FEABIL, #£ 8 SSID AMELELET,

del /IXTA—RZFERAL T, add /INTA—FTHRELIZRATD2—ILE
HIBRLET .

SSID &I . &K 24 BETRTDa—IILDFREMNAEETT .

no ssid—disable-schedule date [CTERA BIEEL-RTPa1—IL%E
I RTHIBRIZLET

6-107



#HE

SSID AV 745 L—i3vE—F

a—HER
EEETHIU

ANl
20205 A 1 HM52020 % 5 A 5 HIF, REFELELEWVES
AP(config—ssid ict)# ssid—disable-schedule add
start—date 2020 5 1 end—date 2020 5 5

2020 £ 12 A 29 BMi52021 ££1 A 3 BIX, #BELLEWMES
AP(config—ssid ict)# ssid—disable-schedule add
start—date 2020 12 29 end—date 2021 1 3

2020 £ 12 A 29 A5 2021 £ 1 A 3 BELEREZHIKRT 56
AP(config—ssid ict)# ssid—disable-schedule del
start—date 2020 12 29 end—date 2021 1 3

AT oa—IL2HIBRDIEE
AP(config—ssid ict)# no ssid—disable-schedule date

SSID {FILFARE KU SSID FIER TZF A BIEETRELZGE.
AREEDERROD SSID FILFIGE KU SSID FIEHE T (3,
BRELEABICHLTRRN 1 HRREEELTEELETS.

Ff-. KT URIZEBEREL. Twrite memory IZRTT AL EAHYET,
lwrite memory IZE{TLI=FR, REEIL, LV oTf=A SSID ZFLELFET,

del NTA—REFEAL T, A7 V21— ILERIRT D55 .

ARIATURD add INFA—RIZTEHREL-RNEDHHIBRAIRETY .
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6.94. R Ta—)UIZTEILH O SSID D—ERIEIERESE

AHNERK

ssid—disable—schedule permit—forced—transmission

no ssid—disable—schedule permit—forced—transmission

BREINGA—A

#HE

A —HIER

AHH

R7Ta1—)UEILH D) SSID #—FHICERALELMES.
ARIATURIZT, BHEIICENME (BREH) REBETDIENTEET,

no ssid—disable-schedule permit—forced-transmission [ZT

SEHIENME (BIREL) KEZEMNCT HENTEEY .

AR UKL, Twrite memory |1ZE1TT AW EMN LGV EIEEROITUR
TY,

#3 (no ssid—disable—schedule permit—forced—transmission)

SSID aAv 745 L—i3vE—F

EEETHIU

AP(config—ssid ict)# ssid—disable-schedule permit—forced—transmission

AP(config—ssid ict)# no ssid—disable-schedule permit—forced—transmission
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ARIRURIF, AV TATITREFSNGENIARURTY

ZDT1=8. Twrite memory 1ZEITY 2R EIFXHYFEE A,
AROATURF. BEER.BRX 1 PEEEEL THEFICRBLET,
ROATUEBETIRIEEITIEMEARE (B ICRYET .
«[write memory ]IA<Y 2 FDELT
-EBDOEFRE (Mreboot ] ATV FDETELD)

-HEEDEIR OFF/ON [Z&5#2E)
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6.95. X Ta—)LIZ&B SSID B/ EBIEREORET

AHNERK

show ssid—disable—schedule

BREINGA—A

#HE

A —HIER

AHH

el

R a—)VEERELT- SSID OBIEELDKREERTLET,
ARATUNICT, LLTEHERT 5 ENTEFT,

-SSID DEE/ZFLEDIRAEEDFERR

- R Pa—)LIZ&S SSID FIL RN E L DFEER

-SSID BIED AT 1—IILER ESHDHESE

-SSID D3 FIENVE (BiREH) KEEDHEER

el

Jo—/\)LariqgL—avE—FR

BEBETHIVE
Ea—7a—57ho ok

AP(config)# show ssid—disable—schedule

el
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6.9.6. SSID BIERSTa1—)LDATUFERERNENDET

AHNERK

show ssid—disable—schedule list

BREINTGA—4

L
EhBA

SSID Bt R a—)LIZBEL, v RIZTRELERABRERRLET,
HAE

L
EITE—F

Ja—n\)Lariq4JL—avE—F
aA—HHER

EHETHIUL

Ea—7a1—¥7hHob
AHBl

AP(config)# show ssid—disable-schedule list
J—k
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6.10.

INVRRTTILT (A—FIRSUR)

NABEBE(X., SSID FIE RV a— )L RELRIRFICERTEE A,

N—3y

load—balance enable

INVRRTTIT DR EH
DERE

6.0

active—post—association—-mu—safety—thresh

JORIEEFRENEKTE

load—balance IREROREAFBEDRE |60
pre—association—overload—thresh

load-balance BEBEEPORELEERR 6.0
idle-post—association—rssi—thresh RSSIFAED R E

load-balance BEPORELEEBEA 6.0
active—post—association—rssi—thresh RSSIFED &% E

load-balance BEPORELEEBEA 6.0
active—post—association—txrate—thresh EIEL—FEHEDERE

load—balance BIEFOREEBRL/NVNCE |60
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6.10.1. NVRRTFTFULTDER ENDERE

ANERX
load—balance enable

no load—balance enable

BREINGA—A
5L
BL
NVRRTTIG (A—RN\SUR) MEREE BT BEHIZRELET,
load—balance enable AMZLET,
no load-balance enable EZHIZLET .
AREEFEIL. SSID BT, BRELET,
AREEIE NVRRTTIVTZEERT S SSID IZT
radio0 (5GHz ) & KU radiol (24GHz &) DA DFANEIZHE-oTNS
WHENHYZET (Mradio—device both]) .
HAE
#3 (no load-balance enable)
EITE—F
SSID av 745 L—avE—FK
aA—HHER
EEETHIUL
ARl
AP(config—ssid ict)# load—balance enable
AP(config—ssid ict)# no load-balance enable
/J—k

INURRTT7IH (A—RINSUR) #EEED B %N (load-balance enable) &
EEHRERIED A (rssi-threshold—enable) # BB IZ{TH L IETEE B A,
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6.10.2. REFBFOBEAGREDERTE

AHNERK

load—balance pre—association—overload—thresh VALUE

no load—balance pre—association—overload—thresh

BREINGA—A

#HE

A —HIER

VALUE
BRISATULDRBENERREULDRBERFAI TIZHS
BE.OI—ADNURIZERISAT UM ERBT 5L
FELFY.
REFHEEEE 0 ~ 100 [%]

H=ICRBLESIET BRI SAT UNEBARITIESTULVEL UK
FERELET .

BERITIBEAFKDEKEIL. REGEEDAHARELRETVET,

no load—balance pre—association—overload—thresh [CTHIEIREEIZRLET,
AREEEIL. EHD SSID TURRTTUVIEBRETHESE.
HBETEASNET,

radio0 (5GHz &) & radiol (2.4GHz &) D#HAEIXELYET,

radio0 (5GHz ) D ¥ EAE 100 [%]
radiol (2.4GHz &%) D ¥ EA{E 0 [%]

radiod 1R T7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K

EEETHIU
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AHH

AP(config—if-radio0)# load—balance pre—association—overload—thresh 70

AP(config—if-radio0)# no load-balance pre—association—overload—thresh

AHEHEIL . BIZUTAT D RSSIEAY, -75 [dBm]LL ETEMELE T,
#EAIRBETIZ. radio0 (5GHz /1) ICSBEIRE T B HRTEIZH-LTLET,
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6.10.3. #BEEPDIFELEHS A RSSIBEDRE

ANEX
load—balance idle—post—association—rssi—thresh VALUE

no load—balance idle—post—association—rssi—thresh

BREINTGA—4
VALUE
JRERPNDEBETDOERIZATUIDEREEM,
AREDEICKVIREE/N\FEBRTILSICHELET,
EREATREEIR  -95~0 [dBm]

BRISATUIREST 10 EEBEDES.
BROFATUINDERGEEN . ABHEDEICKYIRRE/\VFE
BRI DHLIICHEELET,
REHRD/NURH, radio0 (5GHz ) & radiol (24GHz &) Z&Y
LUTDESYERENEGYET,
AR SAT VM, radio0 (5GHz ) IZIRBLTL\SI5A
BIRUSATUNDEREEM.
A EBELLTICHE>T=EE radiol (24GHz &) A~
REEEBRETRLET,
MYBMESHE 95 [dBmIAT
IRISAT U, radiol (24GHz 1) IZIRBLTW515E
BIRITATUNDERBED.
AR EBE L L2757 &F radio0 (5GHz /) ~
REEEBRERLET,
VHEMESRE  o[dBmlE
L. MHBEEETIE. BEBEDEBHNLIKWEEITHESTLET,
no load-balance idle-post—association—rssi-thresh ZEXEJ H_ET
MHREEIZRLET .
ARBREIL. EHD SSID TNVRRTPULTERETHES.
HBTHEAINET,
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#HE

A —HHER

AHH

radio0 (5GHz &) & radiol (2.4GHz &) D#HAEIXELYET,

radio0 (5GHz ) D ¥ EAE —95 [dBm]
radiol (2.4GHz &%) D ¥ EA{E 0 [dBm]

radiod 1R T7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K

EEETHIU

AP(config—if-radio1)# load—balance idle—post—association—rssi—thresh =75

AP(config—if-radio1)# no load—balance idle—post—association—rssi—thresh

B|ARI 54T MOV IEEES02.11v [TRIEL TLVBLEAHYET
MERETIE, REREDEBALIKVEREICLGEO>TVET,
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6.104. EEPDRESLEIZ A RSSI BEDERE

ANEX
load—balance active—post—association—rssi—thresh VALUE

no load—balance active—post—association—rssi—thresh

BREINTGA—4
VALUE
JRERNDBETDERITATUIDEREED,
AREDEICKVIREBE/N\FEBRTHLSICHELETS.
EREATREER  -95~0 [dBm]

BRISAT VD RERNDBERDIGE
BROSATUINDEREEN ., ABEDEICKYIRRE/\VFE
BRI DHLIICHEELET,
REHRD/NURH, radio0 (5GHz ) & radiol (2.4GHz &) 1Z&Y
LUTDESYERENEGYET,
AR SAT VM, radio0 (5GHz ) IZIRBLTLSI5A
BIRUSATULDERBED.
A EBELLTICHE>1=EE radiol (24GHz &) ~
REEEBRETRLET,
MYBMESHE 95 [dBmIAT
IRISAT U, radiol (24GHz 1) IZIRBLTW515E
BIRITATULDERBED.
AR EBE L L2757 &F radio0 (5GHz /) ~
REEEBRERLET,
VHEMESRE  o[dBmlE
L. MHBEEETIE. BEBEDEBHNLIKWEEITHESTLET,
no load-balance active—post—association—rssi—thresh ZE%E 9 A_ET
MHREEIZRLET,
RBRTEIL. HHD SSID TNAVRRTTPUVTERETHES.
HBTHEAINET,
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#HE

A —HHER

AHH

radio0 (5GHz &) & radiol (2.4GHz &) D ¥ HEIXELYET,

radio0 (5GHz ) D ¥ EAE —95 [dBm]
radiol (2.4GHz &) D ¥ EA{E 0 [dBm]

radiod 1R T7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K

EEETHIU

AP(config—if-radio1)# load—balance active—post—association—rssi—thresh —65

AP(config—if-radio1)# no load—balance active—post—association-rssi—thresh
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IS5 AT A IEEES02.11v H KT IEEES02.11k [ZXIELTLVS
WEIHYET,

MEARETIE, REREDEBHALIKVDEREICGE>TLET,

BEFDRBEEBRE. UTOEHOHEAEHOETEELET,
-RSSI BEfED % E
load—balance active—post—association—rssi—thresh VALUE
X EL—FRHEDERE
load—balance active—post—association—txrate—thresh VALUE
-BREN\VEDBEARREDRE

load—balance active—post—association—mu—safety—thresh VALUE

|AIRV AT b radio0 (5GHz ) [TIRBHF N DBIET DIRE L ER
RSSI A FEEUT T, M2, EEL—FIEREBLT T,
BB/ radiol (2.4GHz ) DBEBRMFREBELULTDES
radiol (24GHz &) IZEBRLET,
MHRETIE, LTOSEICEBBLET,

RSSI BMESH -95 [dBm]LL T
EEL—MEHES 0 [Kbps]LATF

EBBEN\URBEATBESRY 0 [%IATF
MEBIELICKWEREICHSTUVET,

IRV TAT D radiol (24GHz F) IZIRBH N DBEFDIRELER
RSSI AR FEIELE ., Ffld, EEL—IHERFEELLET,
BB/ radio0(5GHz ) DB EB TN EREEUT DHZES
radio0 (5GHz &) IZBFLET .
MHPRETIE, LTOSEICEBBLET,

RSSI B{ESH 0 [dBm]LLE
EEL—FERESEY 1,000,000 [Kbps] LA E

BB EN\URBEATBESRY 0 [%IATF
MEBRELICKWEREICH>TUVET,
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6.10.5. BIEPDEEEBEREEL —FREDETE

ANEX
load—balance active—post—association—txrate—thresh VALUE

no load—balance active—post—association—txrate—thresh

BREINTGA—4
VALUE
JRER N DBETDRRISATUIDEEL—IS,
AREDEICKVIREBE/N\FEBRTHLSICHELETS.
ERECIAEEIF] 0 ~ 1,000,000 [Kbps]
Bl
BRISAT VD RERNDBERDIGE
BRITAT UM DEEL—ID, KBEDEICLYIREEE/ VR

BRI DHLIICHEELET,
REHRD/NURH, radio0 (5GHz ) & radiol (2.4GHz &) 1Z&Y
LUTDESYERENEGYET,
AR SAT VM, radio0 (5GHz ) IZIRBLTLSI5A
BIRISATURADZEL—IHS,
A EBELLTIZIE>T=EE radiol (24GHz &) A~
REEEBRETRLET,
MHBMESRHE 0 [Kbps]AF
FIRISAT UM, radiol (24GHz ) IZIRBL TS84
BRISATURADZEL—IHS,
ARERFEMLLEIZ% 5T &ZF radio0(5GHz ) ~
REEEBRERLET,
WHARESY 1,000,000 [Kbps]kl £
FER. MHBMESRH T BB EDEBHALIKWEREICHE>TLET,
no load-balance active—post—association—txrate—thresh ZEXEJ H_ET
VEIREIZRLET,
ARTE L. BHED SSID TNNURRTTIV I ERET HHE.
HBTHEAINET,
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#HE

A —HHER

AHH

radio0 (5GHz &) & radiol (2.4GHz &) D ¥ HEIXELYET,

radio0 (5GHz ) D ¥ EAE 0 [Kbps]
radiol (2.4GHz &) D ¥ EA{E 1,000,000 [Kbps]

radiod 1R T7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K

EEETHIU

AP(config—if-radio1)# load—balance
active—post—association—txrate—thresh 50000

AP(config—if-radio1)# no load—balance active—post—association—txrate—thresh
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IS5 AT A IEEES02.11v H KT IEEES02.11k [ZXIELTLVS
WEIHYET,

MEARETIE, REREDEBHALIKVDEREICGE>TLET,

BEFDRBEEBRE. UTOEHOHEAEHOETEELET,
-RSSI BEfED % E
load—balance active—post—association—rssi—thresh VALUE
X EL—FRHEDERE
load—balance active—post—association—txrate—thresh VALUE
-BREN\VEDBEARREDRE

load—balance active—post—association—-mu—safety—thresh VALUE

|AIRV AT b radio0 (5GHz ) [TIRBHF N DBIET DIRE L ER
RSSI A FEEUT T, M2, EEL—FIEREBLT T,
radio1 (24GHz ) DBEAFMAREEUT DHE
radiol (24GHz &) IZEBRLET,
MHRETIE, LTOSEICEBLET,

RSSI BMESH -95 [dBm]LL T
EEL—MEHESH 0 [Kbps]LATF

EBBEN\URBEATBESRY 0 [%IATF
MEBIELITKWREICH>TUVET,

BRI TAT UMD radiol (24GHz ) IZIRBHR N DBEFDIRELER
RSSI AR FEIELE ., Ffld, EEL—IMERFEELLET,
radio0 (5GHz %) DRIEER MR EEL T DIGE
radio0 (5GHz &) IZBFLE T,

MEREE T, L TOHAICERBLET,
RSSI BRfiE &4 0 [dBm]Ll E
EEL—MEME RS 1,000,000 [Kbps] LA £
ER kNN EEARBESG 0 [%IATF
KBBLIKWEEITHE>TLET,
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6.10.6. BEPDREEB L/ N\VFICETIEEEFTRIEDKRE

ANEX
load—balance active—post—association—mu—safety—thresh VALUE

no load—balance active—post—association—mu—safety—thresh

BREINTGA—4
VALUE
fRERANDRBEFRIC. BRE/NVFOBEGRA.
AREDEICKVIREBE/N\FEBRTHLSICHELETS.
EXERAEEIE] 0 ~ 100 [%]

BRISAT VD RERNDBERDIGE
EBRENVEOBEREN. RREDEIZXYIREE/NVFE
BT HLIIFEELET,
AREFEBUTICHGEEMDNUIANIZBEEBBEZRLET,

PHARIE S 0 [$]ATF
LEE. WEBERE TIL. REREDEBRHLIKWEREITHE>TULET,
no load-balance active—post—association-mu-safety—thresh ZE%EJ H_&ET
EREBIZRLES,
ARERTE (L, EHD SSID TNURRTTIITEERTET HIHE.
HBTHEAINET,

HAE
0 [%]

radiod 1R T7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K

a—HER
EEETHIU
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ANl
AP(config—if-radio1)# load—balance
active—post—association—mu—safety—thresh 50
AP(config—if-radio1)# no load—balance

active—post—association—mu—safety—thresh
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IS5 AT A IEEES02.11v H KT IEEES02.11k [ZXIELTLVS
WEIHYET,

MEARETIE, REREDEBHALIKVDEREICGE>TLET,

BEFDRBEEBRE. UTOEHOHEAEHOETEELET,
-RSSI BEfED % E
load—balance active—post—association—rssi—thresh VALUE
X EL—FRHEDERE
load—balance active—post—association—txrate—thresh VALUE
-BREN\VEDBEARREDRE

load—balance active—post—association—-mu—safety—thresh VALUE

|AIRV AT b radio0 (5GHz ) [TIRBHF N DBIEF DIRE L ER
RSSI A FEEUT T, Hh D EEL—FAEREELUT T,
radio1 (24GHz ) DBEAFMAREEUT DHE
radiol (24GHz &) IZEBRLET,
MHRETIE, LTOSEICEBLET,

RSSI BMESH -95 [dBm]LL T
EEL—MEHESH 0 [Kbps]LATF

EBBEN\URBEATBESRY 0 [%IATF
MEBIELITKWREICH>TUVET,

BRI TAT UMD radiol (24GHz ) IZIRBHR N DBEFDIRELER
RSSI AR FEIELE ., Ffld, EEL—IMERFEELLET,
radio0 (5GHz %) DRIEER MR EEL T DIGE
radio0 (5GHz &) IZBFLE T,

MEREE T, L TOHAICERBLET,
RSSI BRfiE &4 0 [dBm]Ll E
EEL—MEME RS 1,000,000 [Kbps] LA £
ER kNN EEARBESG 0 [%IATF
KBBLIKWEEITHE>TLET,
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6.11. EE)VIL—MHIE

avUR—&
avUR i B
N—23y
rate low-thresh SSIDDBIEV VL —FDTRREXTE 20
rate high—thresh SSIDD@EE VL —bD LRERE 2.0
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6.11.1. SSID M@EEIL—FDOTRERE

AHNERK

rate low—thresh RATE

no rate low—thresh

BREINGA—A

#HE

A —HIER

AHH

RATE
BIEL—FDOTRERELETT
X TE FIREfE 24/18/12/9/6[Mbps] MR ERIBETY .

SSID B DEEIL—FD TREHRELET,

AERE (L. radio0(5GHz ) Tld IEEE802.11a SR ERFICHIN T,
radiol(2.4GHz ) Tl IEEE802.11b/g F£1=I% IEEE802.11g X ERFIZHZhE
BYET,

f=1=L. radio1 (2.4GHz #) % IEEE802.11b/g IZEREL TS5 A
H7R—kL—K & IEEES02.11g DL —MZHIRENFET,

ZMD1=8% . IEEE802.11b DEIR I FA T U MIEIMM TELLGYET,
HREZHIBRT HIZ AL, no rate low-thresh #{TLVET,

RERL

SSID AV 745 L—i3vE—F

EEETHIU

AP(config—ssid ict)# rate low—thresh 24
AP(config—ssid ict)# no rate low—thresh
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REREE

REREE

52 ET . mARBIEL—HE., 54Mbps IZHIRESh EF T,
F7-. radiol1 (2.4GHz &) % IEEE802.11b/g IZEZFELTL\BIBE.

—~

T>&. IEEE80

2.11b DEIRV AT U MIEHRMN TEERYET,
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6.11.2. SSID MEEVIL—D LERBERTE

ANEX
rate high—thresh

no rate high—thresh

BRE/INSA—4
RATE
BIEL—DLERBREHRELET .
SR TE AT RE(E 54/48/36/24 [Mbps] A\ X EGIRETY .
ShEd
SSID BBHID@EEYIL— D EREHZRTELET .
AREEFE (L. radio0(5GHz ) Tld IEEE802.11a RERFIZH T,
radiol (2.4GHz &) Tl& IEEE802.11b/g F£1=I1& IEEE802.11g X ERFIZH ZhE
HYET,
1=12L. radio1 (2.4GHz &) % IEEE802.11b/g [ZEZTELTL\BEH.
HR—kL—KZE IEEE802.11g DL —MZ&IRShET,
ZMD1-8 . IEEE802.11b DEARISA T U MIEZEMN TELARYET .
REZHIBRT HFEEIL. no rate high-thresh Z{TULVET,
HAE
RELL
EITE—F
SSID AV 745 L—i3vE—F
d1—HIER
EEETHIUE
AHBl

AP(config—ssid ict)# rate high—thresh 24
AP(config—ssid ict)# no rate high—thresh
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REREE

REREE

52 ET mIMBEL—HE. 6Mbps IZHIRENFE T,
F7-. radiol1 (2.4GHz H) % IEEE802.11b/g IZEZFELTL\RIBE.

—~

{T>&. IEEE80

2.11b DEIRV AT U MIERD TEERYET,
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6.12. TILFFVYAMRAX—EL T #BEEHIB

avUR—%&
avUR i B
N—o3Y0
mcs—disable TILF XX AMAR—E LS #EERIBR DR E 6.0

MAMERE(X, VIR T7/N—23a> 6.0.20 LIEICTRIATEEY,
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6.12.1. TILFXVYARAX—EL T HEEHIBRDERE

ANERX
mcs—disable

no mcs—disable

BREINTGA—4
L
EhBA
TILFXEXRARRX—E VT HEEFIR DA, BHERELET,
HAE
#%h (no mes—disable)
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config—ssid ict)# mcs—disable
AP(config-ssid ict)# no mcs—disable
J—k

AHEREIX, VIO T7/N—23> 6.0.20 LIEICTRIATEEY,
Imcs—disable IDIZE . TILFF Y ACAX—E VT HREMNMEIELET
lno mcs—disable | (MHAE) DIGE . TILFF Y ARAX—E S HEEED
BELET S
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6.13. ProxyARP ##gE

avUR—%&
avUR BERE T i
N—o3Y0
ip—proxy—arp enable ProxyARPHEEED BN BENDERTE 7.0
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6.13.1. ProxyARP #$EEDEN. H|INDERTE

AHNERK

ip—proxy—arp enable

no ip—proxy—arp enable

BREINGA—A

#HE

A —HIER

AHH

ProxyARP t#REZH . MR ELET .
ip—proxy—arp enable BEMILET,
no ip—proxy—arp enable EMIZLET,

AREXTE (L. SSID B T BRELES .

#E3 (no ip—proxy—arp enable)

SSID aAv 745 L—i3vE—F

EEETHIU

AP(config—ssid ict)# ip—proxy—arp enable
AP(config—ssid ict)# no ip—proxy—arp enable

Tl
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F71E RYNI—OFE(GE)

AEF. RYFIT—HOEBOOTURIZDOWVTEHRBALET,



11PNy D4 ILBYY Y

avUR—%&
ook HRE P11
N—23y
ip filter IPv4/ Xy R D1V ADERTE 1.0
ip access—list IPVAINT YR T O R) A D& § 1.0
show ip filter IPv4/N5y D4 )LD KRR 1.0
show ip filter statistics IPv4 /Ny R D4 )L AEREHER D KRR 1.0
clear ip filter hit—count IPv4 NI R4 IILADEYR IOV ADEE 1.0
clear ip filter statistics IPv4 /Ny R D4 )LASREHBEHRD B E 1.0
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7.1.1.  IPvA INTYR D4 ILZDERTE

AHNERK
ip filter ACCESS-LIST-NAME SEQUENCE-NUMBER DIRECTION [ ssid SSID ]
no ip filter ACCESS-LIST-NAME SEQUENCE-NUMBER DIRECTION [ ssid SSID ]

BREINTGA—4

ACCESS-LIST-NAME
TORRJRNEERELET .

SEQUENCE-NUMBER
U—H VAN ERELET .
X EFREEEE  1~65535
1 DDAV FTI—RIERDOT I R) ANEBERLIZI5E.
=R No.DINEWEDHSIBIZEHESNET

DIRECTION
ARZERELEFT,
in Input to forwarder
T+ T—F—=~DANINTYMHLTI LS %
BALET
rcv Receive to this device
AEENZELEDBIEICHLTIMIVIEZERLET,
rov FRTEEF (. ip access-list TERFELT= dest ip 1&.
BEHELTHRUVET,
rev &, VYIhDz7/3—23> 30 LIBERATIEETY,
out Output from forwarder ¢
TAT—F—MEDE ATy LTI L E%E
BRALET
KAKENEETITHEBEITHLT
TANBETICERFTEER A,
SSID

TAILEAXTRD SSID #HEELET,

(VIh9IT7/A—23Y 40 LIRRIEE AT 6E)

AATavId, radio0, radiol 12 ATt —XATHHERAREETT
BB L, R T BAUATT—RADTRTH SSD
BIEINFET
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#HE

A —HIER

BELIAVATII—R LT, 7OERYARMIKB T AEERLET,
KAVBITT—RITHLTin F£f=lE. out DIAILEEEHRTETREE
FENNBETY,
IARTD ip 6E, Ff=(F. udp FBEICTIIUZENTDBEF.
BARICTERELITIDENHYET
YT DT N—2avI2 &Y —E I L ADIEE A RESEENRLYET
VIR 7 RA—230 3X LIRT
LAN1/PoE (GigaEthernet0) —LAN2 (GigaEthernet1) @S I1Z® LT
FEARATRETY,
VIR ITN—T30 40 LG
LAN1/PoE (GigaEthernet0) —LAN2 (GigaEthernet1) @S (Zxf L T
FEATRETY

GigaEthernet0 /22 71—RaAV 74 L—3VE—FK
GigaEthernet! /22 271—RXaV 749 L—3E—FK
GigaEthernetO.X /2871 —AXa> 749 L— 30 F—FK
GigaEthernet! X /27— 749 L— 3V E—F
radiod 1471 —RAV T4 L—3vE—F

radiol 12471 —RAV T4 L—3vE—K

EEETHIU
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AHH

HEF1-1)TRTO IP /34y ZBAL T, 192.168.1.101/32 HTDEZIEDHEHFA T
555

AP(config)# ip access—list INPUT_PERMIT permit ip src any dest 192.168.1.101/32
AP(config)# ip access—list OUTPUT_PERMIT permit ip src 192.168.1.101/32 dest any
AP(config)# ip access—list INPUT_ALL DENY deny ip src any dest any

AP(config)# ip access—list OUTPUT _ALL DENY deny ip src any dest any

AP(config)# interface GigaEthernet0

AP(config—if—GigaEthernet0)# ip filter INPUT_PERMIT 1 in
AP(config—if-GigaEthernet0)# ip filter OUTPUT_PERMIT 2 out
AP(config—if-GigaEthernet0)# ip filter INPUT_ALL_DENY 3 in
AP(config—if-GigaEthernet0)# ip filter OUTPUT_ALL_DENY 4 out
AP(config—if-GigaEthernet0)# !

XTE 1-2) UDP IZBL T, 192.168.1.101/32 H T EZEDHEEA] T H15E

AP(config)# ip access—list INPUT_PERMIT permit udp src any dest 192.168.1.101/32
AP(config)# ip access—list OUTPUT_PERMIT permit udp src 192.168.1.101/32 dest any
AP(config)# ip access—list INPUT_ALL_DENY deny udp src any dest any

AP(config)# ip access—list OUTPUT_ALL DENY deny udp src any dest any
AP(config)# interface GigaEthernetO

AP(config—if—-GigaEthernet0)# ip filter INPUT_PERMIT 1 in
AP(config-if-GigaEthernetQ)# ip filter OUTPUT_PERMIT 2 out
AP(config—if-GigaEthernet0)# ip filter INPUT_ALL_DENY 3 in
AP(config-if—GigaEthernetQ)# ip filter OUTPUT_ALL_DENY 4 out
AP(config-if-GigaEthernetQ)# !

REW 2-1)FTRTH IP /Ny ZEIL T, 192.168.1.101/32 HTHEZIE L. SFAIL
HLNMEE

AP(config)# ip access—list INPUT_DENY deny ip src any dest 192.168.1.101/32
AP(config)# ip access—list OUTPUT_DENY deny ip src 192.168.1.101/32 dest any
AP(config)# ip access—list INPUT_ALL_PERMIT permit ip src any dest any
AP(config)# ip access—list OUTPUT_ALL_PERMIT permit ip src any dest any
AP(config)# interface GigaEthernet0
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AP(config—if—GigaEthernet0)# ip filter INPUT_DENY 1 in
AP(config—if-GigaEthernet0)# ip filter OUTPUT_DENY 2 out
AP(config—if—GigaEthernet0)# ip filter INPUT_ALL_PERMIT 3 in
AP(config—if-GigaEthernet0)# ip filter OUTPUT_ALL_PERMIT 4 out
AP(config—if-GigaEthernet0)# !

SR 2-2) udp [ZEELT. 192.168.1.101/32 HTHEZEIL. SFAILELVE S

AP(config)# ip access—list INPUT_DENY deny udp src any dest 192.168.1.101/32
AP(config)# ip access—list OUTPUT_DENY deny udp src 192.168.1.101/32 dest any
AP(config)# ip access—list INPUT_ALL_PERMIT permit udp src any dest any
AP(config)# ip access—list OUTPUT_ALL_PERMIT permit udp src any dest any
AP(config)# interface GigaEthernetO

AP(config-if-GigaEthernet0)# ip filter INPUT_DENY 1 in
AP(config—if—-GigaEthernet0)# ip filter OUTPUT_DENY 2 out
AP(config-if—-GigaEthernet0)# ip filter INPUT_ALL_PERMIT 3 in
AP(config-if—-GigaEthernet0)# ip filter OUTPUT_ALL_PERMIT 4 out
AP(config-if—-GigaEthernet0)# !

YILIITIN—230 IX DIGFE . LLTOHIBRAHYET .

GigaEthernet0.” GigaEthernet1 S LT, GigaEthernet0.X.” GigaEthernet1.X [
LT, F— VLAN [ZBLTWBA U371 — AN ERBHHEE.
—ADAVEITI—RIZERETAHET.E5—ADA47—RIZHEL
MEABEShET,
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7.1.2. IPv4 N ybT7HERRY XD & 8%

AHERX
ip access—list ACCESS-LIST { deny | permit }
{icmp [ [ type ICMP-TYPE [ code ICMP-CODE ] ] | ICMP-MESSAGE ] |
ip | tep [ FLAGS ] | udp | protocol-number }
src { SRC-ADDRESS | any }
[ sport { OPERATOR SRC-PORT | range MIN-SRC-PORT MAX-SRC-PORT | any } ]
dest { DEST-ADDRESS | any }
[ dport { OPERATOR DEST-PORT | range MIN-DEST-PORT MAX-DEST-PORT |
any } ]

no ip access—list ACCESS-LIST { deny | permit }
{icmp [ [ type ICMP-TYPE [ code ICMP-CODE ] ] | ICMP-MESSAGE ] |
ip | tep [ FLAGS ] | udp | protocol-number }
src { SRC-ADDRESS | any }
[ sport { OPERATOR SRC-PORT | range MIN-SRC-PORT MAX-SRC-PORT | any } ]
dest { DEST-ADDRESS | any }
[ dport { OPERATOR DEST-PORT | range MIN-DEST-PORT MAX-DEST-PORT |
any } ]

BENFA—4
ACCESS-LIST

TORRJRNEEEELET

{5 AR RSO F 3 En 1~15[3F]

FERTEXFIIUTOLELYTY,
FILITF7RYMEHRXF (A~2Z)
FILIT7RYNFEHINLF (a~2)
HFFA0~9)
REFA-UNAIU) I [ (FoF—RIAT) I1DH

{ deny | permit }
TORRZATER/ELET,
deny

TIORRERLLFT,
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permit

TORRZEHFRALET,

LZakaL>>(UTFTOZTakaiLhsER)

icmp
ICMP ZE&ELFT .
ip
£ IPv4 JORaLERELET .
tep
TCP ZERELET
udp
UDP ZERELFEY .

protocol-number
protocol-number #EXELE T,
£% 7€ nI RE i B 1~255

KUTE, BE/NSA-EDHRAITEYET,
KL, SRELUNDNT A2 £BIZBEYFET,

KL DTFIEZFaraiLhsicmp OEEOHFER >>

ICMP-TYPE
ICMP type ZHEELET,
EXTEFIAE#EEE <~ 0~255

ICMP-CODE

ICMP code ZELFEY .
X EFTHEEEE  0~255

ICMP-MESSAGE
ICMP Ayt —C & (FEEOVWT M) EZIEETEET .
administratively—prohibited .~ dod—host-prohibited ./
dod—net—prohibited .~ echo ./ echo-reply ./ host-redirect ./
host-tos—redirect ./ host—tos—unreachable ./ host-unknown ./
host-unreachable .~ mask-reply ./ mask-request ./
net-redirect
net—tos-redirect .~ net—tos—unreachable ./ net-unreachable ./
network—unknown .~ option—missing .~ parameter—problem ./

port—unreachable ./ protocol-unreachable . redirect ./

7-8



router—advertisement .~ router—solicitation .~ source—quench .
source—route—failed .~ time—exceeded ./ timestamp-reply ./

timestamp-request

K UTFEZTaraisip OB, 53 >
SRC-ADDRESS
EIETT IPVvA PRLREIBELET,
BEE7FLX IPv4 7RL R/ Y bR (0~32)
any FTRTDIPv4 7EL R
DEST-ADDRESS
SESE IPv4d TRLRERELET
BEE7FLX IPv4 7RLR/ Y bR (0~32)
any FTRTDIPv4 PRL R

K UTFIEFara)Lh tep udp OEDQHFEZT >>
OPERATOR
R—rESEERIIUTOFRL—2ZHATEET,
It (less than) . gt(greater than) . eq(equal) . neq(not equal) . range

SRC-PORT
EETR—ESERELET,
REFTREEEE =~ 1~65535
HBLI-BEE, 2 R—FES (any) MRRIZGYET,
R—rESEERFIIUTOFRL—2%6ATEET,
It (less than) . gt (greater than) . eq(equal) . neq(not equal)

MIN-SRC-PORT
range A XL —2{FABOR—IFEEOR/IMEZIEELE T,
SR %E I REEE 1~65535

MAX-SRC-PORT
range 7 RL—AFERABOR—FBEESDRKIEZEELET .

% %E Rl REEE FH 1~65535

DEST-PORT
SEAER—IESEEELET .
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&% 7 7 e #h 1~65535

HBLIGE I, 2R—FES (any) AR RIZGEVET,
R—FESEERIIUTOFRL—2%6ALET,

It (less than) . gt(greater than) . eq(equal) . neq(not equal)

MIN-DEST-PORT
range A XL —A2FABOR—IFEEDOR/IMEZIEELE T,
& % B RE &0 1~65535

MAX-DEST-PORT
range A RL—2FABOR—FBESDRKEEZIEELET,
EXERIRESEGEH  1~65535

K UTFETOraLD top DEDHER >

FLAGS
TCP ANYE DFIEHTIZTEI_ELET
#2755 %. ack .~ fin .~ psh ./ rst ./ syn ./ urglZ
BYET,

SRC-ADDRESS
BEIETT IPv4 PRLRAZHRELE T,
BET7FLX IPv4 7RL R/ Y bR (0~32)
any FTRTDIPv4 PRL R

DEST-ADDRESS
5E5 IPvA PRLRZIEELE T,
BE7FLX IPv4 7RLR /2y bR (0~32)
any FTARTDIPvA PRL R



TORR)ANEERLET,
KAV BITT—RITRLTin F£f=lE. out DIAILEEEHRTETREE
FENNBETY,
IARTD ip 6E, Ff=(F. udp FBEICTIIUZENTDBEF.
BARICTERELITIDENHYET
YT DT N—2avI2 &Y —E I L ADIEE A RESEENRLYET
VIR 7 RA—230 3X LIRT
LAN1/PoE (GigaEthernet0) —LAN2 (GigaEthernet1) @S I1Z® LT
FEARATRETY,
VIR ITN—T30 40 LG
LAN1/PoE (GigaEthernet0) —LAN2 (GigaEthernet1) @S (Zxf L T

EFAFIRETY .
HAE
L
EITE—F
Ja—/\)LariqgL—oavE—FR
aA—HHER

EEETHIU



AHH

HEF1-1)TRTO IP /34y ZBAL T, 192.168.1.101/32 HTDEZIEDHEHFA T
555

AP(config)# ip access—list INPUT_PERMIT permit ip src any dest 192.168.1.101/32
AP(config)# ip access—list OUTPUT_PERMIT permit ip src 192.168.1.101/32 dest any
AP(config)# ip access—list INPUT_ALL DENY deny ip src any dest any

AP(config)# ip access—list OUTPUT _ALL DENY deny ip src any dest any

AP(config)# interface GigaEthernet0

AP(config—if-GigaEthernet0)# ip filter INPUT_PERMIT 1 in
AP(config—if-GigaEthernet0)# ip filter OUTPUT_PERMIT 2 out
AP(config—if-GigaEthernet0)# ip filter INPUT_ALL_DENY 3 in
AP(config—if-GigaEthernet0)# ip filter OUTPUT_ALL_DENY 4 out
AP(config—if-GigaEthernet0)# !

XTE 1-2) UDP IZBL T, 192.168.1.101/32 H T EZEDHEEA] T H15E

AP(config)# ip access—list INPUT_PERMIT permit udp src any dest 192.168.1.101/32
AP(config)# ip access—list OUTPUT_PERMIT permit udp src 192.168.1.101/32 dest any
AP(config)# ip access—list INPUT_ALL_DENY deny udp src any dest any

AP(config)# ip access—list OUTPUT_ALL DENY deny udp src any dest any
AP(config)# interface GigaEthernetO

AP(config—if—-GigaEthernet0)# ip filter INPUT_PERMIT 1 in
AP(config-if-GigaEthernetQ)# ip filter OUTPUT_PERMIT 2 out
AP(config—if-GigaEthernet0)# ip filter INPUT_ALL_DENY 3 in
AP(config-if—GigaEthernetQ)# ip filter OUTPUT_ALL_DENY 4 out
AP(config-if-GigaEthernetQ)# !

REH 2-1)FTRTH IP /Ny ZEIL T, 192.168.1.101/32 HTHEZIE L. SFAIL
HLNMEE

AP(config)# ip access—list INPUT_DENY deny ip src any dest 192.168.1.101/32
AP(config)# ip access—list OUTPUT_DENY deny ip src 192.168.1.101/32 dest any
AP(config)# ip access—list INPUT_ALL_PERMIT permit ip src any dest any
AP(config)# ip access—list OUTPUT_ALL_PERMIT permit ip src any dest any
AP(config)# interface GigaEthernet0
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AP(config—if—GigaEthernet0)# ip filter INPUT_DENY 1 in
AP(config—if-GigaEthernet0)# ip filter OUTPUT_DENY 2 out
AP(config—if—GigaEthernet0)# ip filter INPUT_ALL_PERMIT 3 in
AP(config—if-GigaEthernet0)# ip filter OUTPUT_ALL_PERMIT 4 out
AP(config—if-GigaEthernet0)# !

ERTEMH 2-2) udp [ZEEL T, 192.168.1.101/32 HTHEZEIL. SFAILELVES

AP(config)# ip access—list INPUT_DENY deny udp src any dest 192.168.1.101/32
AP(config)# ip access—list OUTPUT_DENY deny udp src 192.168.1.101/32 dest any
AP(config)# ip access—list INPUT_ALL_PERMIT permit udp src any dest any
AP(config)# ip access—list OUTPUT_ALL_PERMIT permit udp src any dest any
AP(config)# interface GigaEthernetO

AP(config-if-GigaEthernet0)# ip filter INPUT_DENY 1 in
AP(config—if—-GigaEthernet0)# ip filter OUTPUT_DENY 2 out
AP(config-if—-GigaEthernet0)# ip filter INPUT_ALL_PERMIT 3 in
AP(config-if—-GigaEthernet0)# ip filter OUTPUT_ALL_PERMIT 4 out
AP(config-if—-GigaEthernet0)# !

1 2DT7IERYAMIEHIOMN) #EHZ LGS, B&LIEIC
FHEEhET,

TOER)ZLDHIREE, 7R ANEDHADIEESNIZHZEIL.
ZDT7IERVAMIBT 5T RTOIVNIZHIBRLET,
TOER)AME LN DINGA—FLIEEINEE L.
ZDINTA—RIZIVF T BRIV DHEHIBRLET
BE.TIERA)ANEDERIITEEE A,




7.1.3. IPv4A N YR I4IL 2D R T

ANERX
show ip filter [ INTERFACE ]

BRE/INSA—4
INTERFACE
AVBITI—RBERELET,
ShEd
IPv4 Ny D4 ILEERRLET .
HAE
L
RITE—F
ga—n\)Larvo4gL—avE—FR
GigaEthernet0 /22 7x—RaAV 740 L—3VE—FK
GigaEthernet! /22 271—RXa 740 L—3E—FK
GigaEthernetO.X /2871 —AXa> 749 L—30F—FK
GigaEthernet! X /27— 745 L—a V0 E—R
radiod 1R J7T—RXaAV T4 L—avE—K
radiol 1R J7T—XaAV T4 L—avE—K
aA—HHER

BEBETHIVE
Ea—7a1—57ho ok



ARl
AP(config)# show ip filter

AP(config)# show ip filter GigaEthernet0

el




7.1.4.  IPv4 N ybhI4 L3 $REHBR O TR

ANERX
show ip filter statistics [ INTERFACE ]

BREINTGA—4
INTERFACE
AR ITI—REEBELET
EhBA
IPv4 Ny R D4 L AREHR R E R TLET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
GigaEthernet0 /22 71—RaAV 740 L—aVE—FK
GigaEthernet! /22 271—RXaAV 745 L—a3VE—FK
GigaEthernetO.X /28 J7x—AXa> 749 L— 30 F—FK
GigaEthernet! X /22271 —XAV 745 L—3 0 E—F
radio0 /A7 —RXAV T4 L—avE—K
radiol /> #7x—RXAV T4 L—avE—FK
aA—HHER
EHETHIUE
Ea—7a1—¥7hHob
ARl
AP(config)# show ip filter statistics
/J—k




7.15.  IPv4 1NN I4ILEZDEYRAIEDIHE

ANERX
clear ip filter hit—count [ INTERFACE ]

BREINTGA—4
INTERFACE
AVRITT—REHEBELET,
BL
IPv4 TR DAL ADEYRID U AEBELET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
GigaEthernet0 /22 71—RaAV 740 L—3VE—FK
GigaEthernet! /22 271—RXaV 740 L—3E—FK
radio0 {2 7x—RAV T4 L—3vE—FK
radiol /22 7x—A3AV T4 L—3vE—FK
aA—HHER
EHETHIUL
ARl
AP(config)# clear ip filter hit—count
/J—k

el




7.1.6.  IPv4 T ybh D4 )L B $REHEHRODEE

ANERX
clear ip filter statistics [ INTERFACE ]

BREINTGA—4
INTERFACE
AVRITT—REHEBELET,
BL
IPv4 7y b D4 L BEREHIBIREHELET
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
GigaEthernet0 /22 71—RaAV 740 L—3VE—FK
GigaEthernet! /22 271—RXaV 740 L—3E—FK
radio0 {2 7x—RAV T4 L—3vE—FK
radiol /22 7x—A3AV T4 L—3vE—FK
aA—HHER
EHETHIUL
ARl
AP(config)# clear ip filter statistics
/J—k

Tl




7.2.ARP +—7)L

avUR—&
Ok HREE P11
N—o30
arp entry ARPI M) & E% 1.0
show arp entry ARP TURYSRR 1.0
show arp statistics ARP #fEtEHREK T~ 1.0
clear arp entry ARP T RJEE 1.0




7.2.1. ARP IUMJEEF

ANERX
arp entry IP-ADDRESS HW-ADDRESS
no arp entry IP-ADDRESS [HW-ADDRESS]

BRE/INSA—4
IP-ADDRESS
A— Yk IPvd TRURZFHRELET
HW-ADDRESS
A— vy MAC PRLARAZERELET .
ShEd
M7 ARP TN ZEBILET .
ERLENT=IP PRLRAITD /45 YR ZDUNTIL, ARP fiEiR%E
AHFIT. N—F Iz 7F7RLRAZEVTEELEY,
HAE
L
EITE—F
VLAN A28 7x—RaAV 745 L—30F—FR
d1—HIER

EEETHIU
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A%l
AP(config—vlan 2)# arp entry 192.168.1.100 11:22:33:44:55:66

AP(config—vlan 2)# no arp entry 192.168.1.100 11:22:33:44:55:66

ARP Z#HHR—FLTULWVARWKRRMDEE ARP TR )EERLET .
lwrite memory 1ZE{TT 5FET. BRIIRTRINFEA.
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722. ARP IVR)FEFE

AHNERK

show arp entry

BRE/NTA—4
L
EhBA
ARP TUN)ZHRRLFET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
VLAN A28 7x—RaAv 749 L—30E—K
aA—HHER
EHETHIUL
Ea—7a1—¥7hHok
AHBl
AP(config)# show arp entry
J—k

Tl
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7.23. ARP #fEHEHRET

AHNERK

show arp statistics

BREINTGA—4
L
ShEd
ARP #fistiEHERRLET,
HAE
L
EITE—F
Ja—n\)LarvoiqagL—avE—F
VLAN A28 7x—RaAv 749 L—30E—K
aA—HHER
EHETHIUL
Ea—7a1—¥7hHok
AHBl
AP(config)# show arp statistics
J—k

lwrite memory 1ZR1T9 5FE T, [FHRITRTSNFEA,

7-23



724. ARP IFMUJHE

AHNERK

clear arp entry

BREINTGA—4
L
EhBA
ARP IV N)EHELEY,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
VLAN A28 7x—RaAv 749 L—30E—K
aA—HHER
EHETHIUL
AHBl
AP(config)# clear arp entry
J—k
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8.1.RADIUS

avUr—%&
a<UR HegE —

N—3y

radius host ip

~

#BAEZ1TD RADIUS TRRAMDERTE (FF517))

1.0

radius secondary—host ip %175 RADIUS TRARDERE (HU5)) 2.0
radius deadtime RADIUS H—/I~DT7HILRTOVIEEIDEE | 20
radius reauthentication RADIUS H—/\~DHEZRIHRDEE 20
show radius statistics RADIUS #istEHRD KT 2.0
clear radius statistics RADIUS #fEHE|DIEE 20
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8.1.1. EBEI%{TS RADIUS RRRDEXFE(FTS5/1<Y))

ADERK

radius host ip ADDRESS

[ acct-port ACCT-PORT | auth-port AUTH-PORT |
acct—port ACCT-PORT auth—port AUTH-PORT ]

[ retransmit RETRIES ]
[ timeout SECONDS ]
key KEY-VALUE RADIUS-SHARED-KEY

no radius host ip ADDRESS

BREINTGA—4
ADDRESS
RADIUS 54—/ D IP FRLR(PvA)EAHLET,
ACCT-PORT
TAIUTAV T R—bEBTEANLET,
X ERAEEIB]  0~65535
MERfE 1813
THIUTA T e EFERALGELMER L. 02 ANLET .
ARATLa  BIREFL. GIDIKEESIZTHREES,
AUTH-PORT
R —FESEANLET,
X ERAEEIB]  0~65535
MERfE 1812
R EEEERALALMERIX. 0 ZANLET,
AA T3 BIREFE, BIOKEESIESREFET,
RETRIES
RAEEEH@EEL)EZANLET,
EXECTREEE  1~10[[E]
MEE 3
AATa o BREFIL. GIOKEESIZHEET,
AEREMEIX, TS5AVY—/\twhoRF )Y —/\THEIZ
FRALES,
SECONDS
BEBOIALTINEEEAALET,
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A ERAEEEE  1~20 [f)]
#ERE 3
AATLa  BRERFIE. BIDIKEE S IEMEFET,
ARBEMEIZ. TS5 —thoZ)H—/N\THAIZ
FERALET,
KEY-VALUE
HBEMEROBREELET,
0 EXDFFTHRRLET
1 BEIERRLET . FFKFE)
ARBEEIF. TSI —thoF)H—/N\THAIZ
FERALET,
RADIUS-SHARED-KEY
HBWMEREADLES,
REBEEMEIL, TS5AT)Y—NwhoF )Y —/N\THEIZ
FERALET,
{5 FA AT BE 307 S B 1~128 [XF]
FRATREXFIILTOESYTY,
TFILIFRYEERBRKIF (A~2Z)
FILIT7RYLEHINLF (a~2)
HF4A0~9)
ER= ¥
(FEEIE. DY OF LT B=HIZEATRRLTVET,)
! “l# S % (& | |)
* + |, - . / : ;
=|> @ |[[ |\ |] -
{ | |1 ~

EizLi]
SREEE 1T RADIUS RAMNTS5AT))#EHELET,
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#HE

RERTE
EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict2)# radius host ip 192.168.1.11
acct—port 1813
auth—port 1812
retransmit 5
timeout 3
key 0 87654321
AP(config—ssid ict2)# no radius host ip 192.168.1.11
/J—k

no radius host ip ADDRESS a< > RIE.

ThUF) host MEFIN TS EEIZIE, EITTEFEE A
THUH1) host BBEFRINTLVDEEIL, %I

no radius secondary—host ip ADDRESS <> KIZT

AU F1) host ZHIBRL THABLEITLTZELY,
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8.1.2. ERfI%{TS RADIUS RRAFDERE (EHUEY))
AHERX
radius secondary—host ip ADDRESS
[ acct—port ACCT-PORT | auth-port AUTH-PORT |
acct—port ACCT-PORT auth—port AUTH-PORT]
no radius secondary—host ip ADDRESS
BREINTGA—4
ADDRESS
RADIUS AU A)H—/ D IP FRLRA(PvA)EAHILET,
ACCT-PORT
TAVDUTAV T R—bEBTEANLET,
X ERAEEIB]  0~65535
MHAME 1813
TH I T4 BREEERLEWESIX. 0 ZAALET,
ARATar BEEEFL. GIDIKEESIZTREET,
AUTH-PORT
R —FESEANLET,
X ERAEEIB]  0~65535
MEE 1812
R EEEFERALAGLMERIX. 0 ZANLET,
AA T3 BIREFE, BIDKEESIESREFT,
Bl
FBEEE4TS RADIUS KRR (AU A ERELET .
MHE
REKTE
RITE—F

SSID AV 749 L—i3vE—F
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A —HIER

EHETHIUE
ARl
AP(config—ssid ict2)# radius secondary—host ip 192.168.1.11
acct—port 1813
auth—port 1812
AP(config—ssid ict2)# no radius secondary—host ip 192.168.1.11
/—k

AR K&, %I1Z radius host ip ADDRESS <> KIZ T,
T34 host NEFITLIRLELAHYET,
T547) host BNEEFINTULVEWNEE(X, RITTEEE A
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8.1.3. RADIUS H—/NADOT7HERTOvIERDERTE

AHNERK

radius deadtime TIME

BREINGA—A

#HE

A —HIER

AHH

TIME
FHORRATOvIEBEAALET,
E% %E mI REEE 1~1440[%]

RADIUS H—/\ADT7HIERT OV BMERELET .

ARBRFEMEE. TSAVSF— I EhoF)F—N\THEBIZFRALET,
TR —NTERITS—,Ho1=15A . RELHMIE. T51<
H—NEDRIETHT ., EhU T —/ERFFETVET,

R T RFICIETSA T —NARIAEDYVRLETVET,
COEREFEA T —N\DERESNTVSHEICOAFEHNTY,

5[43]

SSID aAv 745 L—i3vE—F

EEETHIU

AP(config—ssid ict2)# radius deadtime 100

Tl
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8.1.4. RADIUS H—N\~AOBEZIRREDETE

ANERX
radius reauthentication TIME

no radius reauthentication

BREINTGA—4
TIME
BRIHEROFEZEANILES,
B 15~720[%]
BL
RADIUS H—/\~ERi T ARHEERERELET .
no radius reauthentication Z 1T EBERIEITITOVEH AL
AEFEE. TSAVY—hoZ)H—/I\THBIZFERLET,
HHE
23
EITE—F
SSID av 745 L—avE—FK
A—HHER
EEETHIUL
A%l
AP(config—ssid ict2)# radius reauthentication 100
AP(config—ssid ict2)# no radius reauthentication
/J—k
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8.1.5. RADIUS #EH&FHOER

AHNERK

show radius statistics

BREINTGA—4
L
EhBA
RADIUS #f&HEHERTLET
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
Ea—7a1—¥7hHob
AHBl
AP(config)# show radius statistics
J—k




8.1.6. RADIUS #fiH&EHDIEE

AHNERK

clear radius statistics

BREINTGA—4

L
EhBA

RADIUS #aHEHEHEELET,
HAE

L
EITE—F

Ja—n\)Lariq4JL—avE—F
aA—HHER

EHETHIUL
AHBl

AP(config)# clear radius statistics
J—k

Tl
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9.1. B ZIREADERTE

avUR—%&
R e B
N—23y
ntp enable FZIE DA ENDHRE 1.0
ntp interval NTP H—/\~DF % E R RED R E 1.0
ntp server BZIREAZ &S NTP H—/\DERTE 1.0
show ntp B ZI RE DB EIFERD TR~ 1.0
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9.1.1. BZRPOFDN. EHOHRE

ANERX
ntp enable [ nm ]

no ntp enable

BENTA—42
nm

ARA T avlE, NetMeister R AL TLDIZEDAERELFET
ATV RER . NTP H—N~DEZEHETVOEE A
NetMeister EDBIEMDFFZIIEFRZME L TAREEICRIAETE
LFEJ.
f=1=L. NetMeister EDBIEN DI LI-FFZIFHREAEE DX
A0 DUEThIBZEDHRBLET .

NTP H—/\~ DI RIHAHEAEE 1= (X NetMeister ~ D Fr %I 7 £ Ak
BEMLES,

ntp enable NTP H—/N\~DEZIRE A EEEILET,
ntp enable nm NetMeister ~DEFZI R HAEREE T NIZLET,
no ntp enable Bz E A REE B|MICLE T,

#HE

#3 (no ntp enable)

Jo—/\)LariqgL—avE—FR

a—HER
EEETHIU
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AHH

AP(config)# ntp enable

AP(config)# no ntp enable

FETHRERET S clock AU FEFERATHEEE.

LV\o7=As, no ntp enable ICTHZIR EAEREZ Z UL S EDDENHYFET,
FHERTEER. FZIRREEZFERAT SI5EL. ntp enable &
BEETLTIZEL,

no ntp enable T, #EHERLHEELFET,
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9.1.2. NTP Y—n~DEZIELAREROEE

ANEX
ntp interval POLL-INTERVAL

no ntp interval

BREINTGA—4
POLL-INTERVAL
RHAMfREESRELET,
ERECTREEIRH  16~999999 [
EhBA
NTP H—N\~DEZIFEHEREEELET .
no ntp interval T, #EAEIZRELE T,
HAE
86400 [#](= 24 B¢fE)
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# ntp interval 86400
AP(config)# no ntp interval
J—k

AROATUFDEKRTEIL. ntp enable DEEDAFITY .
ntp enable M nm T3V AR ESINTULSIEA.
ARATURDHREIFFERINEFEA,
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9.13. BZIR#ZELS NTP H—/\DE&E

ADERK
ntp server ADDRESS [ version VERSION | delaytime T1 |
version VERSION delaytime T1]
no ntp server ADDRESS

BREINTGA—4

ADDRESS
EH#i%F &S NTP H—/ D7 RLRE &, AR (FQDN) %
BELET.

VERSION
LEaheE/N—2ar T,
EXERIRESIE  1~4
MERfE 4
ARATar BREFL. FIDIKEESIZREET,

VI 7 N—23ar 20 LIED
BHDONTP H—N\EERTHHEE. KA T av(&k
HBHICHERAIN . RRICEESNIZ/N\FA—F(CT
FEERTEINFT,

YIhz7A—2ay 30 LIk
BHDONTP H—NEEFTHHEE. KA T av(L
NTP H— /N EICEGHENRETETY .

T1

I EFCENRF. GigaEthernet0 F7=I&. GigaEthernet! ME{EHY

HERINTHL,

T1 BREIRS A LI NTP —/EBIEETVET,

X EFTREEEE ~— 0~3600 [#)]

MEE 60 [F1]

RATLar BREEFE. FIDIKEESIEFHREES,

VI 7 N—3> 20 LUAET
BHODNTP Y—N\EBETIEE. KA T avlE
HEMICERASI ., RRICRESNI=/AFA—4(ZT
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#HE

A —HHER

AHH

EEERESINTT,

VI T "—=T3r 30 LIk
BHDNTP H—N\EHRTIHE . KA T aviE
NTP H—/N\ZEICRGHENHERIRETT o

BZIREHA%E L 51=0OIZS BT 5 NTP H—N\FHRELET,
NTP H—/\[X. RK 2 BETIRET 5 ENTEET,

JO—/\)LariqgL—avE—FR

EEETHIU

AP(config)# ntp server 192.168.1.250 version 2 delaytime 60

AP(config)# no ntp server 192.168.1.250

AROATUFDERTEIL. ntp enable DEEDAFITY .

ntp enable M nm 73U AR EINTULSIEA.
ARATURDEHREIFIFERAINEFEA,

9-7



9.14. BZRHOBERRORT

AHEK
show ntp
BREINTGA—4
L
EhBA
BZIREERERTLET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
Ea—7a1—H7hHok
AHBl
AP(config)# show ntp
J—k

Tl
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F10E RybU—oOEHHEE

AREF, XY= EBHEEEDITURICDWTEHRBALET,
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10.1. SNMP I— x> hhe

avUR—%&
UK e B

N—o30
snmp-agent ip enable SNMP OE% B DERTE 1.0
snmp-agent ip trap FEEDONSYTHR . EWETE 1.0
snmp—agent hostname R A4 (sysName) DR E 6.0
snmp—agent contact E#& 4% (sysContact) DEXTE 1.0
snmp—agent ip community A2 =TA4DETE 1.0
snmp-agent ip host YT EELDIP FRLADETE 1.0
snmp-agent ip trap—port FSyvTREER—IBESDERTE 1.0
snmp—agent location TORARA U DYIBHILLE (sysLocation) 1.0
DEETE

snmp-agent view MIB View 8&UA T zIMID DHRTE 1.0
show snmp-agent community | AZA=TAIZEHESNTLBEHRORT 1.0
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10.1.1. SNMP DEZ. T\ DEEE

ANEX
snmp—agent ip enable

no snmp—agent ip enable

BREINTGA—4
5L
BL
SNMP T—xUMMIHIT5H SNMP #F#ICLET .
snmp—agent ip enable BAMIEHRELES,
no snmp—agent ip enable BNNHELET,
HHE
23
EITE—F
Ja—n\)Lariq4JL—avE—F
A—HHER
EEETHIUL
A%l
AP(config)# snmp—agent ip enable
AP(config)# no snmp—agent ip enable
/J—k
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10.1.2. EBDOISYTER TR E

ANEX
snmp—agent ip trap COMMUNITY snmp TRAP
no snmp—agent ip trap COMMUNITY snmp TRAP

BREINTGA—4
COMMUNITY
QS =TAREHRELFET,
REAREEIE &K 30 [XXF]
FEATEXFIILUTOESYTT,
TILIT7RYMEHRXF (A~2Z)
FILIT7RYLEHINXF (a~2)
HFFA0~9)
ER= ¥
(FaElE. DY O LT DI ATRRLTVET,)
o # |$ |% |& | (
) * + , - . / :
; < |= 1> 12 |@ |[[ |\
] N { | |1} ~

TRAP
SNMP +Sv T DINSA—REHRELFET .
FSYT DT IL—TH snmp DIHE
auth—failure
cold-start
link—down
link—up

connection—failure

EiEA
A= TAITRHLTREBDORS YT EE/HMICLET,

#HE
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JO—/\)LariqgL—avE—FR

A—HHER
EEETHIUL
A%l
AP(config)# snmp—agent ip trap abcdef snmp auth—failure
AP(config)# no snmp—agent ip trap abcdef snmp auth—failure
/J—k

aL

10-5



10.1.3. 7RAF4 (sysName) DEETE

AHNERK

BREINGA—A

#HE

A —HIER

snmp—agent hostname HOSTNAME

no snmp—agent hosthame

HOSTNAME

TRAX—XFH, KXF/INXFIERFESNET,

{3 F AT B X = 00 B 1~79 [XF]

FERTEXFIIUTOLEYTT,
TFILITF7RYMEHRXF (A~2Z)
FILIT7RYNEHINLF (a~2)
HFFA0~9)
REFA-UNAI) I [ (FoF—RIAT)I1DH

RARE (sysName) ZERELET S
no snmp—agent hostname T, #HAEIZERELET .

NA1500A

Ja—/\)LariqgL—avE—FR

EEETHIU
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A%l
AP(config)# snmp—agent hostname NA1500A—-No001

AP(config)# no snmp—agent hostname

el
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10.1.4. E#&SE (sysContact) DFXE

ADERK
snmp—agent contact CONTACT
no snmp—agent contact
RENTA—E
CONTACT
E#E S (sysContact) ZERELFEY .
REFREERE &K 255 [XF]
FERAFREXFIFLUTOESYTY,
TILI7RIMEBRIF (A~2Z)
FILIF7RYMEHINXF (a~z)
HFrHAH0~9)
ERACE S
(FEEE. DY PF LT E=DIEHTRRLTVET )
LY # S (% (& | (
) * |+ |, - . s
; < = > ? @ [ N
] I D { | |1 ~
L T (T N4 —8) 113, 18 XF UL EA
TEFEE A,
EiEA
EHESE (sysContact) ZFRELF Y o
no snmp—agent contact C. #1EAEIZSRELET,
AHHE
REEBE(TF2Y)
RITE—F

ga—/\)Larviq4gL—avE—FR
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A —HIER

EBETHIUL

ANl
AP(config)# snmp—agent contact abcdef@example.com
AP(config)# no snmp—agent contact

/—k

Tl
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1015. ASA=T1DERE

ANEX
snmp—agent ip community COMMUNITY [ view VIEW | ACCESS-TYPE |

view VIEW ACCESS-TYPE ]
no snmp—agent ip community COMMUNITY

BREINTGA—4
COMMUNITY
ASa=TAREHRELET,
RERREEIE &K 30 [XXF]
FEATEXFIIUTOESYTT,
FILIT7RYMEHRXF (A~2Z)
FILIT7RYNFEHINLF (a~2)
HFFA0~9)
ER=E ¥
(oL, DY OF LT B=HIZEATRRLTVET,)
o # |$ |% |& | (
) * + , - . / :
; < |= 1> 12 |@ |[[ |\
] N { | |1} ~

VIEW
MIB View BZEEELET
EREFIREEIE &K 30 [XF]
FEATEEXFIEUTDESY TY .
TILI7RYMEHRXF (A~2Z)
FILIT7RYLFEHINXF (a~z2)
HF+A0~9)
BEEFA
(FiRIE. HhHYPFT<FB=DIZEATRRLTVET . )
U # | | % | & |7 (
) * + |, - . 7
; < = > ? @ [ N
1 D N { | |1} ~
MHE T
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AGCCESS-TYPE

TOERBATEHRELET,
ro MIB View DA AH, b5y TILE
rw MIB View DA AH, EEIAH, FSyTUIE

HAE ro

H Lz
AZA=TADEEFTVET, AZ2=TAEHALRNBEXEMLET,)
HHE
RERTE
EITE—F
Ja—n\)Lariq4JL—avE—F
A—HHER
EEETHIUL
A%l
AP(config)# snmp—agent ip community abcd view aaaaaaaaaa ro
AP(config)# no snmp—agent ip community abcd
/J—k

QS =T DERFTREHHIE R K 253 HTY,

view ZHEET HIHE L. snmp-agent view DERER TRITNITEYEE A,
aASa=T4%HIRT 5 &, BEET B snmp—agent. host, snmp—agent trap
DEFELHEIREINET
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10.16. FSYTEEEDIP FRLADERTE

ANEX
snmp—agent ip host ADDRESS COMMUNITY [ version VERSION ]
no snmp—agent ip host ADDRESS COMMUNITY [ version VERSION ]

BENFA—4
ADDRESS
FED IPv4 TRLRESRELET,
COMMUNITY
ASa=TAREHRELET,
BRERREEIE &K 30 [XXF]
FEATREXFIILUTOESYTT,
TILITFRYREFHRXF (A~2Z)
FILITF7RYLERINF (a~2)
HFFA0~9)
ER=E ¥
(FEElE. DY OF LT B=HIZEATRRLTVET,)
U # | $ (% | & |’ (
) * + , - . / :
; < |= 1> 12 |@ |[[ |\
] N { | |1} ~

VERSION
SNMP /N\—23 %8R ELET,
=% 7E Al AEEn 1~3

B
FSVTEERD IP PRLREERE GEIDLET .

#HE
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JO—/\)LariqgL—avE—FR

A—HHER
EEETHIUL
A%l
AP(config)# snmp—agent ip host 192.168.1.3 ababab version 3
AP(config)# no snmp—agent ip host 192.168.1.3 ababab version 3
/J—k

aL
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10.1.7. FSYTEER—IBSOERE

ANEX
snmp—agent ip trap—port PORT
no snmp—agent ip trap—port PORT

BREINTGA—4
PORT
FSYTREER—IBESERELET,
% % A] RE #E 1~65535
EhBA
SNMP T— U hDSYTREER—IBESERELET,
HAE
162
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# snmp—agent ip trap—port 29
AP(config)# no snmp—agent ip trap—port 29
J—k
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10.1.8. 7ORRRAUFDYEBRIGLE (sysLocation) DEXTE

ANEX
snmp—agent location LOCATION

no snmp—agent location

BENFA—4
LOCATION
B DYIERRIE (sysLocation)ZHELET,
REFTREEIE &K 255 [XF]
FATREXFIILUTOESYTT,
FILIT7RYMEHRXF (A~2Z)
FILIT7RYLEHINXF (a~2)
HFFXA0~9)
ER=E ¥
(FatlE. DY OF T B=HIZEATRRLTVET )
U # | $ (% | & |’ (
) * + , - . / :
; < = > ? @ [ N
] N { | |1} ~
L T T N I4—8) 11& 73 R EER
TEFEHAS

HL:
SNMP T—Y U hDSYTEIER— B S ERELET,
no snmp—agent location C. FIEAEIZLE T,

#HANE
REFTE(TF29)

ga—/\)Lariq4gL—avE—FR
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A —HIER

EBEThIUE
A Bl
AP(config)# snmp—agent location XXXX
AP(config)# no snmp—agent location
/—k
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10.1.9. MIB View 8&UATzHRID DEEE

ANEX
snmp—agent view VIEW OID

no snmp—agent view VIEW OID

BREINTGA—4
VIEW
MIB View £ZEHELET
XEFAEEIEE &K 30 [XF]
FERAREEXFIEUTDESY TT,
TILIT7RYMEHRXF (A~2Z)
FILIT7RYLEHINXF (a~2)
HFFEA0~9)
RBE+A
(FEEIE. AW PFLTB=DIEATRRLTVET )
U # |$ | % | & |7 (
) * + , - . / :
; < = > ? @ [ N
] - ‘ { | |1} ~

OID
ATz D EHRELET,
BERREEIE  OID FEEHELFET,

EizLi]
MIB View 8&UA TP zHIMID Z%EGEMLET,

#HE

REBE(TZD)

ga—/\)Lariq4gL—avE—FR

10-17



A —HIER

EBEThIUE
A Bl
AP(config)# snmp—agent view public_.v X.Y.Z
AP(config)# no snmp—agent view public_.v X.Y.Z
/—k

aL
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10.1.10. OS2 =T /IZRESN TLSIBEHOFR T

ANERX
show snmp—agent community ip [ COMMUNITY_NAME ]

BREINTGA—4

COMMUNITY_NAME

BELEARIOIZA=ZT42RRELET,

EhBA

A2 = TAIZREINTLSIEHRERTLET,
HAE

L
EITE—F

Ja—n\)Lariq4JL—avE—F
aA—HHER

EHETHIUL

Ea—7a1—¥7hHok
AHBl

AP(config)# show snmp—agent community ip
J—k

Tl
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10.2. NetMeister 2547 HEE

XAHEE . HOMLH clock|TTUR - (FELIRIHALE AL THRIRGE
TRBELNHYET .
avUR—&
UK e B

N—3y

nm account

NetMeister B 7O FDERTE

3.0

nm parent NetMeister F#®D IP PRLRAB KUV 3.0
R—rEBSDHRE

nm enable NetMeister 754 7 > MERED 3.0
A EBHDERTE

nm proxy NetMeister B AFX S H—/\D 3.0
FQDN T—H~X—R DK E

nm suppress—feature NetMeister 0D & Rl #BEFESNIE D ERE 30

nm https—server ip port NetMeister FH https H—/ M 3.0
R—rEBSDHRE

nm update NetMeister 0 & X 17 R D BNRFEHT 30

show nm information NetMeister 754 7 MERED FEHR T T 3.0
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10.2.1. NetMeister 7O FDERTE

ANEX
nm account GROUP-ID password { plain GROUP-PW | secret CRYPTED-GROUP-PW }

no nm account

BENFA—4
GROUP-ID

E8xLI-YVL—T D

fEFAARESCF
FILIT7RYLEHINXF (a~2)
HFFA0~9)
RBEFA-(N(TV) 1DOH
Xt=12L. LBEEREIZ-UNATV) JIXERATEEE A,

EFAABESCF
2~63 [XF]

GROUP-PW
EXD/ISRT—RIETE
ERATREXF
TFILI7RYEEBRXF (A~2Z)
TILIT7RYNERINIF (a~2)
HFFXA0~9)
HEFA(TR)
1#$%& ()k+,-./:<=>@[]1"_{|}~
KT IWIT7RYLEAERFEATINTL I XFUL
FERITIBENBYET,
EARTREXF 3
8~31 [XXF]
CRYPTED-GROUP-PW
E B FH/SRT—RIEE
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#HE

A —HHER

AHH

AREEE# NetMeister TEERLVIL—TID DEBERRICLET,
show running—config & KT} show startup—config ZE{TL=15HE.
EXNRAT—FIEETHRELTH BEILEFA/NNRT—FELTRAET,

aL

Jo—/\)LariqgL—avE—FR

EEETHIU

AP(config)# nm account GROUP-ID password plain GROUP-PW
AP(config)# nm account GROUP-ID password secret CRYPTED-GROUP-PW

AP(config)# no nm account

ZERHIIZ NetMeister TOZEFZNNHETT,
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10.2.2. NetMeister D IP PRFLABLUVR—FESDERTE

AHNERK

nm parent ip ADDRESS [ port PORT ]
no nm parent [ ip ADDRESS ]

BREINGA—A

#HE

A —HIER

ADDRESS
NetMeister D IP 7L X

PORT
NetMeister JRIEDR—+FES
MEAE 443
HEREF(E, ATDKREZESIETREFT,

NetMeister JH#ED IP PRLRAB LUV R— BB EZHRTELET,
NetMeister Ft|d. 2 BFETEHEETHENTEET,

Tl

JO—/\)LariqgL—avE—FR

EEETHIU
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ANl
AP(config)# nm parent ip 192.168.0.254
AP(config)# nm parent ip 192.168.0.254 port 443
AP(config)# no nm parent ip 192.168.0.253
AP(config)# no nm parent

aL
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10.2.3. NetMeister 75147 MBEEDH ). TDHDERTE

ANERX
nm enable [ ipv6 ]

no nm enable

BREINTGA—4
ipv6
NetMeister ~DIEF#R@EENIZBAL T. IPv6-NGN FAEBEERT 5.
AA T arNKRIEER (L. NetMeiser ~DFHEENIZEEL T,
IPv4 ZERALEY,
ShEd
NetMeister 754 7 MERED T EHEHRELET,
XAMEEIX. HOI U clock|aT R F-IXEZIF AR {# FH
LTHZIRETH2LENHYET,
HAE
3
EITE—F
Ja—n\)LarvoiqagL—avE—F
aA—HHER
EHETHIUE
AHBl
AP(config)# nm enable
AP(config)# no nm enable
J—k

ABEREIXEDREIEISA T U MEREDEESN (no mt enable) [CHEH-TLVD
WENHYZET , Hxh(mt enable) DIZFE . TS5—IZHYET,
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10.24. NetMeister B7AX>H—/30 FQDN T—2R—X DX E

AHNERK

nm proxy URL

no nm proxy [URL]

BREINGA—A

#HE

A —HIER

URL TOX Y —NERELET,
URL AAEKIIUTDESYTT,
<protocol>://<domain—-name>[:<port>]

<protocol> http #¥EELE T,
{domain—name> IPv4 7FL A Ef=IL FQDN %
BELET,
K 255 XFETEHEARTY
<port> R—rBE (AT av) &% ELFET,

E% %E Bl REEE FH 1~65535

NetMeister DT OF S H—/N\EFIHELFT .

7=1=L. nm enable ipv6 MEREINTLV=HE.

IPv6-NGN PR DBIEENE(E. IV 1T ICTHRESNTOF o —1\%&
ERAET . NetMeister NoBHSINF-TOF S H—NEBHEHRELT
FRALET,

Jo—/\)LariqgL—avE—FR

EEETHIU
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ARl
AP(config)# nm proxy http://example.com:8080

AP(config)# nm proxy http://192.168.1.1:8080
AP(config)# no nm proxy http://example.com:8080

aL
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10.2.5. NetMeister D{E B FEMESNL DERE

ANEX
nm suppress—feature alarm

no nm suppress—feature alarm

BREINTGA—4

alarm

To—LEEDENLERELET,

EhBA

NetMeister DA BIHEEED TMLERELET S
HAE

To—LEEEE
EITE—F

Ja—n\)Lariq4JL—avE—F
aA—HHER

EHETHIUL
AHBl

AP(config)# nm suppress—feature alarm

AP(config)# no nm suppress—feature alarm
J—k

Tl
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10.2.6. NetMeister [ https —/\DR— BB DERTE

ANEX
nm https—server ip port PORT

no nm https—server ip port

BREINTGA—4
PORT
R—FBEBEHRELET .
% 7 A] R #E 1~65535
EhBA
NetMeister CEHT 5 https H—/\DR—F BB ZHRELFET,
HAE
443
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# nm https—server ip port 443
AP(config)# no nm https—server ip port
J—k
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10.2.7. NetMeister D& FRIFERD BNEFEHT

AHEK
nm update
BREINTGA—4
L
EhBA
NetMeister [CZ XL CL\DIEHREENFEHLET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# nm update
J—k

BIERKRGEICEY, EHERDORRICEHREADNSEENHYES .
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10.2.8. NetMeister 754 7> MEREDTEHE R

AHNERK

show nm information

BREINTGA—4
L
EhBA
NetMeister 754 7 MERED BHRERTLET
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
Ea—7a1—¥7hHob
AHBl
AP(config)# show nm information
J—k
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103. FhEBISATUMERE

avUR—&
ook HERE BT
N—o3>
mt enable SHEBRIFATUMERDAN EHDRE 4.0
mt server ip EhEEY—/I\OTRLADEKRTE 4.0
mt reg—interval EhEEY—N\~ADOFHIEHREERRDEZRTE 4.0
mt http—server ip port EhEEA http —/\DHR—FBEDHRTE 40
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103.1. EPEHHISATUMBBEDED. HDHDEETE

ANERX
mt enable

no mt enable

BREINTGA—4
L
EhBA
EhEBISATUMEEDER . EDFHRELET,
HAE
#3 (no mt enable)
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# mt enable
AP(config)# no mt enable
J—k

AHEREIL NetMeister V54 7 2 MERED Y EES (no nm enable) (27> TLYS
WERHYET,
A% (nm enable) DIGFE . T5—IZHYET,
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103.2. EPEHY—/I\DFFLADEKE

ANERX
mt server ip ADDRESS [port PORT]

no mt server ip

BRE/INSA—4
ADDRESS
IPv4 PRLUREIFIRRANREFEZRELET .
RAL4 (L FQDN R (K 255 XF) THRELFET .
PORT
Y—I\OR— B EEHRELET,
E% %E mI REEE 1~65535
#HAE 10080
HBIEFL, BIDIREZS | ZMEET,
heA
EREEY—/I\OFRLRERELES .
HAE
7L (no mt server ip)
EITE—F
Jao—/\)LariqgL—avE—FR
aA—HHER

EEETHIU
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AHH

AP(config)# mt server ip 172.16.10.1
AP(config)# mt server ip 172.16.10.2 port 8888
AP(config)# mt server ip mngtool_PC
AP(config)# mt server ip honsya.co.jp port 5000
AP(config)# no mt server ip

el
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10.3.3. E£hEFHY—N\~ORHHEHREEMRDRTE

ANEX
mt reg—interval INTERVAL-TIME

no mt reg—interval

BREINTGA—4
INTERVAL-TIME
EhEBY—N\~NEETIRAHRBEROEERBEEZELET .
% 7 ] RE #6 1~15[4]
#HEAE 15 [43]
EhBA
EhEBY—N\~NEETHIRAHRBEROEERREEHRELET,
HAE
15 [93]
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# mt reg—interval 5
AP(config)# no mt reg—interval
J—k

el
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10.34. E£HEHEHMA http H—/\DHR—FBSDHRTE

ANEX
mt http—server ip port PORT

no nm http—server ip port

BREINTGA—4
PORT
R—FEBEHRELET .
E% %E mI REEE 1~65535
EhBA
EhEEBISATUMIT, FERFIZFERT S http H—/30D
R—FBEBEHRELET .
HAE
10080
EITE—F
Ja—n\)Lariq4JL—avE—F
2—YHER
EHETHIUL
AHBl
AP(config)# mt http—server ip port 8888
AP(config)# no mt http—server ip port
J—k

el
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104. SNEF7IERARSMEEEEE

avUR—&
av2k HeaE W
N—o3>
ap control NET VA RAVNEBE—R~DFAT 9.0
ap control ip NETIEARA U AD) E—MES 5.0
ap control timeout NET IO ARAU N E—MEHRRD 5.0

EIRERA LT IFDERTE
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104.1. N7 IERARIVINEBE—FADOBIT

AHEK
ap control
BREINTGA—4
L
EhBA
NETOEARANEBE—RABITLEDT,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
ARl
AP(config)# ap control
AP(config—ap—control)#
AP(config—ap—control)# !
AP(config)#
J—k
L
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104.2. N7 HOERRAVEADY)E—HES

ANEX
ap control ip IP-ADDRESS [port PORT] username USER-NAME password PASSWORD

BREINTGA—4
IP-ADDRESS
BHRETIEARAULD P PRLREHRELET,
PORT
BERATIVERARAULOR— I BEEERELET .
X ERAEEEB  1~65535
TIHILER—k 22
HBIREFIE. TI4HILNR—bD 22 BEAXERINET,
USER-NAME
BHRETIEARIIDI—HR—LERELET,
PASSWORD
BERETIEARAIDIRAT—RERELET,
Bl
NEBT V2R RA A E—MERLET,
MHE
L
RITE—F
NEBT VA RAVNEBE—F
2—YHER

EEETHIU
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A%l
AP(config—ap—control)# ap control ip 192.168.1.1 username ABCDEFG password 12345678

/—k
el
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104.3. SNBF7HIERARSUM) E—MNEGROREIRERALTINDETE

ANEX
ap control timeout TIME

no ap control timeout

BREINTGA—4
TIME
BHRET IV CARA OO BIREIA LT IMEZHRELE T,
ERECTREEE 1[4 ]~15 [47]
H Lz
NEBT IR RA ) E—MERB O EBIREIAN LT IMNERELE T,
no ap control timeout AV RIZTHHHEIZERYET,
HHE
5 [47]
EITE—F
NEBT VA RAVNEBE—F
A—HHER
EEETHIUL
A%l
AP(config—ap—control)# ap control timeout 10
AP(config—ap—control)# no ap control timeout
/J—k

el
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10.5. LLDP & IHf#gE

avUR—%&
av Uk HRe W
N—o3>
lldp enable LLDP EEEED T ENDETE 70

lldp transmit—interface

LLDP BE/N\TYrEIEET DA I TI—ADKRTE

7.0
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10.5.1. LLDP BEBEEDEZ EINDETE

ANEX
lldp enable

no lldp enable

BREINTGA—4
L
ShEd
LLDP EEHEDED . BIEHELET,
KRR EEAN T HEAREEICEBRERLTO DB DERE
BB YRTI—SRIIZERIN =R DV EBEBE~NBHMLET,
NetMeister DT /N RY ZAROTFINA AT YT~
AREEBICEFEBLTULIEBDIFERERTTEEY,
HAE
#5 (no lldp enable)
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# lldp enable
AP(config)# no lldp enable
J—k

AHEREZBMESEA=OIZIE. KaATURIZTHEEZ AT HEFRBIC
MNidp transmit—interface JAY U RIZTHNGEA L FTT—RH
BRESNTWAIRLELHYET,

10-44



10.5.2. LLDP BB/ YN EEETHA 3 TI—ADEKTE

ANERX
lldp transmit—interface INTERFACE [INTERFACE]

no lldp transmit—interface

BENFA—4
INTERFACE
IR —U AR VLAN [ZJELTLVA GigaEthernet /37T —X%
BEELET,
T H—I Ak VLAN A, Untagged-VLAN D154 . GigaEthernetX
DA B TT—REIEEL.
IR—U AR VLAN B3, Tagged-VLAN D154 .| GigaEthernetX.Y M
ABITT—RERELET .
BK 2 DFETAVHAII—RERETEET,

LLDP EE/NTINEEE TIP3 TI—REHELEFT .
KAZEICEREEL O IBBOBEREEZETIARRVNT—VAID
AR TT—RERELET .
HBELEAV2T7—RIZHES SN T- NetMeister DT /73 X1 AR
TINNARTYTAKREEITEBERL TV OEBORRERTTEET,

#HE

7%L (no lidp transmit—interface)

Jo—/\)LariqgL—oavE—FR

a—HER
EEETHIU
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AHH

AP(config)# lldp transmit-interface GigaEthernet0

AP(config)# lldp transmit—interface GigaEthernet0 GigaEthernetl
AP(config)# lldp transmit—interface GigaEthernet0.1 GigaEthernet1.1
AP(config)# no lldp transmit—interface

AHREEBIMES BB =0IZI1E. KAOT VR TAU AT —REER T T HEREIC
Midp enable | RIZT LLDP ¥EEZXAMIZEHELTLARBHELHYET,
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E11E X 5k

AEF. OXU RO RIZDOWTERBLET,
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11.1. AR hOS#EE

HRE

N—3y

event—terminal

ARV AYE—2 DAY= ILHIDER S

1.0

BIDETE
logging subsystem YISO RTLAYE—URTRDEKTE 1.0
logging backup—enable AT DINvITITER EHDIRTE 1.0
logging backup—interval-time | A DN\ H 7y T IRERIRDETE 1.0
show logging AR AT EROERT 1.0
show logging statistics ARLAT O#EHERODER R 1.0
show error—log AT LDEEZFHRDOER T 1.0
clear logging AR RAYTE—D DHIBR 1.0
clear logging statistics AREOY O#ETHhOU 2D EE 1.0
clear error—log DATLDEEEFERDEE 1.0
logging event—delay ARVRAYE—U DEEFEHERDETE 4.0
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1111, ARVEAYE—DDaVY—ILHADED . EDDRTE

ANERX
event—terminal

no event—terminal

BREINTGA—4
L
ShEd
ARV AYE—D D) —ILEHERELET,
event—terminal HAOEBEMLES
no event—terminal HAEENLET,
HAE
3
EITE—F
£ 749 L—3vE—FR
aA—HHER
EHETHIUL
AHBl
AP(configl# event—terminal
AP(config)# no event—terminal
J—k
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11.12. YTVRTFLAVE—CRTDETE

ANEX
logging subsystem SUBSYSTEM LOG-LEVEL
no logging subsystem SUBSYSTEM LOG-LEVEL

SBE/ITA—4E
SUBSYSTEM
KRRV IVRTLN R (RBBIE UTSRZHELET .
REYITVRATLSHERE, A TEEEA,
LOG-LEVEL
REAXVITLANL (BBEE. UTSB)E#R/ELET,

SUBSYSTEM(EBTEEE A, )

B8 | RTYIVRTLAE

onj

all All subsystems

sys System

eth Ethernet

rdo Radio

usb USB

dhc DHCP Client for IPv4

rad RADIUS(Remote Authentication Dial-In User Service Protocol)
ntp NTP(Network Time Protocol)

dns DNS(Domain Name System)

snmp SNMP(Simple Network Management Protocol)

tels Telnet Server

ssh SSH Server

tftp Trivial File Transfer Protocol
nmc NetMeister Client
mtc Management Tool Client
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#HE

LOG-LEVEL (5 B&BF. RIDL N)LEHEK)

i KRAFXTLAIL

debug Debugging messages

infomation Informational messages
notification Normal but significant conditions
warning Warning conditions

error Error message

critical Critical message

alert Alert message

emergency Emergency message

logging DY T L RATLAVE—ORRERELET,
AT URIE, Twrite memory 1ZE{TLGS THENRFIZRBELE T A,
HTFEDREFEIL. Twrite memory ]I DAHETT,

IR TLIEE
KRNI

all [STEMELZET
UTOLANIVEREICGEYET
Yo7 /N—23ar 3.0 AT,
warning

error

critical

alert

TY,

VIR TN—2a 40 LIREIE,
notification

warning

error

critical

alert

TY,

HEBLIGEE. AIOREEMEALES,
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A —HHER

AHH

Ja—/\)LariqgL—oavE—FR

EEETHIU

AP(config)# logging subsystem all

AP(config)# no logging subsystem rad

aL
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11.1.3. AT DN\vIO7YTER ./ ESHDERE

ANEX
logging backup—enable

no logging backup—enable

BREINTGA—4
5L
EhBA
AT DN IT7ITER BEHEHRELET,
logging backup—enable BAMEHRELES,
no logging backup—enable EXIZHZRTELET,
HAE
3
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
ARl
AP(config)# logging backup—enable
AP(config)# no logging backup—enable
J—k

Tl
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11.14. O ON\vHO7YTREFRRDETE

ANEX
logging backup—interval—time Hours

no logging backup—interval-time

R/E/NTA—4
Hours
RERERESRELET .
R EATREEGRE 1~ 72 [BFRE]
H Lz
AT DN\ Ty TRERRERELET,
logging backup—enable TE®NIZLI=15GH&.
BEL-FEBRT. 279 ar' TNV T7vT%E
TULEY,
VEEICRT HZE .
no logging backup—interval—-time
ITWET,
HHE
24 [FFRE]
EITE—F
Ja—n\)Lariq4JL—avE—F
A—HHER

EEETHIU
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ARl
AP(config)# logging backup—interval-time 24

no logging backup—interval-time

no logging backup—-interval-time E{THF(X. #1HED 24 BREICRYET .
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11.15. ARVFOTIFROERT

ANERX
show logging [ last LAST]

BREINTGA—4
LAST
RREBERTELET,
AROT DRFSATNSOT DS5B
RE& (TH) DARULOT MR ELIGEH A ERTLET,
HBRRLIZGEX. TRTOOTERRLET .
H Lz
RELEAR AT ERET R CEIIEEL-SEETERICKRRTLET,
HHE
5L
EITE—F
£a 749 L—23avE—FR
A—HHER
EEETHIUL
Ea—7a1—¥7hHok
A%l
AP(config)# show logging last 10
/J—k

Tl
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11.1.6. /RO OFHHERDOERT

AHNERK

show logging statistics

BREINTGA—4
L
EhBA
AREAT D#EHERERTLET .
HAE
L
EITE—F
23 749 L—23avE—FR
aA—HHER
EHETHIUL
Ea—7a1—H7hHok
AHBl
AP(config)# show logging statistics
J—k
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1.1.7. SATFLOEFFROERT

AHNERK

show error—log

BREINTGA—4

L
EhBA

DRTLDEEFRBERTLES .
HAE

L
EITE—F

23 749 L—23avE—FR
aA—HHER

EHETHIUL

Ea—7a1—H7hHok
AHBl

AP(config)# show error—log
J—k

AT LDEEERIE. N—F O 7OEEBLVIREEZTED
YILITTDEEFTHRLET .
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11.1.8. ARURAYE—S D HIB

AHNERK

clear logging

BREINTGA—4

L
EhBA

AX T Ny I7ICREBINTNBAR U AYE—DFHIBRLET
HAE

L
EITE—F

£ 749 L—3vE—FR
aA—HHER

EHETHIUL
AHBl

AP(config)# clear logging
J—k

Tl
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11.1.9. ARUFOT D#ETHhHOU2DEE

AHNERK

clear logging statistics

BRE/NTA—4

L
EhBA

AR OT D#EtHh IV 3EEELET,
HAE

L
EITE—F

23 749 L—23avE—FR
aA—HHER

EHETHIUL
AHBl

AP(config)# clear logging statistics
J—k

Tl
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11.1.10. AT LDOEFFRDHEE

AHNERK

clear error—log

BRE/NTA—4

L
EhBA

DRATLDEERRETANTHELES .
HAE

L
EITE—F

23 749 L—2avE—FR
aA—HHER

EHETHIUL
AHBl

AP(config)# clear error-log
J—k

Tl
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11111, ARVPAYE—D DEEFERREIORE

ANEX
logging event—delay startup DELAY

no logging event—delay

BREINTGA—4
DELAY
EEFMTEERELET,
XERAEEEE  0~600 [#
EhBA
HEENEFLTHLARUIIDREET HETDIMNIDFLIEHEZE
RELET,
O MHEREIZ Syslog H—/N\ETEHEINDKLS., VAT LEEE.
BEL-RERRE (BRELTEILICET SR ZBLTHGEIETS
BEREIZXIGLET S
PHMEIZR I IZE X no logging event—delay #E{TLEY
HAE
120 [#] (logging event—delay startup 120 &FRR)
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUE
AHBl
AP(config)# logging event—delay startup 60
AP(config)# no logging event—delay
J—k

Tl
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11.2. SYSLOG #§E

HRE

N—o30

syslog ip enable

SYSLOG XIEDEF . ENDERTE (IPv4)

1.0

syslog ip host SYSLOG MEERALDERTE (IPv4) 1.0
syslog rate—limit SYSLOG MEENBHIFRDEERTE 1.0
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11.2.1. SYSLOG ZEDEHZ /S DELSE (IPv4)

AHNERK

syslog ip enable

no syslog ip enable

BREINGA—A

#HE

A —HIER

AHH

el

SYSLOG D IPv4 TOEE/EIEFITWET,

syslog ip enable BEMILET,
no syslog ip enable |mAILET,

JO—/\)LariqgL—avE—FR

EEETHIU

AP(config)# syslog ip enable

AP(config)# no syslog ip enable

Tl
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11.2.2. SYSLOG MDEERAFDERE (IPv4)

AHNERK

syslog ip host IP-ADDRESS [ port PORT ]
no syslog ip host [ IP~ADDRESS [ port PORT ] ]

BREINGA—A

#HE

A —HIER

IP-ADDRESS
EERRLD IP PRLRERELES .
PORT
R—hBBERELETY,
REFREEEE  1~65535
#HAfE 514

SYSLOG O IPv4 EERRAMERELET,

JO—/\)LariqgL—avE—FR

EEETHIU
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AHH

AP(config)# syslog ip host 192.168.1.1

AP(config)# syslog ip host 192.168.1.1 port 55

AP(config)# no syslog ip host

AP(config)# no syslog ip host 192.168.1.1

AP(config)# no syslog ip host 192.168.1.1 port 44

Tl

11-20



11.2.3. SYSLOG DZEEARHIREDESE (IPv4)

ANEX
syslog rate—limit SEVERITY

no syslog rate—limit

BREINTGA—4
SEVERITY
AX T LRNILERELET,
error. . . Error conditions
warn. . . Warning conditions
notice. . . Normal but significant conditions
info. . . Informational messages
debug. . . Debugging messages
H Lz
SYSLOG FEEZHHIT A=OITFRELEFT .
no syslog rate-limit T, #1EAEIZERELET .
HHE
error
EITE—F
Ja—n\)Lariq4JL—avE—F
A—HHER

EEETHIU
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ARl
AP(config)# syslog rate—limit error

AP(config)# no syslog rate—limit

aL
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F12E HR~FEH

AEIZ.E-PHEADOTURIZDOWNTEHBALED,
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12.1. {R=F

HRE

N—3ay

terminal length

AV —ILDRTITHRDRE

1.0

terminal timeout AVY—ILDBRT AU ERLIDERE 1.0
clock B TR DR E 1.0
erase a4 /BT DIZV 1 2E)MoDEE 1.0
write memory AV ITAT DI AATRIADESAH 1.0
show terminal AVV—ILDEERBDRR 1.0
show interfaces AT —RIERD TR 1.0
show default—config TN T L—230DRT 1.0
show startup—config ARZ—RTPyFTar o459 L— a0 DERE 1.0
show running—config SoZogav o4 L—iavNERER 1.0
show buffers 2RBFIVTOCRBELATOAE)IREDRT |10
show processes TOEREROERT 1.0
show hardware N—FYT7IEFRODIRT 1.0
show clock A {tEFZI DR R 1.0
show memory AEVIREDRTR 1.0
show uptime EEDEFFRORT 1.0
show copyright AE—SA/MERD KT 1.0
show power inline Power over Ethernet(PoE) MIKRER R 1.0
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121.1. aAVV—ILDOERTHOERE

AHNERK

terminal length LENGTH

BREINGA—A

#HE

A —HIER

AHH

LENGTH
RRTHERELFT .

AVY—IILDORTRITHERELEFT

terminal length 0 AT BHE more [TEBXYIYEITHALNESIC
FARIENTEET,

ARaATUKRIZL., Twrite memory IZR1TT ALENLG OB REOITUR
T9,

37 [17]

JO—/\)LariqgL—avE—FR

EEETHIU

AP(config)# terminal length 0
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VI T IR—Ta 60 LIBEFERADIEE

AT KRIZ. default-config/ startup—config.” running—config IZ3&R 7R
BLURFEFESNFEE A

EREMEDOHERE. [show terminal IZEITS S ETHRTHENTEET,
Ff=, REMEL. IR OFF/ON DENE Treboot IAY UK DRFT AT 7
DETICTHHELEINET,

A7 obEE DT IVAU BT T—REEHE SSH 4.~ Telnet 15
B, B LT E—MERIFD)E—MIZRT 7O IGEESLET,
HERDEEM S exit |ITTURIZLDAT TR

BFEAA LTI (terminal timeout.” tcp—keepalive—time.~ ap control timeout)
[2&kBATT7OrELI-GE . ROV RDREE. MEEShET,
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121.2. A Y—ILOATAI 34T DERE

ANERX
terminal timeout TIME

no terminal timeout

BRE/INSA—4
TIME
BAE [PIFHRELET,
E%%E mI REEE 0~30 [%']
0 [R]ZEH/RTETDERANLTINFEA
heA
aVY—ILD— ERHEEIRERISRFIOIT 7O 5160
O A B AREHRELET,
AOaTKRIE., Twrite memory IZ T3 ALENG VB ROOTUR
T,
HAE 5 [4]
ETE—F JO—/\)LariqgL—avE—FR
d1—HIER
BEETHIVE
ARl

AP(config)# terminal timeout 0
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AVY—ILDEREBRBNZOIT R THRESN-FKREZE

BiBd 5L A—HFIEEBMICOT T OrINET,

BATEZL 0 [RDNEET DL BEIMICOT 7oL
tDI—FHOT AU TELELLDIEEDNHLID T, FENBETT,

VI T =23y 60 LBEFERDEE

ARV RIZ. default-config/ startup—config.” running—config |23« 7R
BIUVRFEESNFEA,

R EMEDOHEERE. [show terminal [ZEITT S ETHRTHENTEET,
Ff=. REMEL. IR OFF/ON DENE Treboot IAY VR DERFT AT 7
DEFTICTHHELEINET,

A7 ohEE DT VAU BTT—REEHE SSH 4.~ Telnet 15 A
B, &L T E—MERBFDE—MIZOT 7O IGEESLET,
HEDEEMG exit ]IATURIZLHOT T IO

LFEHAA LTI (terminal timeout.” tcp—keepalive—time.~ ap control timeout)
[2&kBATT7OrELIGE . ROV RDREEX. MHIEShET,
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121.3. BfIEZIDRE

AHNERK

clock HOUR MINUTE SECONDS [ DATE [ MONTH [ YEAR ] 1]

BREINGA—A

#HE

A —HIER

HOUR

BF(0~23) & ELET,
MINUTE

7 (0~59)ZERELFET .
SECONDS

(0~59)ZERELFET .
DATE

B(~3)%&HELET,
MONTH

BU~12)#8&ELETS,
YEAR

£ (2007~2037) &R ELET

REBOBHNT. BRIZHRELET,
AOaTFRIE., Twrite memory IZ T3 ALENG VLRI ROOTUR
T9,

go—/\)LariqgL—avE—FR

EEETHIU
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AHH

AP(configl# clock 12 13 0 26 6 2018

FEIT. HBERET D clock AvUREFERTHHE (L.

LV27=As. no ntp enable IZTHRZIRIAAEREZF UL S EDELEAHYFETS,
FHHRTEER. FZIRREEZFERAT SI5EL. ntp enable &
BERTLTIESLY,
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121.4. aA>2457 /705 DI75vy a rE)DHDEE

AHNERK

erase | startup—config | all }

BREINTGA—4
startup—config
startup—config DHFHELET .
all
startup—config LAV BEEF T RN THELET .
EhBA
startup—config E£7=(&
startup—config EATIEED T RTDI7AIL%E
759 arEhSEELET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# erase startup—config
AP(config)# erase all
J—k

Tl
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1215. A4 D759 rB)ADESAH

AHNERK

write memory

BREINGA—A

#HE

A —HIER

AHH

TS5 a2 KN startup—config [ZEREZXRELET,

Tl

Jo—/\)LariqgL—avE—FR

EEETHIU

AP(config)# write memory

AROATUFELITHEIZ, lradio control temporary busy IMTR RSN BIEE N
HYFES,

lradio control temporary busyJl&, REMLIBED=H(2a2T45 DIREM
TEEM G BIZRTIEINET,

lradio control temporary busy IDN R RSNI=IHE (X, 1 DIEEEFOTH L.
B Ewrite memory |IAT U FEEITLTZALY,
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1216. AVYV—ILDBREARABEDERT

AHNERK

show terminal

BREINGA—A

#HE

A —HIER

AHH

el

IVV—ILDERERNRERTLET,

Tl

2 049 L—230F—F

BEBETHIVE
Ea—7a1—57ho ok

AP(config)# show terminal
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121.7. 4871 —XAEHDOET

AHNERK

BREINGA—A

)

show interfaces [ INTERFACE | vlan VLAN-ID ] [ stats | detail ]

RifE

INTERFAGE

MBAETT—R AREA B TT—REEELET,
GigaEthernet0.” GigaEthernet1 (A 271 —X)
GigaEthernet0.X.” GigaEthernet! X ({fR #4271 —X)
radio0.radiol (A 2T7x—X)

usb0

vlan VLAN-ID

stats

detail

VIAN(RAEBA 27— R)EHEELET .

VLAN-ID [CHEETE4 ID fE(E. u FFzIE. 1~4094 TT,
(fERAL TS ID DHIEETTHE)

EBRT—ER BERT—2RELUHEHER (BE) %
=RLET,

FEHEER (BE) IXF/ R 127 T—X (GigaEthernet0/1) D &
KRLET,

EBRT—ER BERT—ARELUHEHER () £ R R
LET,

FETiEER GEM) I/ IR A > 27— X (GigaEthernet0/1) D &
FKRLET,

ABITT—ADIREFRRLET,
HBRELEEEIE. 213 71— ADREFRRTLET,

Tl

go—/\)LariqgL—avE—FR
VLAN A 2B 7x—RaAV 745 L—30F—FR
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GigaEthernet0 /22 71—RaAV 74 L—3VE—FK
GigaEthernet! /2271 —2RaV 740 L—3VE—FK
radio0 A 27T —RAV T4 L—3vE—FK

radiol /22 7x—AAV 745 L—3vE—FK

usb0 /A7 —RaAV 745 L— 30 EF—FR

aA—HHER
EHETHIUE
Ea—7a1—H7ho bk
ARl
AP(config)# show interfaces
AP(config)# show interfaces GigaEthernet0
J—k

Tl
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1218. T4,V 745 L—30 DR

AHNERK

show default—config

BREINTGA—4

L
EhBA

IV At IR FESNI=TI4ILbaV T4 T BHRERRLET
HAE

L
EITE—F

£ 749 L—3vE—FR
aA—HHER

EHETHIUL
AHBl

AP(config)# show default—config
J—k

HEOHERTRIBFFICREEY VA—FLTHLWNEEIC
BEETHTEZICEALET,

show startup—config.” running—config.” default—config [X 3@ RIIZ
EEEROBRDLLEICEYT IE/REL—HEITHALET,
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1219. RA—k 7y FaAv 245 L—a30DERT

AHNERK

show startup—config

BREINTGA—4

L
EhBA

D59 A AE R FESNT- startup—config [EHRERRLET .
HAE

L
RITE—F

23 749 L—23avE—FR
2—YHER

EHETHIUL
AHBl

AP(config)# show startup—config
J—k

HEOHERTRIGFFICREEY VA—FLTHLWEEICREE
By LEIERLED,

show startup—config.” running—config.” default—config [X 3@ RIIZ
EEEBOBRDLEICET IEHRE—HEITHALET,
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12.1.10. So=25 a4 L—2a> DERE

AHNERK

show running—config [

BREINGA—A

#HE

A —HIER

interface INTERFACE |
access-list ACC-NAME |
size |

ssid SSID ]

INTERFACE
all FfzlE, 1871 —REEHRELTRRLET .
ACC-NAME
TOEA) ARG ZRELTERRLET,
size
AV ITT DY A XDHRRLET,
SSID
SSID £ZIEELTHRRLET,

REBHPOREFBRERTLET

Tl

2 045 L—30F—F

EEETHIU
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ARl
AP(config)# show running—config

aL
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121.11. 2B LU TOERBGTOAEVIREDORT

AHNERK

show buffers

BREINTGA—4
L
EhBA
EARBIVTOCRBHDAEREFRRLET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
Ea—7a1—H7hHok
AHBl
AP(config)# show buffers
J—k

Tl
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12.1.12. 70X EHDFH T

AHNERK

show processes

BREINTGA—4
L
EhBA
TR ERERTLET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
2—YHER
EHETHIUL
Ea—7a1—H7ho bk
AHBl
AP(config)# show processes
J—k
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121.13. N—F Iz 7 HRDOET

AHNERK

show hardware

BREINTGA—4
L
EhBA
UTDN—FIz7EHRERTLET,
KEA
WEHBSCUTIL)
MAC 7FL X
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
Ea—7a1—¥7hHok
AHBl
AP(config)# show hardware
J—k
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12.1.14. BfIEZID R R

AHEK
show clock
BREINGA—A
L
EhBA
AREBICHRESINTWSEf. BRI EEREBFMERTLET,
HAE
L
EITE—F
£ 749 L—3vE—FR
aA—HHER
EHETHIUL
Ea—7a1—H7hHok
AHBl
AP(config)# show clock
J—k

Tl
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12.1.15. 2 EVREDRT

AHNERK

show memory

BREINTGA—4

L
EhBA

AEPREEFRRLET,
HAE

L
EITE—F

23 749 L—23avE—FR
aA—HHER

EHETHIUL

Ea—7a1—H7hHok
AHBl

AP(config)# show memory
J—k

Tl
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12.1.16. FEDEBFRORT

AHNERK

show uptime

BREINTGA—4

L
EhBA

EEBEDEHFRZERERLES,
HAE

L
RITE—F

£ 749 L—3vE—FR
2—YHER

EHETHIUL

Ea—7a1—H7hHok
AHBl

AP(config)# show uptime
J—k
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12.1.17. AaE—S4/ MR D TR

ANEX
show copyright

BREINGA—A
5L
BL
TORARAUEDY I 7 THEALTLS
YILI T DIAE—SAMERERTLET,
HAE
5L
EITE—F
AFRU—TAVTE—F
Ja—n\)LarvoiqgL—avE—F
aA—HHER
EEETHIUL
Ea—7a1—¥7hHok
ARl
AP# show copyright
/—k

Tl
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12.1.18. Power over Ethernet (PoE) DIRREFR =

AHNERK

show power inline

BREINGA—A
L
ShEd
Power over Ethernet(PoE) DIKAEZ R RLET,
AC 7HTH4RE F1=I%. PoE $AEE—NK (IEEE802.3at F1=I&. IEEE802.3af)
#xRRLET,
HAE
L
ETE—F
Ja—/n\)LarvoiqgL—avE—F
2—HHER
EBEThOUL
Ea—7a1—¥7hHok
AHBl
AP(config)# show power inline
J—k

Tl

12-25



12.2. Telnet H—/\

avUR—%&
ook HRE P11
N—23y
telnet—server ip enable TelnetY—/\DE X ED R TE (IPv4) 1.0
telnet—server ip port TelnetH—/\DTCPR—rES D ELE (IPv4) 1.0
tcp—keepalive—time TelnetiZ D EBEREFHDERTE 4.0
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12.2.1. Telnet Y—/\DEFX. F D EKTE (IPv4)

ANEX
telnet—server ip enable

no telnet—server ip enable

BREINTGA—4
L
EhBA
IPv4 @ Telnet Y—/\DE.ENEHRELFET,
telnet-server ip enable BAMIEHRELES,
no telnet-server ip enable EMIZHTELFET,
HAE
3
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# telnet—server ip enable
AP(config)# no telnet—server ip enable
J—k
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12.2.2. Telnet Y—/ M TCP R—FHBEE D E (IPv4)

ANEX
telnet—server ip port PORT

no telnet—server ip port PORT

BREINTGA—4
PORT
R—FBEBEHRELET .
% 7 ] RE #6 1~65535
EhBA
IPv4 @ Telnet —/\TERAT S TCP R—FEBEEELET,
HAE
23
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# telnet—server ip port 23
AP(config)# no telnet—server ip port
J—k

Tl
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12.2.3. Telnet &t O FEBE R H BRI DR E

AHNERK

tcp—keepalive—time TIME

no tcp—keepalive—time

BREINGA—A

#HE

A —HIER

AHH

TIME
HEBEERI(RRODBENSERESNT) HNoIRILAVYHETO
FrfEEsRELET .
X EFAEEEE 5 [9] ~ 15 [4]

Telnet $&#5%.SSH G D EBEFHREL TCaRIaVE T 58EM%
HELET,

15[43']

JO—/\)LariqgL—avE—FR

EEETHIU

AP(config)# tcp—keepalive—time 10
AP(config)# no tcp—keepalive—time

Telnet #8557 SSH E#IZT. OJ 1V T>TLSEBA.
AEFEDOEEEZBFYIZTA=HIZE. LyoF-AAT 7oL,
BEOJAVETSLELABYET,
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123. SSHH—/\

N—o30

ssh—server ip enable

SSHY—/\OE®.EMDKRE (IPv4)

1.0

ssh—server ip port

SSHY—/A\DTCPR—FEB DX TE (IPv4)

1.0

show ssh—server sessions

SSHY—/ Dty a iFHORT

1.0

tcp—keepalive—time

SSHiEfGE D EBIERH R DRTE

4.0

12-30




12.3.1. SSH Y —/\DHF%./ T DEXTE (IPv4)

AHNERK

ssh—server ip enable

no ssh—server ip enable

BREINGA—A

#HE

A —HIER

AHH

IPv4 SSH H—/\DEX EBHEFRELFET,
ssh—server ip enable BMEEFTT
no ssh—server ip enable BINNHELET,

JO—/\)LariqgL—avE—FR

EEETHIU

AP(config)# ssh—server ip enable

AP(config)# no ssh—server ip enable

Tl
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12.3.2. SSHY—/ ) TCP R—FBE DX E (IPv4)

ANEX
ssh—server ip port PORT

no ssh—server ip port PORT

BREINTGA—4
PORT
R—FBEBEHRELET .
% 7€ ] RE #6 1~65535
EhBA
IPv4 SSH H—/\TEAT S TCP R—+BEZIEELET .
HAE
22
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# ssh—server ip port 22
AP(config)# no ssh—server ip port
J—k

Tl
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12.3.3. SSH H—/\DEYvLaViERDETRT

AHNERK

show ssh—server sessions

BREINTGA—4
L
EhBA
IPv4 SSH H—/\Dtvia fGHRERRLET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
Ea—7a1—H7hHok
AHBl
AP(config)# show ssh—server sessions
J—k
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12.34. SSH #EHE O M EERHE BRI ORTE

ARERTEIL, Telnet FE#5E./SSH #EMFICEL T, XBOHREICHEYET,
[Telnet IEHDE B ERHBHDREIZSHBLTIESY,
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124. FFRIF\E=4

avUR—&
avUR B BE & it
N—ay
show rogue ap BEDOT7 IR RAMERD TR 1.0
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1241. ABROT7IEARSIOMERDET

AHNERK

show rogue ap [ ssid SSID | channel CHANNEL | ssid SSID channel CHANNEL ]

BREINGA—A

#HE

A —HIER

SSID
SSID Z¥EE T B EIHEALET,
CHANNEL
FrRIVERETAEEICERLEY.

RBEOT7 A RA UL DIERETIRELTRRLETS,

AT av[ssid SSIDIE LW channel CHANNELIZ$EE LA WLMS A1,
FTRTOFYRILIZHLT, BEICRZ 77 ARSUMEHRE
IRELTERRLETS,

[ssid SSID]#EELT=15E . SSID NIV F T 5. EFvRILTEIELTLS
TOEARAVDERET N TIRELTERRLET,

[channel CHANNEL]Z$5E LT=1&& (&,
BELIZFrRILTEHEL TS T I ARSI LD IERE
FTRTPRELTERRLET,

7585, [ssid SSID]&[channel CHANNEL1Z RIBFIZHEE L5 & (X,
TIF T BTV EARAVEDIERDAEWNELTRRLET,

Jo—/\)LariqgL—avE—FR

BEBETHIVE
Ea—7a—57ho ok
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AHH

AP(config)# show rogue ap

AP(config)# show rogue ap channel 1

FATTEEIZHE>TVWAEREA AT — R (B%1E SSID AR TEFA) D
iR HEDHNELTRRLET,
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12.5. ping

=
avUR i B
N—ay
ping IPv4 ICMP/\4y kD% {E 1.0
ping6 IPv6 ICMP/S4S vk MDiEE

7.1
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12.5.1. IPv4 ICMP /84 vhDiE(E

ARERX
ping IPv4-~ADDRESS OPTION

BREINTGA—4
IPv4-ADDRESS
A=y IPv4 PRLUREERELET .
OPTION
B{EATay
-t
FEIINDET, IEESNTZARRMNI ping #EELFET S
ZIEY BIZ(E, [Ctri]+[C] ZHL TSN,
-n
FEETHITI—EROMTY,
HRL-BEE. 4 [BINEEINET,
-
EENYIT7FDHAXTT,
HBLI-BEE., 32 N\ARARESNFET,
ERETIHESEE  1~65500 [/NAK]
Bl
IPv4 ICMP /Ny hE#EELET,
MHE
L
RITE—F
Ja—\)Lariq4JL—avE—F
2—HHER

EEETHIU
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A%l
AP(config)# ping 192.168.1.1
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12.5.2. IPv6 ICMP /S~ vk DiEIE

ARERX
ping6 IPv6~ADDRESS OPTION

BREINTGA—4
IPv6-ADDRESS
A—yb@D IPv6 PRLRERELET .
OPTION
B{EATay
-t
FEIINDET, IEESNTZARRMNI ping #EELFET S
ZIEY BIZ(E, [Ctri]+[C] ZHL TSN,
-n
FEETHITI—EROMTY,
HRL-BEE. 4 [BINEEINET,
-
EENYIT7FDHAXTT,
HBLI-BEE., 32 N\ARARESNFET,
ERETIHESEE  1~65500 [/NAK]
Bl
IPv6 ICMP /Ny E#EIELET,
MHE
L
RITE—F
Ja—\)Lariq4JL—avE—F
2—HHER

EEETHIU
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AHH

AP(config)# ping6 <IPv6 7KL X>

TELRIE, LTOEBERXELERELTOETS,
-EBRGLOGE

AP(config)# ping6 2001:0db8:abcd:beef:11aa:22bb:33cc:44dd
-0 4B 0004 — 4)DIHE

AP(config)# ping6 2001:db8:abcd:beef:11aa:22bb:33cc:4
"TRTODITA—ILRER(:)DIHZE

AP(config)# ping6 2001:db8:abcd:beef::4
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12.6. LED %%

avUR—%&
av Uk HaE i) I
N—ay
led indicate OPT-LEDRT. RiKDERTE (&R<FHA) 1.0
led disable LEDDE . EERTE 1.0
show led LEDOE® EMRT® 1.0

12-43




12.6.1. OPT-LED R4T. RiBDEE (&-FH)

ARERX
led indicate COLOR INTERVAL

no led indicate

BRE/INSA—4

COLOR
red.”blue./purple ZERLET,

INTERVAL
RATHKTEMESRELET,
0 BT
1 EXTERF. 250ms RXTL 250ms SHATLEY .
2 EXERF. 500ms MXTL 500ms SHXTLET .
3 R I R RATL. 1 RNEATLE T,

OPT-LED R4T/ RBEHRELET .

no led indicate A<Y KT, JHATLET,

ARITURIF, RSFATY,

FOPTJI%. OPTION MBETY ,

AROATUKRIEL. Twrite memory 12T AHENLZWOEIR RIOOTR
TY,

#HE

JHLT

Jo—/\)LariqgL—avE—FR

a—HER
EEETHIU
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AHH

AP(config)# led indicate blue 3

AP(config)# no led indicate

OPT-LED % led disable AR T, HITHRTELTLRIBEIE.
AROYURT,OPT-LED RIS HAHEIETEXE A
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12.6.2. LED OEZ.HFIHERE

ANERX
led disable name

no led disable

BENTA—42
name
@Rl (2g,5g.” act,” opt.”power) LED Z8ELFET .
HRELI-IGE(E. TTH LED #EHKTLET,
BENTA—FEERVILIHRIRROERELTOESYTY,
BENTA—E | EROVILIHIRIRT
2g 24G
5g 5G
act ACT
opt OPT
power PWR
HTL)
LED DF®h BN ERELET .
no led disable T, ¥ XT®D LED ZH/HICLET,
LED DEERIE. Twrite memory & RITLRK THENFF I RBRLET AV,
REDREFIL. Twrite memory INNLETT,
LED A #NIZBEIL TIL. Twrite memory INNILETT,
PRAE
IRTOLED B
EITE—F
J0—/\)LarI4Jb—avE—F
A—HHER

EEETHIU
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AHH

AP(config)# led disable

AP(config# no led disable

B RELGETHL BENREL-FHEEIL LED ARLTLET,

RFADMed indicate IAT R EFERAT HIHE.
OPT-LED MDEMREZITHHELNTLZEY,
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12.6.3. LED OFX.FIhFTT

ANERX
show led
BREINGA—A
5L
BL
LED QA EMKEBERTLET,
HAE
5L
EITE—F
Ja—n\)LarvoiqagL—avE—F
aA—HHER
EHETHIUL
Ea—7a1—H7hHok
ARl
AP(config)# show led
/J—k
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12.7. USB EiRHIH

N—3y

usb—power—enable

USBAL#TT—ZSM A DEM EHORE

2.0
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12.7.1. USB AU A7x—ANERBDEL /D HRE

ANEX
usb—power—enable

no usb—power—enable

BREINTGA—4
5L
BL
USB 13T —AMLHNENDHKEDERB’INEHRELET
HAE
#5 (no usb—power—enable)
EITE—F
usb0 A A7 —RAV T4 L—avE—FR
aA—HHER
EEETHIUL
A%l
AP(config—if-usb0)# usb—power—enable
AP(config—if-usb0)# no usb—power—enable
/—k
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128. EHEFHORREIERE

avUR—&
EXT HEsE s
N—ay
show tech—support TOZAILHYR—MERD R 1.0
copy AVTAT AR S EEEROIE— 4.0
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12.8.1. THO=HIYR—MEBRDET T

AHNERK

show tech—support [ no—pausing ]

BREINTGA—4
no—pausing
more [ZKBDRERUIYENIZHELET .
EhBA
TOZHILHR—MEBROBEE R TEITVET,
no—pausing /\TA—ARZIBEL-IGE (X, BIERTF D more [Z&BX Y]
UMNENZHEYET,
HAE
L
EITE—F
23 749 L—23avE—FR
aA—HHER
EHETHIUL
AHBl
AP(config)# show tech—support no—pausing
J—k

Tl
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1282. AV 2«45 /AR OY /HBIFHROOE—

AHERK
AREBEND TFTP Y—/\~DER%
copy AP_SND_FILENAME TFTP_SERVER ADDRESS [ SAVE_FILENAME ]
TFTP H—N\HSREEADERE
copy TFTP_SERVER ADDRESS LOAD_FILENAME AP_RCV_FILENAME

BENTA—42
TFTP_SERVER_ADDRESS
TFTP 4 —/\D IP 7RLRAEEELFT .
AP_SND_FILENAME
REEMND TFTP Y —/\NERE T HT7 M IVEHRELET .
HETESI7AIIE UTOEBYTY,
running—config So=ogav o4 L—ay
startup—config RBE—,7yTaAr o745 L—3>
default-config FIAINaL T4 L—23

eventlog AR kg
eventlog-backup A RO D/INVIT VT IT7ALIL
tech—support show tech—support D 3771 JL

AP_RCV_FILENAME
TFTP H—/\o XK EICEET HT7MIVERELEFT .
BEETESI7AILIE, FTEED 2 DT,
running—config S av o L—3y
startup—config RE— 7y TaAr o745 L—3>
macfilter—-config  MAC Z4J)LAa> 745 L—3Y
running-config Z¥EELT=15 & | Twrite memory IZRITRIZFREH

RERENFT,

startup—config ZEELT=15 6 . KEBEBRIHREMN
RERENFT,

macfilter—config [&. Y Ik 7/\—23> 7.0 LIRFIZT
FATEEY,

macfilter—config Z§EL1=5 & . [write memory |ZE1T#&I(Z
BENRBRINFET,

12-53



SAVE_FILENAME
BLASE TFTP H— N\ EDRETEI7MILBERELEFT,
T7A4IIE, ZIP BRICGEYET FERFDIEEE. ELTT),
T TIZTFTP Y—N\DIIL—rTALINIZHDT7AILB%E
BELEGSX. TOI7/ILELEZLET,

TFTP H4—NITIRETEHI7M LB DEH
{55 F AT B X = Sk i B 1~32 [XF]
FATEIXFIEIUTDESYTT
TILIT7RYREFHRXF (A~2Z)
FILITF7RYLERINF (a~2)
HFFA0~9)
TERLUSNDEESSA
¥(0x5C) . /(0x2F) . : (0x3A) .
*(0x2A) , ?(0x3F) ., “(0x22) .
<(0x3C) . »(0x3E) . | (0x7C)
AR
HBEL1=-15 4% AP_SND_FILENAME TIEEL=LHTER
Co7AILAIZHYET,

LOAD_FILENAME
REEITERET D TFTP H—/\DJ)L—+TA4LIRJIZERELT:
T7AIVBEEELET,

IBETEAHT7AILIL. running—config F1=I&. startup—config
DTHFRARITF7AIVIZHBYET FLRFOEEL. GELTT),
TFTP H—/N\IZTHRISNTWST7MILE DEH
{55 FA AT BE 3C°F S B 1~32 [3XF]
FATELIXFIEUTDESYTT .
TILIF7RYMEHRXF (A~2Z)
FILIT7RYLEHINXF (a~2)
HFFA0~9)
TERLUSNDESHA
¥(0x5C) . /(0x2F) . : (0x3A) .
*(0x2A) . ?(0x3F) , “(0x22) ,
<(0x3C) . >(0x3E) . | (0x7C)
THXARIZAILDBATI—FIE, LF FF=(F,
CRLF &BIZfEATRIRETY
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#HE

A —HIER

AREBLAREBITHEFKINT TFTP —/N\EDOMTI7ANEIE—LET,
REBMND TFTP H— /X TEST71ILIE,

«3>2 4% 774 JL (running—config.” startup—config” default-config)

A4 2774 )L (eventlog” eventlog—backup)

- TO=AILYR—MERT7 A )L (tech-support)

T,

F AREMNSEET HT7MIIETRTZP EfFShFT

TFTP =\ XEENLE TEDI7MILIL

a2 74% 774 JL (running—config. startup—config.” macfilter—config3 M 3
B)DHTY,

Hmacfilter—config (X, Y 7bz7/N\—3> 70 LIEICTHIATEEY,
AEBAGETEI741LIE. TFRAMERITBYET,
AEBETZEARLETEFRANI7MIILOBITI—FIE

LF E7=(%. CRLF LXIfEATRIRETT .

(Windows DTHFRAMITAEDHITI—FIL, CRLF HMEEDT-8)

Tl

JO—/\)LariqgL—avE—FR

EEETHIU
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ANl

REENS TFTP H—/ A\~ DERE S
AP(config)# copy running—config 192.168.1.10 running_cfg.zip
AP(config)# copy startup—config 192.168.1.10
AP(config)# copy default—config 192.168.1.10
AP(config)# copy eventlog 192.168.1.10 eventlog.zip
AP(config)# copy eventlog—backup 192.168.1.10 eventlog_bak.zip
AP(config)# copy tech—support 192.168.1.10

TFTP H—/\INS REE A DERE
AP(config)# copy 192.168.1.10 running_cfg.txt running—config
AP(config)# copy 192.168.1.10 startup—config.txt startup—config

macfilter—config (&, Y7k 7/\—23> 7.0 URIZTRATEEY,

Imacfilter-config | T F AR 7/ JLICERT 53T RIL, CLI &lF
BL5ERAaTUREFERALET,

ERAOTUROEMIL.

M5 13 & MAC J4/LA—EER7E ]

ESBLTEZS,
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129. YIMITT7DEHE/N—DaFER

avUR—%&
EXT HekE s
N—ay
software—update VIO T DOEH 1.0
show version VYIRIITDIN—a DFRR 1.0
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1291. YIFI9I7DEH

ANERX
software—update ipaddress FileName [ Time ] [ length LENGTH ]

BREINTGA—4
ipaddress
TFTP H—/\D IP PRLRER—F BB EHRELE T,
151 192.168.1.1:69
R—rESZERLIGEE . R—FESIE. 69 [THYET,
FileName
I7—LIT7RBEHRELEFET,
Time
AUO0—RFELUETAATT %, BEEBRBETORMEE
HELET.
HBL-BEE. 0 [RIRVET,
ERERTREEIRE  0~86400 [F
LENGTH
AR DN T YNRERELET .
HRL-BE(X. 1468 [BytellZHYET,
ERETHESEE  512~1468 [Byte]

BESNI= TFTP H— I\ 7— LDz 7#WEFL. IT7—LOIT7DES

BZEITULNET,

BEBLEFLW I 7—LD 7 EF AT HRICITBEEHINSLETT,
HAE

L

Jo—/\)LariqgL—avE—FR

a—HER
EEETHIU
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A%l
AP(config)# software—update 192.168.1.1 XXXXXX.bin

aL
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1292. YIFIITTFDIN—23> DR

ANQE
show version
BREINGA—A
5L
BL
YIRD T /IN—23> BOOT N—Pay BHmEmERRLET,
HAE
5L
EITE—F
£a 745 L—3vE—FR
aA—HHER
EEETHIUL
Ea—7a1—H7hHok
ARl
AP(config)# show version
/J—k

Tl
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12.10. 5% —

avUkR—&
avUk HaE G
N—ay
[?2]%— ERATEDITUNEE, EARREL T av0REF | 1.0
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12.10.1. EATERaTURERIE. FATTREA T a0 R T

BREINGA—A

#HE

A —HIER

AHH

el

BEDOOTAVTHIUD  BEVSMBEBTHEATESIYUNE
KRLFET,

T ATV THAGIEE AV UFANRFA T, [? 180T &
ERAIREIRIE AT avERRLET,

Tl

ARL—3EF—K
20 049 L—30F—F

BEBETHIVE
Ea—7a—57ho ok

AP(config)# ?
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F13E MAC JqJ/ILE3—IEERE

AEX UTOEYTHEHATES MAC (LA —IEREERAIYURIZDOLVTERBALET,

-NetMeister DAY FEITHEEZE AL T NA1500A ~NEEET D,
[ copy 1A F DI macfilter-config I T ¥ AR 77 ILEREZEF AL THRET 5.
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13.1. MAC D4 J)LA—$REEHAa<T R

KAEITURF, REICRBRT HFETIC, BRI DZELAHYET

NetMeister DT FEITHEBEZ S U copy 1T R DI macfilter—config | TF AR I77 1L
TEATES MAC J4)LA— B E AV RIZDOWTERBALET,

MAC J4)LA—ERERITURIL,

TMAC 4 ILA—IEEREFRAEE XUBLUTMAC J4)LE2—IERFH MAC PRL RIEE ]
D 2 TICTHERLET,
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13.1.1. MAC 4L A—EEREAEE X

ANERX
mode_set mac filter { SSID } { allow | deny }{ add | del | renew }

BREINTGA—4
SSID
MAC J4JLR%EERTET 5 SSID BEHRELET,
allow / deny
RETDVRADEHFAIYRANE L, FREFRI RN EREELET S
allow R RRDIGE EELET,
deny AR RLDIGE.IBELED,
add / del / renew
DAMIR L TROBEEERRELET
add MAC 7L REREMDEIZHEELET .
(EHTRLREER)
del MAC 7L RERIHIBRDEFICHEELET .
(EHTFLREET)
renew MAC ZRL R RMERIERLET (.
MAC 7RL R AL HIBRDBEFIZHEELET
GEE]
AU RSO STREHAY RMADYIYE 2 FE L[, R YRS RE
ANDYYBEZZETOIBEE. renew NSA—FEFERALERLED,
Bl
AIMAC Z4)LA—ERREREE XUIE.
TMAC 74 )LA—$EERTEA MAC 7RL RIEE UK T 2E11E%
BELET.
/J—k

AROTURIE, EBICRIRT BETIZ, BREIAMMNBIEERHYET,
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13.1.2. MAC J4)L3— B EH MAC Z7RFL RIBEX

AHEK
[KMAC 7KL X-1><MAC 7KL ZX-2>---++- <MAC 7KL X-256>]

BRE/INSA—4
<MAC ZRL RX-1><MAC 7KL ZX-2>,---++- <MAC 7KL X-256>

120 SSID [T T B TAILEARED MAC PRL REEHIEENTIETT ,
£R2MD MAC PRLRIZ, hoREHYT 1 {TISTRELET .

1 {TICERETES MAC 7RLAHIE, Fx K 256 fE TIEETE.

&ED MAC PRLRAETHEITE T . Ao YR YUY T, EfRaLEBLES S

TMAC Z4/)LA—EEREREE XINEERNBRER MAC TRLRIEEX D
NEICKYLUTOENMELL S,
ladd |DIZE AOTURTRELI- MAC PRL RAZERIEMLET
[delIDIHFE AOTURTRELI MAC 7RL RZERIHIBRLET
lrenew |IDIHZTE AIAVYUKRTMAC PRLRFIRET HIEEELLZWNGE
T.BELNELGYFET,
<ARIAYURTMAC PRLRFIEELIZEE >
T TIZEEESNTILNS MAC PRLRZ T RTHEEL.
HEAEL ., #Ff=IZFBE LT MAC PRL A D #H%
EHRLET,
<ARIOTURTMAC TRLRZEIEELLGWLMGE >
T TIZEEESN TS MAC PRLRZIRTHEEL
MBELET,

GEE]

& MAC 7RLRADREEHEMK L. A7y EI2any TRYYET,
=ED MAC PRLADEHDHEIE . T BITEIT>TZELY,
AEBCTREWTRELTIANI7/LOHITI—FIE

LF E7=IX. CRLF L4 (CfEATRETT .

(Windows DT FRAFIT42DHITI—FIL. CRLF M ZED =)
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ARIMAC 74 )LA—$EEREFR MAC 7RL RIEE X1,
TAILBEITIRERD MAC PRLRZIEELE T,

F1=. IMAC I L A— AR ERAEE X IO RDITIZEBLIIGEDH
BREav U RELTHROAET,

AROTURIE, EBICRIRT BETIZ, BREAIMNBIEELRHYET,
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13.1.3. MAC I+ J)LA—FEERE D= Al

KARATURIT HEICRB T BETIC, BEENAINBEENHYET,
(1) 12 SSID [Zxt9 % MAC I4J)LA3) XD EEEHI
(1-1)  MAC 7KL ZX<AA:AA:AA:-AA:AA:AA>&<BB:BB:BB:BB:BB:BB>%

SSIDISSID-11M MAC F4JLAYANZ{EREBMT B5E
@D A RARA~DOERIE

mode_set_mac_filter SSID-1 allow add

AA:AA:AA:AA:AA:AA BB:BB:BB:BB:BB:BB

@ FEHFA)RARADERIEM

mode_set_mac_filter SSID—1 deny add
AA:AA:AA:AA:AA:AA BB:BB:BB:BB:BB:BB

(1-2) MAC 7FL AR<KAA:AA:AA-AA:AA:AA>E-<BB:BB:BB:BB:BB:BB>%
SSIDISSID-11M MAC F4J)LA AR SERIHIRT 155
@ EFFEIY R O 1E B &I BR

mode_set_mac_filter SSID-1 allow del

AA:AA:AA:AA:AA:AA BB:BB:BB:BB:BB:BB

@ AEFRIY RARHNS DE R Eil B

mode_set_mac_filter SSID—1 deny del
AA:AA:AA:AA:AA:AA BB:BB:BB:BB:BB:BB

(1-3) TRTOH MAC PRLXIEH%
SSIDISSID-110 MAC /LA ARHSEIRT H15E
D BRI ARET RTHIER

mode_set_mac_filter SSID-1 allow renew

Q@ FEFRIARNET NTHIBR

mode_set_mac_filter SSID-1 deny renew
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(1-4)  FRTDH MAC 7RL R1E#i% SSIDISSID-110D MAC T4 JLA) RS
IR THIBRL T, MAC J4JLBY ARAHIRRIZ MAC 7RL R
<AA:AA:AA-AA-AAAA> E<BB:BB:BB:BB:BB:BB> % &% 9 515 &

@ FFRIVRNEFRICIERL

mode_set_mac_filter SSID—-1 allow renew

AAAAAA:AA:AA:AA,BB:BB:BB:BB:BB:BB

@ FEFAIANEFRICVERL

mode_set_mac_filter SSID-1 deny renew

AA:AA:AA:AA:AA:AA,BB:BB:BB:BB:BB:BB

GEE]

& MAC 7RLRIF. AV REEIY T 1 fTICTRELFET .

& MAC 7RLADEE K&, Ao T7yrZLIzanyTREYET,
ATURDOTREICIE. ZEOTEESGELNESICLTIZELY,
£RDOARUEITORBKICIE, HITEITo> TS,
AEBCTREWTRELTIANI7/ILOHITI—FIZ

LF E7z[X. CRLF L4 (ZEATRETT .

(Windows DTHFRAFITAEDHITA—KI&, CRLF H1ZEDT=8)
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(2) B3 ®D SSID (2319 % MAC T /LA R+DER &I
F(1)1 DM SSID IZxtd % MAC Z4J)LA XD FEHHI I TERLT:
NEZ—EICEREELET.
LT OEEZREICITIGE

@

@

© ®

SSIDI'SSID-11MDEFATY) RAMZ,

MAC 7 KL R<AA:AA:AA:AA:AA:AA><BB:BB:BB:BB:BB:BB>% & Al :& 1l
SSIDI'SSID-2 1D EFA!) AR,

MAC 7 KL R<AA:AA:-AA:AA:AA:AA><BB:BB:BB:BB:BB:BB>% & All :& /Il
SSIDISSID-31DEFAT) AM i,

MAC 7 KL X<AA:AA:AA:AA:AA:AA><BB:BB:BB:BB:BB:BB>%1{& Al &Il B&
SSIDISSID-41DEFRIJ AN, T RTDH MAC 7KL RZHIBR
SSIDISSID-51DEF A ARM D, TRTD MAC 7RLRAZHIBRL.
F=(ZEFR ) ARA

MAC 7 FL X<AA:AA:AA:AA:AA:AA><BB:BB:BB:BB:BB:BB>% & j!l ;& il

LU % NetMeister AT R EITHREBE@ET-IL.
lcopy IR R DI macfilter—config | T ¥ AR 77/ IL~A—EIZEBEHLFET,

mode_set mac filter SSID-1 allow add (EED)
AA:AA:AA:AA:AA:AA,BB:BB:BB:BB:BB:BB
mode_set_mac filter SSID-2 allow add (E52Q)
AA:AA:AA:AA:AA:AA,BB:BB:BB:BB:BB:BB
mode_set mac filter SSID-3 allow del (EEE®)
AA:AA:AA:AA:AA:AA BB:BB:BB:BB:BB:BB
mode_set mac filter SSID—-4 allow renew (EEE@)
mode_set mac filter SSID-5 allow renew (EEE®)
AA:AA:AA:AA:AA:AA BB:BB:BB:BB:BB:BB

GEE)

& MAC 7RLRIE. AR EIY T 1 4TICTRELFET

& MAC PRLRADEEHEBRXIE. AT yrZEITan  TREYIYET,
ATUROITREICIE. ZEOTEESGEDEIITLTIZEL,
BAROATURITOREKIZIE, RITETOTEEL,
AEBETRETRELETERNI7MILOHITI—RIE

LF Ffz(&. CRLF &LIZERATIEETT

(Windows DTHFRAFITAADHITA—NKIE, CRLF H'ZEDT=)
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141 E—FER

PoE r—7J JLEERIC K DA ERA
> F-=1%
v AC 74 T H1ERGIC & DA BRI

[ YIrY T 7HEE ]

A
l

NG
ThHIU INAT—K

\ 4

A7

EEFO4 1 > HIBR 2k
EEETHIUM:A
Ea—7a—%7hHk: 16

reboot

reboot FEZ3 Fooil

Yes
RO A A —/\—

No
AJA R4 T

\ 4

reboot N
| ARL—3vEF—FK exit

A

\ 4

configure exit or [Ctrl]+[Z]

) AJAVBATET

reboot | Ja—n\)LaroiqgL—avE—F ]

interface A<k or exit or | (EEIERE)

[Ctri]+[Z] SSID a< 2K or

ap control AR

ATAVB4A4<ET

AR ITT—RAV T4 L—avE—K/ \
SSID A4 L—3avE—K/
NET O EARAVNEBRE—FR
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14.2

14.2.1.

14.2.2.

KOTAVTFTH OV MEBRTCHERATESaTUR

BBEET7HIUITEATESATUR

AEICEBLTVDITRTOITUNEFEATEEFY,

Ea—731—¥7hoUbCERATESITUR

AEICERBLTLDITUEDSB,

LTFIZRELTWASITUREFEATEEY,

Ea—731—4F7hIUrCHATESIVIR—F

ARL—avE—F

JO—/\)LariqgL—avE—FR

configure
exit
show copyright

exit

? (help 8)

show arp entry

show arp statistics
show associations
show buffers

show clock

show copyright

show error—log

show hardware

show interfaces

show ip filter

show ip filter statistics
show led

show logging

show logging statistics
show mac filter

show memory

show nm information
show ntp

show power inline
show processes

show radio—nol

show rogue ap

show snmp—agent community
show ssh—server sessions
show terminal

show uptime

show version

show watchlist
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143 <a—bhybkdx—

a—thykF— ME

[Ctri]+[P], F1=IK[ 1] 1 DETNZA AL REHLWNENSHUHLET .

[Ctril+[N], FF=IK[ 1 ] 1 DRICAALIOTUREFUHLET .

[Ctri]+[B]. F=IL[<] h—IIL%E 1 XFEICBHLET,

[Ctrl]+[F], Ft=IX[—] H—IINE I XFARIZBELET,

[Ctri]+[A] A=V I MEZITORBEIZEELET,

[Ctri]+[C] aARURDANZEHEL, ROITICEEILES,

[CtrI]+[E] A=V IEETOREIZEEILES,

[Ctri]+[D] H—VILMEDXF%E 1 XFHIRLET

[Ctri]+[H] A—VILMLEDRIDXFE 1| XFHIBRLET .

[Ctri]+[K] A=V ILENSITRETEHIBRLET

[Ctri]+[Z] ABIT—RAV T4 L—aVE—R /SSID AV 745 L—3
VE—R/B—N\)LaAr o4 b—avE—Rh oA RL— 3y
E—RFIZEBLET,

ARL—2avE—RTHEALESERIF. BT TIMNET,
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144 BEET7HOINRBEZREICERATESAXXFEXFH
BEETHY BRI CERATERXEEXTHIE. LTFDEBYTT,

EBETH IO 1—FZ (New username) CEATEAXF

TRAF—XFH, KXF/INXFIERFENhFET,
fFERAFREX FHE E 8~16 [XF]
FERAARESCFIIUTOESYTY,
FILIT7RYMEHRXF (A~2Z)
FILITF7RYLERINF (a~2)
HF+MH0~9)
REFA-UNI) I (FUE—RIT7)I1DH
XKTIfZL. KBBIZ T-(NAT2) ]| (XERTEEEAS

EEETHIURDISAT—FK (New password) CIEFRATEAXE

T AEX—XFH, KXF/INXFIERFNENFET,
{5 FA BT BE XX F 3 B 8~249 [XF]
FERATREXFIILTOESYTY,
FILIT7RYMEHRXF (A~2Z)
FILITT7RYLFEHINLF (a~2)
HF4A0~9)
ERR=E ¥
(FEEIE. DY O LTB=HIZEATRRLTVET )
o # |$ |% (& [( |)
* + , - . / : ;
= |> |@ |[[ |\ |] -
_ | | |1 ~

CEEIARRT—RIE, #RRBLGCFIOMAEHEICTHREL TS,
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14.5

14.5.1.

NetMeister N> EITTEHIATUR
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