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1.1.ARL—SaVE—F

avUR—&
ook HERE G
N—3y
configure AV IT4TL— 3 E—RADIT 1.0
exit Ay 7o~ (BRBRY) DET 1.0
(R F) J8—/\LaAr T4 L—av DT 1.0
reboot HEENDEIT 1.0
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111, aAvI45L—a>vE—RADBIT

ANEX
configure
BREINTGA—4
5L
H Lz
AV T4 L—avE—RIZBITLET,
HHE
5L
EITE—F
ARL—2avE—F
A—HHER
EEETHIUL
Ea—7a1—H7ho bk
A%l
AP# configure
Enter configuration commands, one per line. End with CTRL+Z.
AP(config)#
/J—k
5L
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1.1.2. AJ7O9rBRRY) DEST

AHEK
exit
BREINGA—A
L
EhBA
BE—FHS 1 BERTOE—FIZEITLET .
ARL—2a v E—RTOERTEEX. O 7OMNET,
HAE
L
EITE—F
ARL—avE—F
&3 749 L—avE—FR
aA—HHER
EHETHIUE
Ea—7a—57ho ok
AHBl
AP(config)# exit
AP#
J—k

BAVBIT—RAV T4 L—aVE—R/SSID AV 745 L— 3V E—FK
TETTHET -\ T1TL—30F—RIZEBBLET,
A=A 74T L—avE—RTRITTHEFRL—LaVE—FIC
EBBLET,

ARL—23 EF—RTETTHE. BT T7IMFET,

1-4



11.3. FO—n\)ILar745L—23o~DBAT

AHNERK
[ ! 13— (RRER)

BRE/INSA—4
L
ShEd
BAVBIT—ARAV T4 L—30F—K./SSID AV T4 L—30E—F
Mg O—/\Lar I L—arvE—RIZBITLET,
HAE
L
RITE—F
ARL—avE—F
232749 L—YavE—FR
aA—HHER
BEBETHIVE
Ea—7a—57ho ok
AHBl
AP(config—if-GigaEthernet0)# !
AP(config)#
/—hk

BAVBIT—RAV T4 L—aVE—R/SSID AV 745 L— 3V E—FK
TETTHET -\ T1TL—30F—RIZEBBLET,
JA—\)arI4JL—avE—R /AR —3 v E—RTEITLTH
thOMEEICIETEBBLEL A
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1.14. BEEDXETT

AHNERK

reboot

BREINGA—A

#HE

A —HIER

AHH

el

FEZHEHLES.
reboot AV R ERITS &, BHICHEBDEZENKRTIN,
ves EANL-5E . BEBZEBLET

ARL—3EF—K
JO—/\)LariqgL—oavE—FR

EEETHIU

AP# reboot
Are you want to reboot the AP? (Yes or [Nol): y
# reboot....
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Fo2¥E 4SJOo—N)Lavor4FL—3vE—F

AEF . VO—/\ LAV T4 L— 30 F—RIZDOWTEHRBALEY,



21.45' a—/\)Laro245L—3y

avUR—&
EXT HekE s
N—o30
hostname RAMEDETE 1.0
username Ea—731—H7hoorDEMEHI 1.0
password AN 1I—/INAT—KDEE 1.0
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2.1.1. HRAMEDEEE

AHNERK

hosthname HOSTNAME

no hostnhame

BREINGA—A

#HE

A —HIER

HOSTNAME
RAMBERELFES,
TAX—XFH, KXF/INXFIERFESNET,
{35 F AT B X = $h &0 B 1~79 [3XF]
FERTEXFIIUTOLELYTT,
FILITF7RYMEHRXF (A~2Z)
TFILIT7RYLFEHINLF (a~2)
HFHAH0~9)
RBEFA-UNTV) 1. T (FoF—RIT7) 1D H

AEBDODRANEEHRELET,
TR TRIE TAPITY,
AIATURT, FOVTRRERAEDLYET,

AP

Jo—/\)LariqgL—avE—FR

EEETHIU
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A%l
AP(config)# hostname NA1500A_AAAA
NA1500A_AAAA(config)#

no hostname T, #EARRIZEYET,
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21.2. EBa—7a1—H7hHoor0ENEHIBR

AHNERK

username USER-NAME PASSWORD

no username USER-NAME

BREINGA—A

USER-NAME

A—HRBERELFET

TAF—XFH, KXF/INXFERFEShFET,
{5 F T RE S F $ #E F 8~16 [XXF]
FRATRXFIILUTOESYTY,

PASSWORD

FILITF7RYMEHRXF (A~2Z)
TILIT7RYRERINKF (a~2)

HFFA0~9)

REFA-UNAIU) I [ (FoF—RIAT7) I1DH
XT=1=L. LEEXFIZ "-"UNATV) (EFAAT

INRT—FREFRELET,

TFARAEX—XFH, KXF/INXFIERBENFET,
{55 FA AT B XX = $h i B 8~249 [XXF]
FRMREXFILUTOESYTT,

FILIT7RYMEHRKXF (A~2Z)
TFILI7RYLERBINLF (a~2)
HFH A (0~9)

RBE+A

(FEREIE. hMW PRI LT 5HICEATRRLTVET )
! “ H $ % & ( )
* + . — . / : ;
= |> @ |[ [\ |1 |7
{ | ] ~
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#HE

A —HHER

AHH

Ea—7 31— 7AVUFOERERIBRETVET,

go—/\)LariqgL—oavE—FR

EEETHIU

AP(config)# username Taro—XXXX ABCDEFGHIJKLMNOPQRSTUVWXYZ

Ea—7a1—¥7hoorME 1 BERTEET,

FTICE2A—TF7 31— T7HIUEFINTODRETRITURE
EIT9 &,

Ea—7a31—H7hoUMME LEESN IBEA—T7 21— 7hIUME
FERTEGRYET,

HELIEA—T71—FT7hUUrEERLT. R

AT A TEH1—FHIE 16 L—HFFETTT,
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213. AL HOI—FIIRT—FOEE

AHNERK

password OLD-PASSWORD NEW-PASSWORD

BREINGA—A

#HE

A —HIER

AHH

OLD-PASSWORD
EBRRID/NRT—FEAHALET,
NEW-PASSWORD
ERHD/INRT—FEAHALET,
ERAABESF T AEX—XF5|
M.
[Ea—7a—Y7h o bDEmE
HIBR1ZSBLTZALY,
{3 F AT BE XX = $h &0 B 1~249 [XF]

REQYSAoBO1I—HDONNRT—RELEELET,

sl

Jo—/\)LariqgL—avE—FR

EEETHIU

AP(config)# password 1234567890 abcdefghijklmn

L HEZ. write memory #{TO5Z T, REFESNZET,
write memory #EELLGWNGES L. BEBF. TO/NNRXT—KRIZRYET,
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FI3E AU587x—RAHEE

KEF. . AE7—RAEBEDIATURIZDOWTEHRBALET,



31. 437 —RaTF

avUR—&
ook HREE P11
N—o30
interface AVBT—RAV T4 T L—2avE—RFADBAT 1.0
shutdown WMBAUATI—RDE BEIDERTE 1.0
clear counters A 37 1—RFEHERDIEE 1.0
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31.1. AV8I7x—Ra2I45L—aVE—FR~AD#BIT

ANERX
interface INTERFACE
no interface INTERFACE

BENTA—42
INTERFACE
A2371—RBEANLFT,
INTERFACE DL, LT DEHYTT,
GigaEthernet0
GigaEthernet1
radio0
radiol
usb0
vlan VLAN-ID
REAETT—RITHEYET,
VLAN-ID [EETES ID fEIL. u FF=[E. 1~4094 TY,
RIEFICRGSID # 16 HETHEATEET.
u FEERF
Untagged—-VLAN Z#{ERALET,
utEEIL. 1 FEE 1 DETIERATRETT
1~4094 15 E B
Tagged-VLAN ZfEALEY
VLANID (TagID) EEL TRILESEEHIER T
EFEEA
1~4094 $55E ¥ . VLAN-ID (. tagid ELTH
ERSNET,
GigaEthernet0.<Virtual Interface ID> {§l GigaEthernet0.1
RBART—RIZIFYVET,
Virtual Interface ID .
1~16 THRA 16 HFETHEMATHETY
GigaEthernet1.<Virtual Interface ID> f§ll GigaEthernet1.1
RBA BT —RIZHYET,
Virtual Interface ID .
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1~16 TwX 16 AEXTEATEETT,

AVBITT—ARTEDHE NRERRETITE—FABITLET,
BRBAUATI—RE—ROTURERTTEET,
REBAET—RERELIZZE . RBDAUFT—ADE TN

AR ITT—REEBL. AVBTI—RTEDHRTE RERTEITOIE—FA
BITLES,

no ARURTIRBAU AT —RZHIBRLET .

#HE
A

Ja—n\)Lariq4JL—avE—F

VLAN /2B 71—V 749 L—avE—FR
GigaEthernetO.X /2B J7x—AXa> 749 L—30F—FK
GigaEthernet! X /22271 —XAV 745 L—30E—F
GigaEthernet0 /22 7x—RaAV 740 L—3VE—FK
GigaEthernet! /22 71—2RXaA 740 L—3VE—FK
radio0 /27T —RAV T4 L—3vE—FK

radiol /> #7x—RAV T4 L—avE—FK

usb0 A A7 —RAV T4 L—avE—FR

a—HER
EEETHIU
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AHH

AP(config)# interface vlan u

AP(config)# no interface vlan u

AP(config)# interface GigaEthernetO

AP(config)# interface GigaEthernet1

AP(config)# interface radio0

AP(config)# interface radiol

AP(config)# interface GigaEthernet0.1

AP(config)# interface GigaEthernet1.1

AP(config)# interface usb0

AP(config)# no interface GigaEthernet0.1

AP(config)# no interface GigaEthernet1.1

no AWK IFREBA2T7—XHATY,
¥write memory METSINDETIE. BFERIIRTSNEF A,
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312. BREAUEII—ADED/ EHDERTE

ANERX
shutdown

no shutdown

BREINGA—A

WEBAVATI—ADEHN BN ERELET,
HEDAFATT—R
GigaFtgernet0(UntaggedVLAN B5)
GigaEthernet1(UntaggedVLAN B¥)
GigaEthernet0.X (TaggedVLAN B¥)
GigaEthernet1.X (TaggedVLAN B¥)
shutdown ZEXE T HELMBA A TT—REEITLET,
no shutdown X EJ HEMBA AT —REBRICLET,

HHE
GigaEthernet0 H%h
GigaEthernet1 "%

GigaEthernet0 4 271 —Xa2 749 L—33E—R(UntaggedVLAN B¥)
GigaEthernetl /2271 —Xa> 745 L—3FE—K (UntaggedVLAN B)
GigaEthernet0.X /2271 —Xa2 7449 L—32F—NK (TaggedVLAN B¥)
GigaEthernet!. X /2271 —Xa2 7445 L—32F—NK (TaggedVLAN B¥)

a—HER
EEETHIU
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AHH

AP(config—if—-GigaEthernet0)# shutdown

AP(config—if—-GigaEthernet0)# no shutdown

shutdown ZERTET HERBA VA TT—ADIKEE
BEIRIZA I RREICL EZEFFLESEET,
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313. AVAII—RIEEHEHRDEE

AHNERK

clear counters [ INTERFACE ]

BREINGA—A

#HE

A —HIER

AHH

INTERFACE
A2371—RBEANLFT,
GigaEthernet0
GigaEthernet1
radio0

radiol

AUBTT—ADREHEHREHELES .

sl

Jo—/\)LariqgL—avE—FR

EEETHIU

AP(config)# clear counters

AP(config)# clear counters GigaEthernet0
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FT4E  VLAN /471 —R

AREIL.VLAN /23 71—ADATRIZDOWNTEHRBALET,



4.1.VLAN

avUR—&

avoR HEAE G
N—ay

vlan enable VLANDEZh EIIDERE 1.0




4.1.1. VLAN OFE®./FEHDHRTE

ANERX
vlan enable

no vlan enable

BREINTGA—4

5L
BL

BRTELT- VLAN OB EHEHRELET,

vlan enable VLAN MEMIZHYET,

no vlan enable VLAN DWNEMIZHRYET,
HHE

#EA1E# . UntaggedVLAN (vian u) IREET, AR HE->TLET,

iR VLAN 1EREF (&, MO S DRRIZEYET,
EITE—F

VLAN A28 7x—RaAv 749 L—30E—R
aA—HHER

EEETHIUL
A%l

AP(config—vlan u)# vlan enable

AP(config—vlan u)# no vlan enable
/J—k

el
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42.1P 7FL R

avUR—&
v HEsE s
N—o30
ip address IPVva7RL AMDERSE (CLIA) 1.0
ip route F—bk2TATRLADERTE 1.0
dns server DNS H—/\7FLRADEETE 1.0




421. IPvda PRLADERE

AHNERK

ip address { ADDRESS/MASKLENGTH | dhcp }

no ip address

BREINGA—A

#HE

A —HIER

ADDRESS
CLIA7FLRA(PVA TRLR) ZFEIEE Y SIGRICHELFET,
MASKLENGTH
TRAIR(0~32 )EHRELET,
dhcp
DHCP H—/\IZ&B IPv4 PRLREIY ETEAMICLET,

CLU 7 XD IPv4 PRLREERELET .
DHCP H—/\Ao D7 L RERG IR E R T,
GigaEthernet0.” GigaEthernet1 8 &8,
GigaEthernet0.x.” GigaEthernet1.x ZfE L T.
DHCP H#—/ATFHOERTHIENTEET,

dhcp

VLAN A28 7x—RaAV 745 L—30F—FR

EEETHIU



A%l
AP(config-vlan u)# ip address dhcp

AP(config—vlan u)# ip address 192.168.1.245/24

AP(config—vlan u)# no ip address

write memory MEITEINZETIE., IFHRITRTSNEE A,




422 H—kHTAFPRLRADEE

ANEX
ip route GatewayAddress

BI85 A5
GatewayAddress
GATEWAY ZREL R ( IPvA 6 ) &FENIEET HIHEIC
RELET,
BL
F—brOzAT7RLREHRELET,
ip route A RI&, ip address ZEE 7 FL AR EFDABEMTY ,
ip address % dhep [ZERTELTL\BIBE (. ip route HBEEIRIIZ dhep [Z
REIND-D, RIRSNFE A,
HAE
dhcp
EITE—F
VLAN /2B 27—V 749 L—avE—FR
aA—HHER
EHETHIUL
ARl
AP(config—vlan u)# ip route 192.168.1.1
/J—k

write memory MEITEINZETIE., IFHRITRTSNEE A,




423. DNS H—NFELRADERE

AHNERK

dns server { IPv4ADDRESS [priority PRIORITY] | dhep }
no dns server { IPv4ADDRESS | dhcp }

BREINGA—A

#HE

A —HIER

IPv4ADDRESS
DNS H—/N\TF7rLRA(PVvAZFENIEE T DB EICRELEFT .
PRIORITY
BEE(~16). EOXENELDONEXTT,
dhcp
DHCP H—/\MoT7RLRZERFELET .

DNS H—/N\7KLRZHBELET,

dhcp

VLAN A28 7x—RaAV 745 L—30F—FR

EEETHIU



AHH

AP(config—vlan u)# dns server 192.168.1.1

AP(config—vlan u)# dns server 192.168.1.1 priority 1

AP(config—vlan u)# dns server

AP(config—vlan u)# no dns server 192.168.1.1

AP(config—vlan u)# no dns server dhcp

write memory MEITEINZETIE. FRITRTSNEE A,
EHBRTEL-EE . DNS H—/\DBEIEIETFTEDOEBSYTY,
priority RFETE > priority & E (BUIEK) > priority 18 E(HUE /) > dhep




F5E A—YRyrIAR2TI—X

AREL. A —HYHRIYNMIATT—ADATURIZDOWNTEHBELED,



5.1.9EBAL30x—X

avUR—&
ook HRE P11
N—23y
port—speed MBAURITI—ADBEERES LV 1.0
2B ETEDHRTE
port-mdi-mdix WAL BT —XDMDIDEXTE 1.0
port-shutdown MBAUATT—ADERN EIDEHRTE 1.0

5-2




511. PEBAUATI—ADBEERELSIVL-E F_EDHKTE

ANEX
port—speed PORT-MODE
no port—speed

BREINTGA—4
PORT-MODE
AE—KR. 228 3= F, Ff-1d Autonego #ERLET .
1000full 1000Mbps £ F&E
1000half 1000Mbps ¥~ E@{E
100full 100Mbps & = F&{S
100half 100Mbps F —E@{E
10full 10Mbps £ E &5
10half 10Mbps $ = FH&IE
auto Autonego(RE—K . £Z-F "% BHE)
Bl
MBALATI—ADBERESSLVLE_E A FFEHRELFT,
MHE
auto
EITE—F
GigaEthernet0 /22 71—RaAV 74 L—aVE—FK
GigaEthernet! /22 271—RXa 740 L—aVE—FK
2—HHER

EEETHIU
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A%l
AP(config—if-GigaEthernet0)# port—speed 1000full

AP(config—if—-GigaEthernet0)# no port—speed

no port-speed E{TH, A—rRILI—1avVIZRYET,
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512. YBALHT71—X0) MDI DEEE

ANEX
port—-mdi—-mdix MDI

no port—mdi—-mdix

BENTA—42
MDI
MDL/MDI-X ZEEHELET .
mdi MDI ElEIZERELET .
mdix  MDI-X BEIEIZRELET
EBA
MEBALRZTT—RD MDI ZERELFET
no port-mdi-mdix E{TH. auto mdi IZERESNFET .
MHE
auto mdi
ETE—F
GigaEthernet0 /22 71—RaAV 74 L—aVE—FK
GigaEthernet! /22 271—RaAV 749 L—3VE—FK
2—HIER

EEETHIU
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A%l
AP(config—if-GigaEthernet0)# port—-mdi—-mdix mdi

AP(config—if-GigaEthernet0)# port—-mdi-mdix mdix

AP(config—if-GigaEthernet0)# no port-mdi—-mdix

el
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513. YEAUEII—ADED./ EHDETE

ANEX
port—shutdown

no port—shutdown

BREINTGA—4
5L
BL
MBAUAITI—RADEYN BHEHRELET,
RNEDAZTT—RIE UTDELY T,
GigaEtgernet0
GigaEthernet1
port-shutdown ZERXE T HEYME A A T—RAR—R) #EMIZLET,
no port-shutdown #&RE T HEMEBA 2T —AKR—NEEMIZLET,
HAE
a0
EITE—F
GigaEthernet0 /22 71—RaAV 74 L—aVE—FK
GigaEthernet! /22 271—RaAV 749 L—3VE—FK
aA—HHER

EEETHIU
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A%l
AP(config—if—GigaEthernet0)# port—shutdown

AP(config—if-GigaEthernet0)# no port—shutdown

aL
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5.2.iREBA37x—R

avUR—&
R e B
N—ay
vlan VLANY JL—T DEBIRETE 1.0
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52.1. VLAN ZIIL—F0O:EIRKE

AHER
vlan VLAN-ID
no vlan
BRE/INSA—4
VLAN-ID
HRERAVLAND D ZIEELET,
VLAN-ID [C3EETEH ID {ElL. u =&, 1~4094 T,
ShEd
VLAN ' IL—TZ:&IRLET,
HAE
#HA1E 12 . GigaEthernet0,” GigaEthernetl (&,
VLAN-ID=u (UntaggedVLAN) L TLVET,
EITE—F
GigaEthernet0 /2271 —Xa> 745 L—3FE—K (UntaggedVLAN B)
GigaEthernetl /2271 —Xa2 745 L—3F—K (UntaggedVLAN B)
GigaFthernetOx 4 >27x—RXa2 7445 L—3F—K (TaggedVLAN B¥)
GigaFthernetl x 1 >227x—RXa2 7445 L—3F—K (TaggedVLAN B)
SSID AV 749 L—3vE—F
aA—HHER

EEETHIU



AHH

AP(config—if—-GigaEthernet0)# vlan u

AP(config—if—-GigaEthernet0.1)# vlan 1

AP(config—if—-GigaEthernet0)# no vlan

AP(config—if—-GigaEthernet0.1)# no vlan

UntaggedVLAN DI5&1E. L FDE—FTHRELES
GigaEthernet0 /22 71—RaAV 740 L—aVE—FK
GigaEthernet! /22 271—Ra 745 L—3E—FK

TaggedVLAN DIFE1E. U TFODE-FTHRELFEY
GigaEthernetOx /22 7x—RAV T4 L—aVE—FK
GigaEthernetl x /22 71—RXAV T4 L—aVE—FK




F6E EHILANAUAETII—X

ARE(L, BE LAN /27— ADATURIZDWNTERBLET,



6.1.MEA571—X

N—3y

radio—enable

BRAITI—ADEREINDERTE

1.0

Fr 2 )LEIEKTE

channel BIRAATI—RADEEE—F DK 1.0
dtim-period B|HRAHTT—ADDTIM EDERTE 1.0
power level BBAATI—RADEEENDERE 1.0
guard—interval BARA AT —RADHT—F A A—INLDERTE. 1.0
rts B|IRA B TT—RADRTS thresholdEDELTE 1.0
tx-mcast-rate BIRA BT —RADEFEIILFHFYANIL—LE |10
KEEDRTE
tx—beamform—enable BIRA VAT —RADEFEE—LTA—IVTDFE |10
tx—chainmask BIRAV BT —ADEET T TEROETE 1.0
rx—chainmask BRAVITI—ADRIET U THERDERTE 1.0
separate—ssid enable WA AT —ADSSIDE 2 B EED R E 1.0
dfs channel BIRAATI—RADL—F FE LD 20
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6.1.1. HEPAEZITI—ADED EHDETE

ANERX
radio—enable { radio0 | radio1 | both }

no radio—enable { radio0 | radio1 | both }

BENTA—42
radio0
radio0 (5GHz ) 1 V271 —RADHEFERALET
radio—enable radio0 radio0(5GHz /&) 1271 —RAEF
no radio—enable radio0 radio0(5GHz &) 1271 —REZ)
radiol
radiol (24GHz §) 1 V37T —ADHEFERALES .
radio—enable radiol radiol (24GHz #) 1 A7t —RAEXN
no radio—enable radiol radiol (24GHz ) A 37T — R XN
both
radio0 (5GHz ) “radiol (24GHz #) A DA P T1—R%
FERALEY,
radio—enable both radio0 (5GHz &) radiol (2.4GHz )
A BTT—REH
no radio—enable both radio0 (5GHz ) radiol (2.4GHz )
AR T —RESh
Bl
radio0 (5GHz ) E7=[&. radio1 (2.4GHz ) FE#RA 2T —AD
B EBHERELFES
MHE
i3
ETE—F
Ja—/N\)LarIiqgL—avE—F
2—HHER

EEETHIU
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AHH

AP(config)# radio—enable both

AP(config)# radio—enable radio0

AP(config)# no radio—enable both

AP(config)# no radio—enable radio0

el
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6.1.2. B E3T7I—ADEEE—FDEE

AHERX
channel { NUMBER | AUTO } mode MODE bandwidth { 20 | 40 | 80 }
no channel
BREINTGA—4
NUMBER
BEEFvRIL No Z&IRLET,
radio0 (5GHz ) A VA 7T—ADHRENHE (L.
5GHz FDEEF v ~ILESE T oBRLET,
(W52 FDFrrILES]
36,740,744,/ 48
(W53 FDFrRILES]
52,756,760, 64
(W56 FDFvRILEF]
100.7104.7108.7112,7116.7120,7124,7128./132/
1367140
radiol (24GHz ) A VA7 —ADRENIHZE L.
24GHz HFOBEEF Y RILESETRMERLET,
1./2/3./4./5/6,/1/8,9.10/11./12/13
AUTO

radio0 (5GHz /) 1 VAT —ADHRENDIGE

auto & EBF
T2 W52 W53,/ W56 3 RTH D
BEERSNFET,
(W52 HDF v RILEE]
36,740,744,/ 48
(W53 HDF Y RILEE]
52,756,760, 64
(W56 mDF ¥ RILEE]
100.104.7108.7112,7116./120./124,7128,/
13271367140

auto—-w52 5 TE K
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W52 HDF RIS BEICTEIRSNET,
auto-w53 5 EFE

W53 HDFrRILMSBEICTEIRSNET,
auto-w56 5 5E F¥

W56 mDF RIS BEEICEIRSNET,
auto—w52-w53 35 E B

W52 /W53 HDFrRILHDBETGERSNWET,
auto—w52-w56 5 E B

W52 /W56 HDF v BETEIRSNET,
auto—w53-w56 5 E B

W53 /W56 HDF v BB TEIRSNET,

radiol (24GHz T) 1 VAT —ADFREDNHE

auto 5 FEBF

1/2/3/4/5/6/178.9.10/11./12.713

MoBEERIRENFET,
MODE
radio0 (5GHz &) A VA T71—ADIGE
11a IEEE802.11a IZERELET
11na  IEEE802.11n [ZERELZET,
11lac  IEEE802.11ac IZERELET .
radiol (24GHz ®) M2 T71—RADIHE
11b IEEE802.11b IZERELET .
11g IEEE802.11g [CERELE T,
11bg  IEEE802.11b/g IZERELZE T,
1ing  IEEE802.11n [ZERELZET,
bandwidth
20740780 HhHERLET

radio0 (5GHz &) DB E

IEEE802.11ac 20740780 Hh > ERLET

IEEE802.11n 20740 MERLET

IEEE802.11a 20 ELFES
radiol(24GHz &) DB E

IEEE802.11n 20740 MERLET

IEEE802.11b 20 ELFES
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#HE

A —HIER

AHH

IEEE802.11¢g 20 #EHELET,
IEEE802.11b/g 20 %E/XELET,

radio0 (5GHz &) E£7-%. radiol (24GHz &) D ELEA > ZTT—RAD

LTOREEITVET,
FrrIL
E—F

INURTE

channel % E . mode./bandwidth £4IZERENETT,

#3 (no channel)

radiod 1R T7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K

EEETHIU

AP(config—if-radio0)# channel auto mode 11ac bandwidth 80

AP(config—if-radio0)# no channel

el
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6.1.3. AT —R0D DTIM {[ENDRE

AHNERK

dtim—period CNT

no dtim—period

BREINGA—A

#HE

A —HIER

AHH

CNT
EERRERELET,
E% %E mI REEE 1~255 [3)F)]

E—32(Z TIM(Traffic Indication Message) #1EHA L HIRERELE T,
no dtim—period ZE{TJ AEMHEICRYET,

1 [ms]

radiod 1R J7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K

EEETHIU

AP(config—if-radioQ)# dtim—period 10

AP(config—if-radio0)# no dtim—period
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6.1.4. HFBAUEBITI—RDEEBHDOHRTE

ANEX
power level VALUE

BREINGA—A
VALUE
EEENEEERELET,
R ETIBESEE  1~30 [dBm]
BL
BIRAVATI—RADEEBHERTELET,
HAE
30dBm
EITE—F
radio0 4/ 271 —RAV T4 L—avE—FR
radiol /27— T4 L—avE—FK
aA—HHER
EHETHIUL
ARl
AP(config—if-radio0)# power level 30
/—k

EEBNDOEREF. FETESH N LIRIEICHIEZEZMNTTLET,
ZTD=. FIREZHASEEARAITURTERELIZIGE. FlRSN=EIZT
B}ELFET .

FHERDIEEENEIL. show interfaces AT RIZTHERTHIED
TEEY,
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6.1.5. B EITI—ADH—FKALE—NILDEE

ANERX
guard-interval { half | full }

BRE/INSA—4
half
H—KA>232—s3)L HALF
full
H—KA252—/3)LFULL
ShEd
BRAATI—RADH—R A A=\ ILERTELET .
HAE
H—KA>232—/3)L FULL
EITE—F
radiod 1R T7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K
aA—HHER
AHBl
AP(config—if-radio0)# guard—interval full
/J—hk

el




6.1.6. A H2T7T—RD RTS threshold [EDEXE

AHER
rts VALUE

BRE/INSA—4

VALUE

RTS M Threshold (EZXELET .
=% %E mI REEE 256~2347

ShEd

|BIGAATT—RAD RTS threshold [EZHRELET,

JaFyiavE'—FRIiE.

RTS fE% 256~2346 DEIDEIZRET HEIRTS/CTS I E—RFTHEIEL.

RTS {E% 2347 [ZEEFE T BEICTS to self [E—FTEMELET,
HAE

2347
EITE—F

radiod 1R T7T—RXaAV T4 L—avE—K

radiol 1R 7T—RXaAV T4 L—avE—K
d1—HIER

BEETHIVE
ARl

AP(config—if-radioQ)# rts 256
/J—hk

el




6.1.7. FERAUIITI—ADEETILFXINYARNIL—LERKEEDHRT

AHNERK

tx—mcast—-rate MCASTRATE

no tx—-mcast-rate

BREINGA—A

#HE

A —HIER

AHH

MCASTRATE
YILFEX P AMEEEEZHELET,
R EAHERE Y ILF X v AMEE EE (Mbps)

radio0 (5GHz ) 54,748.736.724.718712.79.76
radio1 (2.4GHz ) 54,748.736.724718.12/11.79.7
6755721

EETAIVILFEXIVYRANIL—LOBRREEFTRELES .

radio0 (5G &) /27T —R 6 [Mbps]
radiol (2.4G &) A 371 —R 1 [Mbps]

radiod 1R T7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K

EEETHIU

AP(config-if-radio0)# tx—mcast-rate 54

el




6.1.8. EBAITI—RADZEEE—LIF—3VFTD

ﬁgll
flt

AHEK
tx—beamform—enable [MODE]

no tx—beamform—enable

BREINTGA—4
MODE
HRREF
SU-MIMO B#IIZERELET
3
SU-MIMO.”MU-MIMO A#hIZRELET
Bl
IEEE802.11ac MEEE —LT+—Z2 % (SU-MIMO.~MU-MIMO) @
B EBHERELFET
no tx—beamform—enable X E K. EMIRELET .
AT UR(E, IEEE802.11ac THHHERELE T,
SIEEE802.11n TIIHERELEE Ao
MHE
i3
RITE—F
radio0 A 27T —RAV T4 L—3vE—FK
radiol /22 7x—AAV 745 L—3vE—FK
2—HHER

EEETHIU



A%l
AP(config—if-radio0)# tx—beamform—enable

AP(config—if-radioQ)# tx—beamform—enable 3

AP(config—if-radio0)# no tx—beamform—enable

el




6.1.9. H|BAUEZII—ADZEETUTTHRBEOETE

ANERX
tx—chainmask MASK

BREINTGA—4
MASK
ER7OTHHEREEEELET,
EYERTREEGEE  OxO~Oxf
BL
EEIERT 7T HERERELET .
HAE
Oxf
EITE—F
radio0 4/ 271 —RAV T4 L—avE—FR
radiol /27— T4 L—avE—FK
aA—HHER
EEETHIUL
ARl
AP(config—if-radio0)# tx—chainmask Oxf
/—k

tx—chainmask 0x0 ZEXELI=H &L, Oxf [CERTESNET,




6.1.10. EPMAEZIT—ADZET7UTTHRBEOETE

ANERX
rx—chainmask MASK

B/ (54—
MASK
ER7OTHHEREEEELET,
EREATREEGRE  OxO~Oxf
BL
REIFERTEIT7UOTHHEREERELET,
HAE
Oxf
EITE—F
radio0 4/ 271 —RAV T4 L—avE—FR
radiol /27— T4 L—avE—FK
aA—HHER
EEETHIUL
ARl
AP(config—if-radio0)# rx—chainmask Oxf
/—k

rx—chainmask 0x0 Z X EL-HZ & (L. Oxf [CERESINFET,




6.1.11. A H2T71—R D SSID [E 9 BEBREDEEE

AHNERK

separate—ssid enable

no separate—ssid enable

BREINGA—A

#HE

A —HIER

AHH

el

SSID [ BEEREE R ELFET -
separate—ssid enable SR EMF. BFILET,
no separate—ssid enable EXEFF. EMICLET,

radiod 1R T7T—RXaAV T4 L—avE—K
radiol 1R 7T—RXaAV T4 L—avE—K

EEETHIU

AP(config—if-radio0)# separate—ssid enable

AP(config—if-radio0)# no separate—ssid enable

el




6.1.12. FBAUFTI—ADL—FFERHEEBEOFrRILVEERTE

AHNERK

dfs channel fix

no dfs channel fix

BRE/INSA—4
L

W53 B E=IE W56 D EE Fr I TEMERICL—F FEERBLIED
FrRILBREIZDVTHRELET,
AROTURIE. MEE—FZEERTET D channel AYURDARIZEST
BENELGVET, £z, KOV URIK, 5GHz HDABEIHTT
L—R BEEREOF v RILEBBEBEITIUTOLESYTY,

Channel YK T
FBELBEE—F

dfs channel fix E%TERF
(BEH®)
L—4 BB F v ILBBENME

no dfs channel fix %7€ FF
(BlEES) = #HEBE
L—A BB EFEOF v ILEREE

W52 #DLNThhD

W52 HTOEARIE, L—5EERHELEEA,

ElEF v+ ILERE BT

W53 HOLT D FrRILEBBIITHT . BRER. W53 mDLT UMD FrRILICER
ElEF v+ ILERE BT TNOLIYRMM BB FvRILAER | LET,

W56 HDWLF LMD HER—BEEFYHILICTEIBLE W56 FHDOLTNADFvrILISER
& F v+ L 3% E B ERS LET,

auto—wb2 % E B

W52 HTOERADIE, L= FEERHELERE A,

auto—wb3 E% TE B

W53 HDWLNTNHADFYRILIZEBLET,

auto—wb6 5% 7E B

W56 S DWLNTNHADF Y RILIZEBLET,

auto—w52-wb53 % € BF

W53 I TBIERF. W52/W53 mDWLT DD FrRILIZERRLET,
(W52 #=COFEARIL, L—FEERHELEEA.)

auto—w52-wb56 % i€ BF

W56 T~ TIBIERF. W52/W56 s DWLNT DD F R ILIZERRLET,
(W52 #=COFEARIL, L—FEERHELEEA.)

auto—w53-wb6 % € BF

W53/W56 D WLVT D FrRILICERRLET,

Auto 5% 7€ B¥

W52/W53/W56 5 DWLNTNMDFrRILICEBLET .
(W52 = TOFEARIEX. L—FFEBRHELEEA,)




#HE

A —HHER

AHH

EEE—REERTET S channel AR K TREIERE ARELF v RILIE,
LUTFTDEBYTY,

(W52 #7136/40/44/48/

(W53 #5152/56/60/64/

[W56 %51100/104/108/112/116/120/124/128/132/136/140

radiod 127 x—RXAV 749 L—avE—KR (5GHz T D #H)

EEETHIU

AP(config—if-radio0)# dfs channel fix

AP(config-if-radio0)# no dfs channel fix




6.2. 3> 7x—X (SSID)

avUR—%&
<o e e
N—ay

ssid SSIDE—F~DFITLESSIDD 1.0
E R HIBR

max—associations SSIDDHZRKIFBHEBHDETE 1.0

vlan SSIDDVLANY JL—T D:EIRERE 1.0

encryption mode SSIDDOBEEE—FDETE 1.0

authentication type SSIDDFRFEARDEETE 1.0

encryption wpa—psk—key SSIDDwpaFEf=I4. 1.0
wpa2®@pre-shared key D% E

encryption static—wep—key SSID® Static WEP keyH LT 1.0
key—indexM % &

static-wep—key—index SSIDOWEPF—:EIR 1.0

hide bssid SSIDM X7 )L A K EE (SSIDRR k) 1.0
BN ENETE

radio—device SSIDDFEALEBAZTT—ADER | 1.0

ssid-isolation enable SSIDA S Bt (/\L—3) BEBED E]TE 1.0

enable-ssid SSIDDEHh.EIDERE 1.0

tx—ampdu—enable SSIDMEEAMPDUEZN . ESN DR TE 2.0

tx—ampdu—subframes—limit SSIDMDEEAMPDUY T IL—LED 2.0
RE

encryption static-wep—key—auto SSID®M Static WEPEZE 2.0

AutoE—REZNEIDEKRE
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6.2.1. SSID E—F~A®DF¥1TL SSID DYERK.~ BBk

ANERX
ssid SSID
no ssid SSID

BREINGA—A
SSID
SSID ZiEE (FRDIZE(TER) LET,
SSID TERAAREXFIELUTDELYTY,
TILIF7RYMEHRXF (A~2Z)
FILIT7RYLEHINXF (a~2)
x4 (0~9)
B
(FREIE. OIYPT LT S-DICEAT
KRLTLET,)
Pl |[# 8% | &[(])
* |+, | —|. SN
<|=[>|@|[ |[\|]|"
|1

AN

t

EtBA

SSID AV 747 L—arvE—RADBITETVET,

SSID TV KA ELMES (X, FHFRIZ SSID TUMJZERLTRBITLETS,

Ffz.no ZHRELTEREZEH D SSID TURZFHIBRLET .

X SSID (X, radio0(5GHz ) [%. &K 8 & radio1(2.4GHz ) [&.

&K 8 EFTEEAEETT .

(EE]

SSID M radio-device both 13§ FEIZ&KY . SSID T r){ER ATBESA

FIRESNFET,

TN EFRHE SSID TUNJERAIRER D BERIFLT D EEYTY,
radio-device both Z8%% (0 |1 |2 [3 |4 |5 |6 |7 |8
SSID TURJ/ERATAESR |16 (15 |14 [ 13 |12 |11 |10|9 |8
radio—device both Z¥§E 9 H& 1 DM SSID TUKJIZT,
radio0 (5GHz ) .~radiol (2.4GHz )
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DEAEDEHAATT—RIZ 1 DF D SSID #&5kLET,
(radio—device both 1 DT, SSID T M) % 2 AFERALI=C&IZHYET )

HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUE
AHBl
AP(config)# ssid ict
AP(config)# no ssid ict
J—k
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6.22. SSID DEREKXFRHFEFHBOETE

AHNERK

max—associations VALUE

BREINGA—A

R E

A —HIER

AHH

VALUE
RANREHBEHTT,
£&% % B RE &0 1~100 [&]

SSID B CHORKIFEIFBHERELET .

100

SSID aAvI745 L—i3vE—F

EEETHIU

AP(config—ssid ict)# max—associations 50

FRTD SSID DRKIBBRHFBHDEETH.
100 AFIZHBESICTHRLELHYET .
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6.2.3. SSID M VLAN 7 JL—T DBIREFE

AHER
vlan VLAN-ID
no vlan
BRE/INSA—4
VLAN-ID
HRERAVLAND D ZIEELET,
VLAN-ID [C3EETEH ID {ElL. u =&, 1~4094 T,
ShEd
RTEFA VLAN O ID [ZHEELET,
HAE
L
EITE—F
SSID aAv 749 L—3vE—F
aA—HHER
BEETHIVE
ARl
AP(config—ssid ict)# vlan u
/J—hk

el
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6.24. SSID DFESE—FDETE

AHNERK

encryption mode { none |

wep |

wpa { aes | tkip } |

wpa2 { aes | tkip }

wpa—wpa2 { aes | tkip | aes—tkip }}

no encryption mode

BREINGA—A

none
ERESEICERELET,

wep
WEP BESIZERELET .

wpa aes
WPA AES BB B IZERELET

wpa tkip
WPA TKIP B S ZERELET

wpa2 aes
WPA2 AES BESIZERELEFY

wpa?2 tkip
WPA2 TKIP BEBIZERELET,

wpa—wpa2 aes
WPA.“WPA2 AES BB S IZERELET .
BRITATULORIERRIZEY . WPA/WPA2 DELLMM
BIRENFT,
BRUSATUMDEARELTWZIEE L, WPA2 HMEE
ENFET,

wpa—wpa?2 tkip
WPA_~WPA2 TKIP BE SR ELET .
BRITATULORIEKRIZEY . WPA/WPA2 DELLMH

ERSINFET,
BIBISATURAE ARG LTUL=IEE (. WPA2 HMES%
NFEY,
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#HE

A —HHER

AHH

wpa—wpa2 aes—tkip
WPA.“WPA2 AES /TKIP BB IR ELE T,
BIRITAT LD IHIKRIZELY . WPA/WPA2 AES./TKIP 0
WFhAIEIRESNET,

SSID DI EE—FEHRELET .
no encryption mode T, FHEIZRYET,

none

SSID aAv 745 L—3vE—F

EEETHIU

AP(config—ssid ict)# encryption mode wpa2 aes

AP(config—ssid ict)# no encryption mode

wep BEIERER (L. JE1Z encryption static-wep—key DEREEITD
WHELBHYET,

encryption static-wep—key ZEREHE T (Z

encryption mode wep ZE{79 5H&

Static WEP-key[X] is not set D TS—MRRSh
BEShFEEA,
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6.25. SSID DEFEEARXDERTE

ANERX
authentication type { dot1x | psk }

no authentication type

BREINTGA—4
dot1x 802.1x FREFA R
psk EaiHAERAK
BL
SSID MR AXEHRELET
no authentication type 3% E C. EZIHYZET,
HHE
23
EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# authentication type psk
AP(config—ssid ict)# no authentication type
/J—k

el
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6.2.6. SSID M wpa E£f=(%. wpa2 M pre—shared key DX TE

AHNERK

encryption wpa—psk—key { hex | ascii } encryption—key

no encryption wpa—psk—key

BREINGA—A

hex

ascii

Hex XF A JI1E7E
ZDIZE D encryption—key DIXFH (L. 64 XFIZTEET S
BENHYET,
FERAFREXFIILTOESYTY,
HFHA0~9)
TILIT7RYREEINF (a~f)

T AX—XFHANEE
ZDiIFE D encryption—key DXFHIE.
8~63 XFICTHRET ORENHYES
FERTREXFIILUTOESYTY,

TILIF7RYMEHRXF (A~2Z)

FILIFRYREHINKF (a~2)

HFEA0~9)

RBEFA

(FEREIE. bMWY PI LT 5HIZEATRRLTVET )
P [ # |5 |%|&|(C|)
* |+, | — . VN
<|=|>|@|[ [\|]
L[]} |~

encryption—key

EiEA

pre—shared key
FRXFHITEHRENDE,

wpa E£71=[&. wpa2 @ pre—shared key ZHFELET,
no encryption wpa—psk—key 5% T. EHIZLHYET,
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#HE

EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# encryption wpa—psk—key ascii 12345678
AP(config—ssid ict)# no encryption wpa—psk—key
/J—k
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6.2.7. SSID @ Static WEP key & & U key-index DX E

ADERK
encryption static-wep—key
{ wep64 | wep128 }
{ hex | ascii }
{ open }
encryption—key
key—index

no encryption static-wep—key key—index

BREINTGA—4
wep64
wepd0 Ek® WEP X2 T1&HFEALET .
wep128
wep104 Evb®D WEP X2 To&2ERALET .
hex
16 ERXTWEP ¥—F% A HLFET,
FAAREXFIIUTOESYTT,
HFFEA0~9)
FILIT7AYREFHINF (a~f)
ascii
FAX—XFIHRATWEP F—FAHALFET,
FRTREXFIIUTOESYTT,
FILIFRYREHKRXF (A~2Z)
TILIT7AYREHINXF (a~z)
HFEA0~9)
EBE+A
(TRIE. LY PFLTEHIT2ATRRLTVET,)
Pl |[#|8[%|&[(])
* |+, | — . VN ;
L<|=|>|e@|[ |[\|] |~
(] ]y |~
open

FREERZR DY, open DIFE
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encryption—key
16 ERRXTWEP F—ZAHALET,
key—index
key-index MDIEZEZELET ,
REFREEEE @ 1~4

H Lz
wpa ET=ld. wpa2 M pre—shared key ZZELET,
no encryption static-wep—key key—index CEMIZHYET,
HHE
mh
EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# encryption static-wep—key wep128 ascii open 123456789123 1
AP(config—ssid ict)# no encryption static-wep—key 1
/J—k

no encryption static-wep—key EITHL. Fl.

no encryption mode ZXR1TY DMEAHYET

no encryption mode ZE{TH 1.

no encryption static-wep—-key ZZE{TL1=B &%,

Change encryption—mode before deleting D TS—MRREN
RESNFEEA,

anh
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6.2.8. SSID M WEP F—D:&EiR

ANEX
static—wep key—index INDEX

no static-wep—key—-index

BREINTGA—4
INDEX
WEP @ key-index HEZ#RELET
BREAREES 1~4
BL
WEP +—%#IRLFE T,
no static-wep—key-index CHIEAEICRYET .
HHE
1
EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# static-wep—key—index 1
AP(config—ssid ict)# no static-wep—key—index
/J—k

6-32



6.2.9. SSID MATILABEE(SSID [Eik) A% FEhERE

ANERX
hide bssid
no hide bssid
BREINGA—A
5L
BL
AT LA HE (SSID [Ziik) DEM.BUWEHRELET,
hide bssid ATILRAEZN
no hide bssid AT ILRAELRN
HAE
AT ILRAELR
EITE—F
SSID a4 L—3 E—F
aA—HHER
EHETHIUL
ARl
AP(config—ssid ict)# hide bssid
AP(config—ssid ict)# no hide bssid
/—k

el
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6.2.10. SSID D{ERALWBAIT7—ADER

ANERX
radio—device { radio0 | radio1 | both }

BREINTGA—4
radio0
radio0(5GHz T THDAFEALET,
radiol
radio1(2.4GHz /) COAERALET
both
radio0(5GHz )& radio1(2.4GHz ) WA THEALEY,
Bl
SSID DfEFALERA 2 TT—REBIRLET .
GEE]
SSID M radio-device both IF§TE[Z&Y . SSID T M J{ER AT REEIAY
FIRENFET,
TR EREE SSID TURNJERATRER D BERIFLIT D EEYTY,
radio—device both Z £k 0 1 2 3 4 |5 6 7 8
SSID T RYERLATEESL |16 |15 [ 14|13 |12 [ 11|10 |9 |8
radio—device both Z$5E 9 H& 1 DD SSID TURJIZT,
radio0 (5GHz &) radio1 (2.4GHz &) Dl A DEIRA 2T — X[
129D SSID #&8HLET,
(radio—device both 1 DT, SSID TV )% 2 EERALI=ZEIZRHRYET )
MHE
7L
EITE—F
SSID av T4 L—avE—FR
d—HHER

EEETHIU
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A%l
AP(config—ssid ict)# radio—device both

el
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6.2.11. SSID N9 B (E/\L—3) BEEDERTE

ANERX
ssid—isolation enable

no ssid—isolation enable

BREINTGA—4
5L
BL
SSID A7 Bt (Z/\L—) BEEDEX . B’BNEHRELET,
ssid—-isolation enable SSID N5 B (/\L—2) REZ B LET .
no ssid—isolation enable SSID N5 B (/\L—2) HREZ TSN LFE T,
HHE
23
EITE—F
SSID av 745 L—avE—FK
aA—HHER
EEETHIUL
A%l
AP(config—ssid ict)# ssid—isolation enable
AP(config—ssid ict)# no ssid—isolation enable
/J—k

el
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6.2.12. SSID DEZ/ EWHNDETE

ANERX
enable—ssid

no ensable—ssid

BREINGA—A
L
EhBA
SSID DEBEXEHEHRELET,
enable—ssid SSID #E®MIZLET,
no ensable—ssid SSID #&ExHIZLET,
HAE
3y
EITE—F
SSID av 745 L—avE—FK
aA—HHER
EHETHIUL
ARl
AP(config—ssid ict)# enable—ssid
AP(config—ssid ict)# no enable—ssid
/—hk

el
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6.2.13. SSID M¥%{E AMPDU H%h. EIIDERTE

ANEX
tx—ampdu—enable

no tx—ampdu—enable

BREINTGA—4
5L
H Lz
SSID M3%{§ AMPDU DA BNZEHELET .
tx—ampdu—enable 1%£{E AMPDU QZERIIZLET,
no tx—ampdu—enable 1%£{E AMPDU QZFENICLET,
HHE
a0
EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# tx—ampdu—enable
AP(config—ssid ict)# no tx—ampdu—enable
/J—k

el
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6.2.14. SSID M*{E AMPDU HJJL—LBDERE

ANEX
tx—ampdu—subframes—limit SUBFRAMES

no tx—ampdu—subframes—limit

BREINTGA—4
SUBFRAMES
%E1E AMPDU OHJ L — L%k
5% 7€ Al A 6 1~64
H Lz
SSID M;%1E AMPDU DY T JL—LEZEHRELET,
HHE
64
EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# tx—ampdu—subframes—limit 64
AP(config—ssid ict)# no tx—ampdu—subframes—limit
/J—k
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6.2.15. SSID @ Static WEP S25E Auto E—FH %) D ERE

ANEX
encryption static—wep—key—auto enable

no encryption static-wep—key—auto enable

BREINTGA—4
5L
H Lz
SSID 0 Static WEP 23EH2 X% Auto TERITTAKIITHKELFET .
Auto - B & T Static WEP FREIF & #)(< Shared B2 =X THEHEL .
PREERBLI-ZAEDH . TDH Open A TERELET .
HHE
23
EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# encryption static-wep—key—auto enable
AP(config—ssid ict)# no encryption static-wep—key—auto enable
/J—k

el
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6.3. 5B HIS5 AT REH MAC PRLR24ILBULY

avUR—%&
=t e i
N—ay
mac access-list MAC 7OtRJRALDIUR) DYER 1.0
mac filter MAC 77ERYRNMZ&BTILEDER |10
show mac filter MAC J4ILEDRR 1.0
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6.3.1. MAC 7O2tARYARrDIF)DER

ANERX
mac access—list { add | del } MAC_ADDRESS

no mac access—list

BRE/INSA—4
add
EELI= MAC PRLRZEEBMLET,
del
#EELT- MAC PRL RZHIBRLET,
MAC_ADDRESS
MAC 7KL R%E XX XXXXXXXXXX DX T, AALET,
ShEd
MAC 7OtERAYRDIU ) ZEERRLET .
MAC 7KL R &R &.~ &R EIBR S LT
no mac access—list Z{T5_ & T —FRHIBRZTULVET .
HAE
TL(ToRYEL)
EITE—F
SSID aAvI749 L—i3vE—F
d1—HIER

EEETHIU
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A%l
AP(config—ssid ict)# mac access—list add 11:22:33:44:55:66

AP(config—ssid ict)# mac access—list del 11:22:33:44:55:66

el
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6.3.2. MAC 7OHEARYRMZ&LBI1I2DER

AHNERK

mac filter { disable | allow | deny }

no mac filter

BREINGA—A

#HE

A —HIER

disable

TOER)AMZESF Ty IMREZEMICLES,
allow

TOER)AMZBEL-BRISAT7 U rOEREHFRILEY,
deny

TORR)ANMBFL-EBRISAT O OERERHTILET,

MAC 7UtEAYRMZ&KD T AEERALET
no mac filter AV R CHER (disable) [ITFT B EMTEET,

#E5 (disable)

SSID aAv 745 L—i3vE—F

EEETHIU
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ANl
AP(config—ssid ict)# mac filter allow
AP(config—ssid ict)# mac filter deny
AP(config—ssid ict)# mac filter disable

el
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6.3.3. MAC Z4J/LENDET

AHEK
show mac filter [ INTERFACE ]

BREINTGA—4
INTERFACE
ABITT—RBERELET .
FEEAIEER AR — R & X, radio0. radiol TY,
EhBA
MAC J4ILAERTEERRLET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
Ea—7a1—¥7hHok
AHBl
AP(config)# show mac filter radio0
AP(config)# show mac filter radiol
AP(config)# show mac filter
J—k

el
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6.4.5BMOSATUNEE

N—ay

deauth client

IRRER IS4 7 b DiaH TR AR

1.0

show associations IRREBEISATURDRT 1.0
show radio—nol NOLYRFDERT 1.0
clear associations statistics IREREISATUMEHRDIEE 1.0
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64.1. WRERERISM7UFDEFRRAR

AHNERK

deauth client { all | radioO | radio1 | mac—address }

BREINGA—A
all
TRTDERISATUCNDIRBEREBRLET,
radio0
radio0 [ZIRBLTCWWAEBRISATULDIRBEEZHERLET,
radiol
radiol IZIRFBLTCWASEBRISATUrDIRBEEZHERLET,
mac—address
EELT- MAC PRLRADERISAT UMD IREERIRLET .
KINGA—RE, BB TEFEE A,
BL
BELEEBISATUOIDIREEHERLET,
HAE
5L
EITE—F
Ja—/n\)LarvoiqgL—avE—F
aA—HHER

EEETHIU
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AHH

AP(config)# deauth client 11:22:33:44:55:66

AP(config)# deauth client all

AP(config)# deauth client radio0

AP(config)# deauth client radiol

el
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642. RRERISITUIDORT

AHNERK

show associations [ radio0 | radio1 ]

BREINGA—A

#HE

A —HIER

radio0

radio0 (5GHz &) /AT —ADKEFRRLET,

radiol

radiol (24GHz B) A A T1—ADIREEZRRTLET,

HRELI=1B &%, radio0. radiol A DIKEEZRRLET,

RELTWSERI AT UNERTRLET,

sl

JO—/\)LariqgL—avE—FR
Ea—7a1—37hH ok

EEETHIU
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AHH

AP(config)# show associations

AP(config)# show associations radio0

AP(config)# show associations radiol

el
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6.43. NOLJYRFDRTE

AHNERK

show radio—nol [ radioO | radio1 ]

BREINGA—A

#HE

A —HIER

AHH

radio0
radio0 (5GHz ) 4 371 —ADIKEFRTLET .
radio1l

radiol (24GHz B) A A T1—ADIREEZRRTLET,

HRELT=15 &, radio0. radiol A DIKEERRLET,

NOL VRFERRLET,

sl

JO—/\)LariqgL—avE—FR

BEBETHIVE
Ea—7a—57ho ok

AP(config)# show radio—nol
AP(config)# show radio—nol radio0
AP(config)# show radio—nol radiol
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644. BRERISAT7UMEFRDHEE

AHNERK

clear associations statistics { interface | mac—address }

BREINGA—A

A —HIER

AHH

interface
AVBTI—RBERELET,
radio0  radio0(5GHz &) A A7t —RADEHREHEELET,
radiol  radiol (24GHz /) A2 71— ADEHREEELET .

mac—address

BEBRISATUIDEREHEELET,

fRIBERI AT UMEREHEELET

JO—/\)LariqgL—avE—FR

EEETHIU

AP(config)# clear associations statistics radio0

AP(config)# clear associations statistics radiol

AP(config)# clear associations statistics 11:22:33:44:55:66

el

6-53



6.5.WMM

avUR—%&

m—t e i
N—ay

config—-wmm-—class WMM RS 7499 0S5 RINGA—EDER 1.0

show config-wmm-—class WMM kS 749995RINGA—E3D KRR 1.0
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6.5.1. WMM RS0V 0SRINGA—ENDER

AHNERK

config-wmm-—class { best—effort | background | video | voice }

cw—min CW-MIN-VALUE

cw—max CW-MAX-VALUE

AIFS AIFS-VALUE

TXOP TXOP-VALUE

{BSS | Local }

[ acm ACM-VALUE ]

[ noackpolicy NOACKPOLICY-VALUE ]

no config~-wmm-—class { best—effort | background | video | voice }

BREINGA—A

best—effort
RARIIA =S TP IS ANTIVERELFET .
background
INVDTSURNSI D490 IS AATIVEEELET,
video
ETHANST49905AhTIVERELET,
voice
BEENST4v99SRANTIVERELET,
CW-MIN-VALUE
cw-min ZFRELFET .
&% 7 7 e #h 0~15
CW-MAX-VALUE
cw-max ZERELFET .
5% € Al BE 6 0~15
AIFS-VALUE
AIFS ZRELET .
EXEFIAEEEEE  0~15
TXOP-VALUE
TXOP ZRELFT .
XEFIHEEEE @ 0~8192
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BSS

F o JLINSA—A (broadcast to STAs)ZIEELET,

Local
F 2 )LINTA—B (applied to self) ZIEELET,
ACM-VALUE
FTavERELES .
NOACKPOLICY-VALUE
FTavERELES .
Bk
WMM RS 74999FRNGA—REEBLET,
AHHE
EIIZAATI)ONHBILTOEEYTY,
best—effort background video voice
Local(0) | BSS(1) Local(0) | BSS(1) Local(0) | BSS(1) Local(0) | BSS(1)
cw—min 4 4 4 4 3 3 2 2
cw—max 6 10 10 10 4 4 3 3
AIFS 3 3 7 7 1 2 1 2
TXOP 0 0 0 0 3008 3008 1504 1504
acm 0 0 0 0 0 0 0 0
noackpolicy | 0 0 0 0 0 0 0 0
EITE—K
SSID v 74T L—YavE—F
2—HIER

EEETHIU
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ANl
AP(config—ssid ict)# config-wmm-—class
best—effort
cw—min 4
cw—max 10
AIFS 7
TXOP 0

Local

el
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6.5.2. WMM FS74Y905RINTGA=EDERT

AHNERK

show config-wmm-—class

B/ 54—
5L
H Lz
WMM FS5T4999S5RINSA—BERTRLET,
HHE
5L
EITE—F
SSID aAv 747 L—3vE—F
A—HHER
EEETHIUL
A%l
AP(config—ssid ict)# show config-wmm-—class
/J—k

AaATURTORTRIE,
FRTOAHTTY[best-effort] [background] [video] [voice]

DIFEHETAHEES

e R
[best—effort]
cw—min Local 4
cw—max Local : 6
AIFS Local 13
TXOP Local : 0
acm Local : 0
noackpolicy Local :0
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cw—min
cw—max
AIFS
TXOP
acm

noackpolicy

[background]
cw—min
cw—max
AIFS
TXOP

acm
noackpolicy
cw—min
cw—max
AIFS
TXOP

acm

noackpolicy

[video]
cw—min
cw—max
AIFS
TXOP
acm
noackpolicy
cw—min
cw—max
AIFS
TXOP
acm

noackpolicy

[voice]

BSS
BSS
BSS
BSS
BSS
BSS

Loca
Loca
Loca
Local
Local
Local
BSS
BSS
BSS
BSS
BSS
BSS

Loca
Loca
Loca
Loca
Loca
Loca
BSS
BSS
BSS
BSS
BSS
BSS
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cw—min
cw—max
AIFS
TXOP
acm
noackpolicy
cw—min
cw—max
AIFS
TXOP
acm

noackpolicy

Local
Local
Local
Local
Local
Local
BSS
BSS
BSS
BSS
BSS
BSS

N W N O O

: 1504

: 1504
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6.6. )04 T )T«

avUR—&
ook HaEE BT
N—o3Y0
watchlist interface {add|del} | ')V BSfREHEDERTE 20
watchlist interface enable DO OB RBEEDREN BUNDERTE 20
watchlist host-ip {add|del} | BIEEREITIRANTRLADEKTE 20
watchlist host-ip enable BIEBERETIRANTFLAD 20
B BYHDETE
watchlist host-monitor RAMBIEBRERFHORE 20
watchlist action BRAFELEHOEYN ENDERTE 20
show watchlist oA T ) T4 DHREABDR T 20
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6.6.1. ULIOBEBREHDERTE

AHNERK

watchlist interface { add | del }

{ GigaEthernetO | GigaEthernet1 } [ monitor-cycle MONITOR-CYCLE ]

clear watchlist interface

BREINGA—A

add
}8E L 7= GigaEthernet 1 V27T —RZEIREHITEMLET,
del
}EE L= GigaEthernet /1 VA7 T —RAEEIREHMNSHIBRLET,
GigaEthernet0 | GigaEthernet1
BERETIIFTI—RERRLET,
MONITOR-CYCLE
DDA T ) TAERIRE T TALAREZRELET
VD4 TT)TABEBRAUFTT—AD Linkdown HEHTEFRE A
ABREREEBREDE, YoM T )T1ERBLES
REFTREEEE  1~60 [#]
#EAfE 3[#]
AATLavAEFE, AIORBESIEREET,

GigaEthernet /12371 —AD) VB REHFHRTELET,
YO OBEREHEOBERNEMEREIRS LV
clear watchlist interface {75 & T, —1RHEIBRZITULNVET .

DA T T) T BNMERRIR S
EELI=A2 27T —AD Linkdown #HEIRREAY
MONITOR-CYCLE [l L1=m & ICBMEERRLET .
S RA 2T — A GigaEthernet0 D& T, GigaEthernet1
(FFRILR/RFETT
DDA T )T ENMERRRR G
FELI=A2271—AM Linkup (25 01-B S CEMELEARRRLET
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#HE

A —HHER

AHH

RL (L)

VLAN /2B 71—RAV 749 L— 30 F—R (BHEA VLAN OH)

EEETHIU

AP(config—vlan u)# watchlist interface add GigaEthernetO
AP(config—vlan u)# watchlist interface del GigaEthernet0

AP(config—vlan u)# clear watchlist interface

AOATURIZEERH VLAN DA R ERHETY ,
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662 UVOBERBEOED EHDERE

ANERX
watchlist interface enable

no watchlist interface enable

BREINTGA—4
5L
BL
GigaEthernet /37T —AMD) UV ERBEEED B, BUNFHRELET .
watchlist interface enable BEMILET,
no watchlist interface enable |mAILET,
HHE
)
EITE—F
VLAN A 227 —RaV 745 L—3 0 F—R (B8 A VLAN O &)
A—HHER
EEETHIUL
A%l
AP(config—vlan u)# watchlist interface enable
AP(config—vlan u)# no watchlist interface enable
/J—k

AOATURIZEERH VLAN DA R EAHETY ,
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6.6.3. BEBEHREZITORAMNZFLADEE

AHNERK

watchlist host—ip { add | del } ADDRESS

clear watchlist host—ip

BREINGA—A

#HE

A —HIER

add
BELIRAMERSEHITEMLUET,

del
BELIRAMEREENSHIBRLET,

ADDRESS
EEfREITI/RRALD IP PRLRAFE =&, "X+ (FQDN) %
HELET.
RAME THRET HE AT, DNS [CTHRTRELRA LD ZHITE
HELET.

BIEBEREITIRALD IP PRLREFRRANE, JAMIERLET,
VLAN $7=Y) 4 DETRALDBEHEMNAIRETY .
BIEEREITIRACOEREMEREIRRE LT

clear watchlist host—ip ZfT5Z& T, — GBI ZTLVET .

FREL

VLAN /2B 71—RAV 749 L— 30 F—R (BHEA VLAN OH)

EEETHIU
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AHH

AP(config—vlan u)# watchlist host—ip add 192.168.1.1
AP(config—vlan u)# watchlist host—ip del 192.168.1.1

AP(config-vlan u)# clear watchlist host—ip

AOATURIZEERH VLAN DA R EAHETY ,
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6.6.4 BEBERETSIRANZELAOER. EHDEERE

AHNERK

watchlist host—ip enable

no watchlist host—ip enable

BREINGA—A

#HE

A —HIER

AHH

BIEERETOIRACDREDEREHEHRELES .

watchlist host—ip enable BEMILET,
no watchlist host—ip enable \EHIZLET,
BEGL

VLAN /2B 71—RAV 745 L— 30 F—R (BHEA VLAN OH)

EEETHIU

AP(config—vlan u)# watchlist host—ip enable
AP(config—vlan u)# no watchlist host—ip enable

AOATURIZEERH VLAN DA R EAHETY ,
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6.6.5. RAMBEBEREHOERTE

AHNERK

watchlist host—monitor
[ monitor—-cycle MONITOR-CYCLE ] [ monitor—retry MONITOR-RETRY ]

no watchlist host—monitor

BENTA—42
MONITOR-CYCLE
R EIT OO ping EEMR(THZRELFT .
REFAEEEE  2[F]~999[F)]
#EME 60[F1]
AA T3V BREEFE., ATOKEESIETREFT,
MONITOR-RETRY
R KBMLEEOBREZERM(CHERELFT .
REFAEFEE  1[E]~99[[H]
MEME 5[[=]]
AA T3 BREEFE, BIDKREES IEREET,
Bl
HEL-BEEREITOIRACNDEREFHEZHRELET,
watchlist host-monitor 2752 ¢ T, BEREHZHRELAEERE
BEMLES,
no watchlist host-monitor T3 & T, BIEEEMREEMICLET,
MHE
3!
ETE—F
VLAN A 871 —Rav 747 L—23vE—F (EERA VLAN D #H)
2—HHER

EEETHIU
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A%l
AP(config—vlan u)# watchlist host—-monitor monitor—cycle 30 monitor-retry 4

AP(config—vlan u)# no watchlist host—-monitor

AOATURIZEERH VLAN DA R EAHETY ,
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6.6.6. MBAFELEEHEDOED EKIIDOHRTE

ANERX
watchlist action shutdown

no watchlist action shutdown

BREINTGA—4
5L
BL
D OBEREHLELRITREREREFUNTYFLIGEED.
BRAELEHOED BUERELET .
watchlist action shutdown radio0 (5GHz &) radiol (2.4GHz &)
BMADAEITT—RIZHLTERIZ
LET,
no watchlist action shutdown |mANLET,
HAE
)
EITE—F
VLAN A 227 —RaV 745 L—30F—R (B8 A VLAN O &)
aA—HHER
EEETHIUL
A%l
AP(config—vlan u)# watchlist action shutdown
AP(config—vlan u)# no watchlist action shutdown
/J—k

AOATURIZEERH VLAN DA R ERHETY ,
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6.6.7. UL TIITADERENBDERT

AHEK
show watchlist [ VLAN-ID ]

BENTA—4
VLAN-ID
HTEHRAVLAND D ZIEELET,
VLAN-ID [C3EECEH ID {EIL. u F£f=1E, 1~4094 T,
(FERALTLSID OAIETEATRE)
heA
watchlist DERTERNBT S LV ED  EKEFRRTLET,
HAE
L
EITE—F
ga—/\)LariqgL—oavE—FR
VLAN A 2B 7x—RAV T4 L—30FE—R (BEA VLAN O H)
aA—HHER
BEETHIVE
Ea—7a1—5 7Aook
ARl
AP(config)# show watchlist
/J—hk

Tl
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6.7.:524v0x—EVY

avUR—%&
avUR i B
N—o3Y0
traffic—shaping SSIDEFIDIST4v I —EVT DRE 2.0
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6.7.1. SSID BEIDFSI4vHOz—EVT DERE

ANEX
traffic—shaping { total-upload TU | total-download TD |
total-upload TU total-download TD }

no traffic—shaping [ total-upload | total-download | total-upload total-download ]

BREINTGA—4

TU
SSID ML HREIND 7Yy TO—FHEERELET
ERECTREEIBH  1~1048576 [Kbps]
HEREFIL. BTORBEBERGELET

TD
HRAIND SSID ADF O O—RHEEHERTELET
ERECTREEGEH  1~1048576 [Kbps]
LRI, BTORBEBERGELET

SSID BiD+S T o z—EVTERELET .

ltotal-upload TU (7y7O—KwiE z—ELD) IREIL.

K 8D SSID FTHEARETY

ltotal-download TD (v O—K®&E I T—EVY) IREX.

K 8 D0 SSID FTHEAARETT

f# 9 % SSID A3, radio—device both FREL.2 DDA BTz —RIZT
FEARTIIEEIE FRHEIE. 2 DELTHYUMET,
DI—EVTRTEETRTHIBRIT BHEEIL. no traffic-shaping Z1TLVET,

#HE

SSID aAvI749 L—i3vE—F
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A —HIER

EEETHIUL
A%l
AP(config—ssid ict)# traffic—shaping total-upload 10 total-download 20
AP(config—ssid ict)# traffic—shaping total-upload 10
AP(config—ssid ict)# traffic—shaping total-download 10
AP(config—ssid ict)# no traffic—shaping
/J—k

aL
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6.8.F¥RILVHBIRAFT VYR a—)L

avUR—&
ook HERE 1179
N—23y
channel-scan—schedule enable HEEDEREHDERTE 2.0
channel-scan—schedule force BAEIREDER ENDERE 20
channel-scan—schedule {add|del} | EMEFZID KR E 20
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6.8.1. HWREDEZ  MIDEXTE

ANERX
channel-scan—schedule enable

no channel-scan—schedule enable

BREINTGA—4
5L
BL
FYRILEBRF YO DR a— ILERED B BHERTELET .
HHE
23
EITE—F
radio0 A 27T —RAV T4 L—3vE—FK
radiol /22 7x—AAV 745 L—3vE—FK
A—HHER
EEETHIUL
A%l
AP(config—if-radio0)# channel-scan—schedule enable
AP(config—if-radio0)# no channel-scan—schedule enable
/—k

BE FrRILE—FICTHEAR. RAEREFIT. MO
channel-scan—schedule force MERTESNTL D&,
IFERDEBZLISAT NI Lo ARBEIAINET,
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6.8.2. RHFIERBOED. EHOERTE

ANERX
channel-scan—schedule force

no channel-scan—schedule force

BREINTGA—4
5L

BL
BBISATUMNRBER TERT D 2— ILEREIC KA B RAF YU B XUV
FrRIILDYYEZZHFA T HIGEICERELET,
REENEDDISE . BRISATUIMIBEF L. BBRAFvo LU
FrRILDYYBZEITVER A,

HHE
| BFarLALy)

EITE—F
radio0 A 27T —RAV T4 L—3vE—FK
radiol {22 7x—AAV 745 L—3vE—FK

A—HHER
EEETHIUL

A%l
AP(config—if-radio0)# channel-scan—schedule force
AP(config—if-radio0)# no channel-scan—schedule force

/—k

BE FrRILE—FICTHEAR. RAEREFIT. MO
channel-scan—schedule force MERTESNTLVDE.
IFERDELZLISAT NI Lo ARBEIAINET,
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6.8.3. EERZIDEE

ANERX
channel-scan—schedule { add | del } TIME

clear channel-scan—schedule

BREINTGA—4
TIME
FrRIIVBEBRAF v DEBELUERELET .
BREIA—TYME hh B mm D EFRELIZWLEE.
hh:mm [Z7EYET,
EXEFAEEEE  hh 00~ 23[ B (24 BFREFRED)]
mm 00~59[%57]
clear channel-scan—schedule Z{T5Z& T,
TRTOEELTHELET,
Bl
FYRIIVBEERF v DEMERELUERTELET .
B|IRA BT T— A (radio0/radiol) Z&IZ, K 2 DETHREMNTRETT,
MHE
BEGL
RITE—F
radio0 A 27T —RAV T4 L—3vE—FK
radiol {227z —AAV 745 L—3vE—FK
2—HHER

EEETHIU

6-78



A%l
AP(config—if-radio0)# channel-scan—schedule add 23:30
AP(config—if-radio0)# channel-scan—schedule del 23:30

AP(config—if-radio0)# no channel-scan—schedule force

el
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6.9.;8{E") UL —HHIE

avUR—&
avUR i B
N—23y
rate low-thresh SSIDDBIEV VL —FDTRREXTE 20
rate high—thresh SSIDD@EE VL —bD LRERE 2.0
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6.9.1. SSID MFEEIL—FDTRERE

ANERX
rate low—thresh RATE

no rate low—thresh

BRE/INSA—4
RATE
BIEL—FDOTREHRELET .
X E AT REfE 24/18/12/9/6[Mbps] MR ERIEETY .
ShEd
SSID BBHIDBEEYIL—FDTREZZRELET .
AREEFE (L. radio0(5GHz ) Tld IEEE802.11a RERFIZH T,
radiol (2.4GHz &) Tl& IEEE802.11b/g F£1=I1& IEEE802.11g X ERFIZH ZhE
HYET,
1=12L. radio1 (2.4GHz &) % IEEE802.11b/g [ZEZTELTL\BEH.
HR—kL—N& IEEE802.11g DIFEL —MHIREhET,
ZMD1=.IEEE802.11b DEARISA T U MIEZEMN TELHYET,
RELZHIBRT BIE AL, no rate low-thresh Z1TLVET,
HAE
RELL
EITE—F
SSID AV 745 L—i3vE—F
d1—HIER
EEETHIUE
AHBl

AP(config—ssid ict)# rate low—thresh 24
AP(config—ssid ict)# no rate low—thresh
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REREE

REREE

52 ET . mARBIEL—HE., 54Mbps IZHIRESh EF T,
F7-. radiol1 (2.4GHz &) % IEEE802.11b/g IZEZFELTL\BIBE.

—~

T>&. IEEE80

2.11b DEIRV AT U MIEHRMN TEERYET,
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6.9.2. SSID MEEVVIL—D LERBERTE

ANEX
rate high—thresh

no rate high—thresh

BRE/INSA—4
RATE
BIEL—DLERBREHRELET .
SR TE AT RE(E 54/48/36/24 [Mbps] A\ X ERGIRETY .
ShEd
SSID BBHID@EEYIL— D EREHZRTELET .
AREEFE (L. radio0(5GHz ) Tld IEEE802.11a RERFIZH T,
radiol (2.4GHz &) Tl& IEEE802.11b/g F£1=I1& IEEE802.11g X ERFIZH ZhE
HYET,
1=12L. radio1 (2.4GHz &) % IEEE802.11b/g [ZEZTELTL\BEH.
HR—kL—N& IEEE802.11g DIFEL —MHIREhET,
ZMD1=8 . IEEE802.11b DEARISA T U MIEHZEMN TELARYET
REZHIBRT HFEEIL. no rate high-thresh Z{TULVET,
HAE
RELL
EITE—F
SSID AV 745 L—i3vE—F
d1—HIER
EEETHIUE
AHBl

AP(config—ssid ict)# rate high—thresh 24
AP(config—ssid ict)# no rate high—thresh
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REREE

REREE

52 ET mIMBEL—HE. 6Mbps IZHIRENFE T,
F7-. radiol1 (2.4GHz H) % IEEE802.11b/g IZEZFELTL\RIBE.

—~

{T>&. IEEE80

2.11b DEIRV AT U MIERD TEERYET,
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F7E VNI OFE(HE)

AEF. RYFIT—HOEBOOTURIZDOWVTEHRBALET,



11PNy D4 ILBYY Y

avUR—%&
ook HRE P11
N—23y
ip filter IPv4/ Xy R D1V ADERTE 1.0
ip access—list IPVAINT YR T O R) A D& § 1.0
show ip filter IPv4/N5y D4 )LD KRR 1.0
show ip filter statistics IPv4 /Ny R D4 )L AEREHER D KRR 1.0
clear ip filter hit—count IPv4 NI R4 IILADEYR IOV ADEE 1.0
clear ip filter statistics IPv4 /Ny R D4 )LASREHBEHRD B E 1.0
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7.1.1.  IPvA INTYR D4 ILZDERTE

AHNERK
ip filter ACCESS-LIST-NAME SEQUENCE-NUMBER DIRECTION
no ip filter ACCESS-LIST-NAME SEQUENCE-NUMBER DIRECTION

J/E/INTA—E
ACCESS-LIST-NAME
TORRJRANBEHRELET
SEQUENCE-NUMBER
=X NoERELET .
5% 7€ Al e 6 1~65535
1 DDAVETI—RITEBDOT IR ANEBERALI-GE .
=R No.DINEWE DA SIEIZEHEISNFE T,
DIRECTION
ARZEHRELET .
in ARyt LTI AEERALET
out HANT YL TI I EEEBRALET .
Bl
BELIAVATI—RA LT, 7OERYAMI&Z T4V AEEALET,
MART1ILEZIE . LAN1/PoE (GigaEthernet0) — LAN2 (GigaEthernet1) f8] C
FEHTRILIETEE A,
MHE
L
EITE—F

GigaEthernet0 /22 71—RaAV 74 L—3VE—FK
GigaEthernet! /22 271—RaA 740 L—3VE—FK
GigaEthernetO.X /28 J7x—AXa> 749 L—>30F—FK
GigaEthernet! X /271 —RaY 749 L— 3V E—F
radiod 1471 —RAV T4 L—3vE—F

radiol 12471 —RAV T4 L—3vE—F
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a—HER
EEETHIU

ARl
AP(config—if—-GigaEthernet0)# ip filter abc—def 1 in
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7.1.2. IPv4 N ybT7HERRY XD & 8%

AHERX
ip access—list ACCESS-LIST { deny | permit }
{icmp [ [ type ICMP-TYPE [ code ICMP-CODE ] ] | ICMP-MESSAGE ] |
ip | tep [ FLAGS ] | udp | protocol-number }
src { SRC-ADDRESS | any }
[ sport { OPERATOR SRC-PORT | range MIN-SRC-PORT MAX-SRC-PORT | any } ]
dest { DEST-ADDRESS | any }
[ dport { OPERATOR DEST-PORT | range MIN-DEST-PORT MAX-DEST-PORT |
any } ]

no ip access—list ACCESS-LIST { deny | permit }
{icmp [ [ type ICMP-TYPE [ code ICMP-CODE ] ] | ICMP-MESSAGE ] |
ip | tep [ FLAGS 1 | udp | protocol-number }
src { SRC-ADDRESS | any }
[ sport { OPERATOR SRC-PORT | range MIN-SRC-PORT MAX-SRC-PORT | any } ]
dest { DEST-ADDRESS | any }
[ dport { OPERATOR DEST-PORT | range MIN-DEST-PORT MAX-DEST-PORT |
any } ]

BREINTA—4
ACCESS-LIST

TORRJRNEEEELET

(15 XFLRDZEBH LUVHIEIXFEEELELXF)

FERTMEXFIILUTOLELYTT,
FILITF7RYMEHRXF (A~2Z)
FILIT7RYNEHINLF (a~2)
HFFA0~9)
BEFA-UNTV) 1T (FUF—RT7) ]

{ deny | permit }
TORREZATER_ELET,
deny

TIORRERILLFT,
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permit

TORRZEHFRALET,

LZakaL>>(UTFTOZTakaiLhsER)

icmp
ICMP ZE&ELFT .
ip
£ IPv4 JORaLERELET .
tep
TCP ZERELET
udp
UDP ZERELFEY .

protocol-number
protocol-number #EXELE T,
£% 7€ nI RE i B 1~255

KUTE, BE/NSA-EDHRAITEYET,
KL, SRELUNDNT A2 £BIZBEYFET,

KL DTFIEZFaraiLhsicmp OEEOHFER >>

ICMP-TYPE
ICMP type ZHEELET,
EXTEFIAE#EEE <~ 0~255

ICMP-CODE

ICMP code ZELFEY .
X EFTHEEEE  0~255

ICMP-MESSAGE
ICMP Ayt —C & (FEEOVWT M) EZIEETEET .
administratively—prohibited .~ dod—host-prohibited ./
dod—net—prohibited .~ echo ./ echo-reply ./ host-redirect ./
host-tos—redirect ./ host—tos—unreachable ./ host-unknown ./
host-unreachable ./ mask-reply ./ mask-request .
net-redirect ./
net—tos-redirect . net-tos—unreachable ./ net-unreachable ./
network—unknown . option—missing .~ parameter—problem

port-unreachable ./ protocol-unreachable ./ redirect ./
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router—advertisement .~ router—solicitation .~ source—quench .
source—route—failed ./ time—exceeded ./ timestamp-reply ./

timestamp-request

K UTFEZTaraisip OB, 53 >
SRC-ADDRESS
EIETT IPVvA PRLREIBELET,
BEE7FLX IPv4 7RL R/ Y bR (0~32)

any FTRTDIPv4 7RL R
DEST-ADDRESS

5a%k IPv4a PRLREIRELET

BE7FLR IPv4 7RLR/Fy kR (0~32)

any FTRTDIPv4 PRL R

K UTFIEFara)Lh tep udp OEDQHFEZT >>
OPERATOR
R—rESEERIIUTOFRL—2ZHATEET,
It(less than). gt(greater than). eq(equal). neq(not equal). range

SRC-PORT
EETR—ESERELET,
REFTREEEE =~ 1~65535
HEBLIGEF 2 R—rES (any) ARRIZBVETS,
R—rESEERIIUTOFRL—2Z5HATEET,
[t(less than). gt(greater than). eq(equal). neg(not equal)

MIN-SRC-PORT
range A XL —42FRABOR—FESDR/IMEZIEELET,
% % A BEE 1~65535

MAX-SRC-PORT
range 7 XL — S AR DR—FESDRRBEERELETT .

E% 7E Al e 1~65535

DEST-PORT
SEAR—IBSEEELET,
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REFTREERFE  1~65535
HBLEGEE 2 R—FES (any) AHRIZBYET,
R—rESHEEREIUTOFRL—2Z5HALET,

It (less than). gt (greater than).eq (equal).neq (not equal)

MIN-DEST-PORT
range A XL —2FABOR—FEEDOR/IMEZIEELE T,
R % B RE &0 1~65535

MAX-DEST-PORT
range Z RL—AFERABOR—FBEEDRKIEZEELET .
ERERIRESGEH  1~65535

K UTFETARILD top DEDHER >

FLAGS
TCP ANYE DFIHTIZ T EI_ELET
#HEHIS5 (%, ack .~ fin .~ psh ./ rst ./ syn ./ urglZ
BYET,

SRC-ADDRESS
BEIETT IPv4 PRLRAZEHRELE T,
BE7FLX IPv4 7RL R/ Yk XY (0~32)
any FTRTDIPv4 PRL R

DEST-ADDRESS
5E5 IPvA PRLRZIEELE T,
BE7FLX IPv4 7RL R/ Y bR (0~32)
any FTRTDIPvA TRELR
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#HE

A —HHER

AHH

TORR)ANEERLET,
MART1ILEZIE . LAN1/PoE (GigaEthernet0) — LAN2 (GigaEthernet1) f8] C
FERTBEIFTEEEA,

ga—/\)LariqgL—avE—FR

EEETHIU

AP(config)# ip access—list abc—def deny ip src 192.168.1.1/24 dest any

AP(config)# ip access—list abc—def deny icmp src 192.168.1.1/24 dest any

1 2DT7IERYAMIEHIOMN) #EHZ LGS, B&LIEIC
FHEEhET,

TOER)ZLDHIREE, 7R ANEDHADIEESNIZHZEIL.
ZDT7IERVAMIBT 5T RTOIVNIZHIBRLET,
TOER)AME LN DINGA—FLIEEINEE L.
ZDINTA—RIZIVF T BRIV DHEHIBRLET
BE.TIERA)ANEDERIITEEE A,
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7.1.3. IPv4A N YR I4IL 2D R T

ANERX
show ip filter [ INTERFACE ]

BRE/INSA—4
INTERFACE
AVRITT—REHEEBELET,
ShEd
IPv4 Ny D4 ILEERRLET .
HAE
L
RITE—F
ga—n\)Larvo4gL—avE—FR
GigaEthernet0 /22 7x—RaAV 740 L—3VE—FK
GigaEthernet! /22 271—RXa 740 L—3E—FK
GigaEthernetO.X /2871 —AXa> 749 L—30F—FK
GigaEthernet! X /27— 745 L—a V0 E—R
radiod 1R J7T—RXaAV T4 L—avE—K
radiol 1R J7T—XaAV T4 L—avE—K
aA—HHER

BEBETHIVE
Ea—7a1—57ho ok



ARl
AP(config)# show ip filter

AP(config)# show ip filter GigaEthernet0

el




7.1.4.  IPv4 N ybhI4 L3 $REHBR O TR

ANERX
show ip filter statistics [ INTERFACE ]

BREINTGA—4
INTERFACE
AVBTI—RBERELET
EhBA
IPv4 Ny R D4 L AREHR R E R TLET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
GigaEthernet0 /22 71—RaAV 740 L—aVE—FK
GigaEthernet! /22 271—RXaAV 745 L—a3VE—FK
GigaEthernetO.X /28 J7x—AXa> 749 L— 30 F—FK
GigaEthernet!. X /2471 —XaV 745 L—3E—K
radio0 /A7 —RXAV T4 L—avE—K
radiol /> #7x—RXAV T4 L—avE—FK
aA—HHER
EHETHIUE
Ea—7a1—¥7hHob
ARl
AP(config)# show ip filter statistics
/J—k




7.15.  IPv4 1NN I4ILEZDEYRAIEDIHE

ANERX
clear ip filter hit—count [ INTERFACE ]

BREINTGA—4
INTERFACE
AVBTI—RBERELET,
EhBA
IPv4 TR DAL ADEYRID U AEBELET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
GigaEthernet0 /22 71—RaAV 740 L—3VE—FK
GigaEthernet! /22 271—RXaV 740 L—3E—FK
radio0 1 27z —RAV T4 L—avE—FR
radiol /271 —RXAV T4 L—avE—K
aA—HHER
EHETHIUL
ARl
AP(config)# clear ip filter hit—count
/J—k

Tl




7.1.6.  IPv4 T ybh D4 )L B $REHEHRODEE

ANERX
clear ip filter statistics [ INTERFACE ]

BREINTGA—4
INTERFACE
AVBTI—RBERELET,
EhBA
IPv4 7y b D4 L BEREHIBIREHELET
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
GigaEthernet0 /22 71—RaAV 740 L—3VE—FK
GigaEthernet! /22 271—RXaV 740 L—3E—FK
radio0 {2 7x—RAV T4 L—3vE—FK
radiol /22 7x—A3AV T4 L—3vE—FK
aA—HHER
EHETHIUL
ARl
AP(config)# clear ip filter statistics
/J—k

Tl




7.2.ARP +—7)L

avUR—&
Ok HREE P11
N—o30
arp entry ARPI M) & E% 1.0
show arp entry ARP TURYSRR 1.0
show arp statistics ARP #fEtEHREK T~ 1.0
clear arp entry ARP T RJEE 1.0




7.2.1. ARP IUMJEEF

ANERX
arp entry IP-ADDRESS HW-ADDRESS
no arp entry IP-ADDRESS [HW-ADDRESS]

BRE/INSA—4
IP-ADDRESS
A— Yk IPvd TRURZFHRELET
HW-ADDRESS
A— vy MAC PRLARAZERELET .
ShEd
M7 ARP TN ZEBILET .
ERLENT=IP PRLRAITD /45 YR ZDUNTIL, ARP fiEiR%E
AHFIT. N—F Iz 7F7RLRAZEVTEELEY,
HAE
L
EITE—F
VLAN A28 7x—RaAV 745 L—30F—FR
d1—HIER

EEETHIU



A%l
AP(config—vlan 2)# arp entry 192.168.1.100 11:22:33:44:55:66

AP(config—vlan 2)# no arp entry 192.168.1.100 11:22:33:44:55:66

ARP Z#HHR—FLTULWVARWKRRMDEE ARP TR )EERLET .
¥write memory METSINDETIE. BFERIIRTShFEE A,




722. ARP IVR)FEFE

AHNERK

show arp entry

BRE/NTA—4
L
EhBA
ARP TUN)ZHRRLFET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
VLAN A28 7x—RaAv 749 L—30E—K
aA—HHER
EHETHIUL
Ea—7a1—¥7hHok
AHBl
AP(config)# show arp entry
J—k

Tl




7.23. ARP #fEHEHRET

AHNERK

show arp statistics

BREINTGA—4
L
ShEd
ARP #fistiEHERRLET,
HAE
L
EITE—F
Ja—n\)LarvoiqagL—avE—F
VLAN A28 7x—RaAv 749 L—30E—K
aA—HHER
EHETHIUL
Ea—7a1—¥7hHok
AHBl
AP(config)# show arp statistics
J—k

write memory MEITEINZETIE., IFRITRTESNEE A,




724. ARP IFMUJHE

AHNERK

clear arp entry

BREINTGA—4
L
EhBA
ARP IV N)EHELEY,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
VLAN A28 7x—RaAv 749 L—30E—K
aA—HHER
EHETHIUL
AHBl
AP(config)# clear arp entry
J—k
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F8E  ImKREl

AREF. mRBIEDITUFITOWTEHRBALET,



8.1.RADIUS

avUr—%&
a<UR HegE —

N—3y

radius host ip

~

#BAEZ1TD RADIUS TRRAMDERTE (FF517))

1.0

radius secondary—host ip %175 RADIUS TRARDERE (HU5)) 2.0
radius deadtime RADIUS H—/I~DT7HILRTOVIEEIDEE | 20
radius reauthentication RADIUS H—/\~DHEZRIHRDEE 20
show radius statistics RADIUS #istEHRD KT 2.0
clear radius statistics RADIUS #fEHE|DIEE 20
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8.1.1. EREI%4TS RADIUS RRFDERFE(FTS514<Y))

ADERK

radius host ip ADDRESS

[ acct-port ACCT-PORT | auth-port AUTH-PORT |
acct—port ACCT-PORT auth—port AUTH-PORT ]

[ retransmit RETRIES ]
[ timeout SECONDS ]
key KEY-VALUE RADIUS-SHARED-KEY

no radius host ip ADDRESS

BREINTGA—4
ADDRESS
RADIUS 54—/ D IP FRLR(PvA)EAHLET,
ACCT-PORT
TAIUTAV T R—bEBTEANLET,
X ERAEEIB]  0~65535
MERfE 1813
THIUTA T e EFERALGELMER L. 02 ANLET .
ARATLa  BIREFL. GIDIKEESIZTHREES,
AUTH-PORT
R —FESEANLET,
X ERAEEIB]  0~65535
MERfE 1812
R EEEERALALMERIX. 0 ZANLET,
AA T3 BIREFE, BIOKEESIESREFET,
RETRIES
RAEEEH@EEL)EZANLET,
EXECTREEE  1~10[[E]
MEE 3
AATa o BREFIL. GIOKEESIZHEET,
AEREMEIX, TS5AVY—/\twhoRF )Y —/\THEIZ
FRALES,
SECONDS
BEBOIALTINEEEAALET,
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#HE

aA—HHER

SR EATREEGRE  1~20 [F]
B 3
AA T3  BREEFE, ATOKEESIEREFT,
ARRFEMEE, TS5AVHF—Eho 5 H—/NTHEIC
FEALET,

KEY-VALUE
HBEMEROBREELET,
0 EXDFEFTERRLET,
1 EFIERRLET, (FEFE)
ARRFEEE, TS5AVHF—whoF ) H—/NTHEIC
FEALET,

RADIUS-SHARED-KEY
HBHEREANLET,
REBEEMEIL, TS5AT)Y—NwhoF )Y —/N\THEIZ
FEALET,

FBEIA1TS RADIUS RAMNTSA7))H/ELET .

SSID aAv 745 L—i3vE—F

EEETHIU
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AHH

AP(config—ssid ict2)# radius host ip 192.168.1.11
acct—port 1813
auth—port 1812
retransmit 5
timeout 3
key 0 87654321
AP(config—ssid ict2)# no radius host ip 192.168.1.11

no radius host ip ADDRESS a< > KI&.

THhUF) host MEFIN TS EEIZIE, EITTEFEE A
THUF1) host BBEFRINTLVDEEIL, %I

no radius secondary—host ip ADDRESS <> KIZT

AU H1) host ZHIBRL THBLEITLTZELY,

8-5



8.1.2. EBEI%1TS RADIUS RRFDERTE (EHUEY))
AHERX
radius secondary—host ip ADDRESS
[ acct—port ACCT-PORT | auth-port AUTH-PORT |
acct—port ACCT-PORT auth—port AUTH-PORT]
no radius secondary—host ip ADDRESS
BREINTGA—4
ADDRESS
RADIUS AU A)H—/ D IP FRLRA(PvA)EAHILET,
ACCT-PORT
TAVDUTAV T R—bEBTEANLET,
X ERAEEIB]  0~65535
MHAME 1813
TH I T4 BREEERLEWESIX. 0 ZAALET,
ARATar BEEEFL. GIDIKEESIZTREET,
AUTH-PORT
R —FESEANLET,
X ERAEEIB]  0~65535
MEE 1812
R EEEFERALAGLMERIX. 0 ZANLET,
AA T3 BIREFE, BIDKEESIESREFT,
Bl
FBEEE4TS RADIUS KRR (AU A ERELET .
MHE
REKTE
RITE—F

SSID AV 749 L—i3vE—F
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A —HIER

EHETHIUE
ARl
AP(config—ssid ict2)# radius secondary—host ip 192.168.1.11
acct—port 1813
auth—port 1812
AP(config—ssid ict2)# no radius secondary—host ip 192.168.1.11
/—k

AR K&, %I1Z radius host ip ADDRESS <> KIZ T,
T34 host NEFITLIRLELAHYET,
T547) host BNEEFINTULVEWNEE(X, RITTEEE A
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8.1.3. RADIUS H—/NADOT7HERTOvIERDERTE

AHNERK

radius deadtime TIME

BREINGA—A

#HE

A —HIER

AHH

TIME
FHORRATOvIEBEAALET,
E% %E mI REEE 1~1440[%]

RADIUS H—/\ADT7HIERT OV BMERELET .

ARBRFEMEE. TSAVSF— I EhoF)F—N\THEBIZFRALET,
TR —NTERITS—,Ho1=15A . RELHMIE. T51<
H—NEDRIETHT ., EhU T —/ERFFETVET,

R T RFICIETSA T —NARIAEDYVRLETVET,
COEREFEA T —N\DERESNTVSHEICOAFEHNTY,

5[43]

SSID aAv 745 L—i3vE—F

EEETHIU

AP(config—ssid ict2)# radius deadtime 100

Tl
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8.1.4. RADIUS H—N\~AOBEZIRREDETE

ANERX
radius reauthentication TIME

no radius reauthentication

BREINTGA—4
TIME
BRIHEROFEZEANILES,
B 15~720[%]
BL
RADIUS H—/\~ERi T ARHEERERELET .
no radius reauthentication 1T B ERIEITITOVEH AL
AEFEE. TSAVY—hoZ)H—/I\THBIZFERLET,
HHE
23
EITE—F
SSID av 745 L—avE—FK
A—HHER
EEETHIUL
A%l
AP(config—ssid ict2)# radius reauthentication 100
AP(config—ssid ict2)# no radius reauthentication
/J—k
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8.1.5. RADIUS #EH&FHOER

AHNERK

show radius statistics

BREINTGA—4
L
EhBA
RADIUS #f&HEHERTLET
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
Ea—7a1—¥7hHob
AHBl
AP(config)# show radius statistics
J—k




8.1.6. RADIUS #fiH&EHDIEE

AHNERK

clear radius statistics

BREINTGA—4

L
EhBA

RADIUS #aHEHEHEELET,
HAE

L
EITE—F

Ja—n\)Lariq4JL—avE—F
aA—HHER

EHETHIUL
AHBl

AP(config)# clear radius statistics
J—k

Tl




$FOE NTP

AEENTP OaATURIZDOWNTERBALET .



9.1.NTP &5

avUR—%&
av2k HaE G
N—o3y
ntp enable NTP OSAT7UNDERNENDERE 1.0
ntp interval NTP 25472 bD | R HARE R D % E 1.0
ntp server EZIFHA%EESD NTP H—/\DETE 1.0
show ntp NTP U547 Vb DEEFRO R 1.0
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9.1.1. NTPHUSAT7UrDED. EHDERTE

ANEX
ntp enable

no ntp enable

BREINGA—A
L
5
NTP V547 U MEREZAMICLET
ntp enable BEMILET,
no ntp enable |mAILET,
HAE
3
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER

EEETHIU
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AHH

AP(config)# ntp enable

AP(config)# no ntp enable

FEITHREERTET S clock AR REEAT S5 E (L.

LM>TzAs no ntp enable [CT NTP V547 U b ZLLESEHIBELABHYET,
FEEREERNTP VAT UMEFERAT HFZEIL. ntp enable &
BERTLTIESL,

no ntp enable T, #EHEHMEHEELET
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9.1.2. NTP U547 rDEZIREAMRMREDERE

ANEX
ntp interval POLL-INTERVAL

no ntp interval

BREINTGA—4
POLL-INTERVAL
RHRRERELET,
R RIHEEAR  16~999999 [#)
EhBA
NTP V547 r OB ZIE AR R ELE T,
no ntp interval T, #EAEIZRELE T,
HAE
86400 [#0](= 24 BfE)
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# ntp interval 86400
AP(config)# no ntp interval
J—k

Tl
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9.1.3. KZIRHZELSD NTP H—/\DETE

AHNERK

ntp server ADDRESS [ version VERSION | delaytime T1 |

version VERSION delaytime T1]

no ntp server ADDRESS

BREINGA—A

ADDRESS

VERSION

T1

BHIZE LD NTP H—/\D 7KL RAZET=IE. A +4E (FQDN) %
BELET,

BLEahteE/N\—23arTd,
& % B RE &0 1~4

WEAE 4
BEONTP H—N\EZ 5T H5E. KT avd@EmIc
FERINET,

AATa AL, BIDREES I EREFTT
Flo RRICERESNI/NGA—BICTLEEEREINTT,

EEFCENRF. GigaEthernet0 F7=I&. GigaEthernet! ME{EHY
HERINTHE,

T1 KRS LIZNTP H—/N\EBIEZITVET .
RFEFTREERE ~— 0~3600 [#

MEAE 60 [F)]

BHDONTP H—N\EEETHHEE. KA T av EHEMIC
ERASNFET,

AA T3 BIREEE, BTDKEBESIESREFT,

Fro. REBRICEESNFNTA—FITLEESHRESNET,

NTP 9547 b DB ZIEIEIZ EDT=-HIZSEET S NTP H—/\%
HELET,
NTP H—/\[&. JRK 2 DETHRET HENTEET,
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#HE

REZTE
EITE—F
Ja—n\)Lariq4JL—avE—F
A—HHER
EEETHIUL
A%l
AP(config)# ntp server 192.168.1.250 version 2 delaytime 60
AP(config)# no ntp server 192.168.1.250
/J—k

Tl
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9.1.4. NTP 9547 rDOEMEFRD TR

ANEX
show ntp
BREINTGA—4
sl
BL
NTP EntE1EHRERRLET .
HHE
5L
EITE—F
Ja—n\)Lariq4JL—avE—F
2—HHER
EEETHIUL
Ea—7a1—H7hHok
A%l
AP(config)# show ntp
/J—k
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E10E SNMP

AZE (L. SNMP DT RIZDOWVTEHRBELET,
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10.1. SNMP T— x> hiSRE

avUR—&
ook HERE 11173
N—o30
snmp-agent ip enable SNMP OE% B DERTE 1.0
snmp-agent ip trap FEEDONSYTHR . EWETE 1.0
shmp—agent contact EH# S (sysContact) D EXTE 1.0
snmp—agent ip community SAa=T(DETE 1.0
snmp-agent ip host FSUTEIELD IP PRLADETE 1.0
snmp-agent ip trap—port FSyvTREER—IBESDERTE 1.0
snmp-agent location TOERARA U DYERIALE (sysLocation) 1.0
DEEE
snmp-agent view MIB View 8&UA TP zIMID DHRTE 1.0
show snmp—agent community S TAICERESNTULSEHRDOER TR 1.0
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10.1.1. SNMP DEZ. T\ DEEE

ANEX
snmp—agent ip enable

no snmp—agent ip enable

BREINTGA—4
5L
BL
SNMP T—xUMMIHIT5H SNMP #F#ICLET .
snmp—agent ip enable BAMIEHRELES,
no snmp—agent ip enable BNNHELET,
HHE
23
EITE—F
Ja—n\)Lariq4JL—avE—F
A—HHER
EEETHIUL
A%l
AP(config)# snmp—agent ip enable
AP(config)# no snmp—agent ip enable
/J—k
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10.1.2. EEDFSYTHD.EHERTE

ANEX
snmp—agent ip trap COMMUNITY snmp TRAP
no snmp—agent ip trap COMMUNITY snmp TRAP

BENTA—42
COMMUNITY
QX1 TAREHRELET .
REFAEEERE < &K 30 [XF]
FERAFREXFIFLUTOESYTY,
TILI7RIME BRI F (A~2Z)
FILIF7RYREHINKF (a~2)
B4 AH0~9)
AR—R AT HHXFEEDFEE A,
TRAP
SNMP Sy T DINSA—BEHRELET .
ST DT IL—TH shmp DIBE
auth—failure
cold—start
link—down

link—up

A2 =FTAIZHLTIEEDNSYTEZEDIZLET,

#HE

Tl

Jo—/\)LariqgL—avE—FR
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A —HIER

EBETHIUL
ANl
AP(config)# snmp—agent ip trap abcdef snmp auth—failure
AP(config)# no snmp—agent ip trap abcdef snmp auth—failure
/—k

aL
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10.1.3. E#&JE (sysContact) DEXTE

AHNERK

BREINGA—A

#HE

A —HIER

snmp—agent contact CONTACT

no snmp—agent contact

CONTACT
E#& 4 (sysContact) R TELE T,
REFTREEIRE &K 255 [XF]
FERAFAREXFIILTOESYTY,
TILITFAYERRNF (A~Z)
FILI7RYMEHINXF (a~z)
B+ AH0~9)
AR—R BT HEIXFEEDFEE A,

E#& 4 (sysContact) ZRTELE T,
no snmp—agent contact T, #1HEHEIZZRELET,

Ja—/\)LariqgL—avE—FR

EEETHIU
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AHH

AP(config)# snmp—agent contact abcdef@example.com

AP(config)# no snmp—agent contact

Tl
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1014, ASA=TADEEE

ADERK
snmp—agent ip community COMMUNITY [ view VIEW | ACCESS-TYPE |
view VIEW ACCESS-TYPE ]
no snmp—agent ip community COMMUNITY

BREINTGA—4
COMMUNITY
QS =TARBERELFET,
RXEFAEEIE &K 30 [XF]
FERARESCFIIUTDESYTY,
FILIT7RYMEHRXF (A~2Z)
FILIT7RYNFEHINLF (a~2)
HFFA0~9)
AR—R BT HEIXFEEDEE A,
VIEW
MIB View BZ iR ELFET .
XEFREEIE &K 30 [XF]
FERAREEXFIEUTDESY TT,
TILITFRYRERRXF (A~2Z)
TILITFRYRERHINF (a~2)
HFFA0~9)
AR—R BT HEXFEEDEEA,
MEE IXT
ACCESS-TYPE
TOCRBATH#HRELET,
ro MIB View DFHARAH. b5y TEE
rw MIB View DFAAH, EEAH, MV TNE
WEAE ro
Bl
AZ2=TFADREETVES, QI =T @HIBVMESTEMLES )
MHE
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A —HHER

AHH

JO—/\)LariqgL—avE—FR

EEETHIU

AP(config)# snmp—agent ip community abcd view aaaaaaaaaa ro

AP(config)# no snmp—agent ip community abcd

QS =T DERFTREHHII R K 253 HTY,

view ZHEET HIZE L. snmp-agent view DERER TRITNITEYEE A,
aASa=T4%HIRT 5 &, BEET B snmp—agent. host, snmp—agent trap
DEFELHEIREINET
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10.15. FSYTEEED IP PRLADERE

AHNERK

snmp—agent ip host ADDRESS COMMUNITY [ version VERSION ]
no snmp—agent ip host ADDRESS COMMUNITY [ version VERSION ]

BREINGA—A

#HE

A —HIER

ADDRESS
FED IPv4 PRLREHRELET .
COMMUNITY
QS = TARBERELET,
BREFAEEIEE &K 30 [XF]
FERAABESCFIIUTDESYTY,
FILIT7RYMEHRXF (A~2Z)
FILITF7RYLERINF (a~2)
HFFA0~9)
AR—R BT HHXFEEDEE A,
VERSION
SNMP N—2a %8 ELET,
£% % A HE #0 1~3

FoYTEEED IP PRLREERTE GEMLETS,

Jo—/\)LariqgL—avE—FR

EEETHIU
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A%l
AP(config)# snmp—agent ip host 192.168.1.3 ababab version 3

AP(config)# no snmp—agent ip host 192.168.1.3 ababab version 3

aL
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10.1.6. oV TEER—IESOERE

ANEX
snmp—agent ip trap—port PORT
no snmp—agent ip trap—port PORT

BREINTGA—4
PORT
FSYTREER—IBESERELET,
% % A] RE #E 1~65535
EhBA
SNMP T— U hDSYTREER—IBESERELET,
HAE
162
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# snmp—agent ip trap—port 29
AP(config)# no snmp—agent ip trap—port 29
J—k
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10.1.7. 7ORRARAUFDYEBBIGIE (sysLocation) DEXTE

AHNERK

snmp—agent location LOCATION

no snmp—agent location

BREINGA—A

#HE

A —HIER

LOCATION

B DYIERRIE (sysLocation)ZHELET,

REFTREEIE &K 255 [XF]

FERAFREXFIILTOESYTY,
TILI7RIMEBRXF (A~2Z)
FILIF7RYREHINKF (a~2)
BFFA0~9)
AR—R BT HEIXFEEDEE A,

SNMP T— U hDSYTREER— B SERELET,
no snmp—agent location T. FIEAEIZLET .

Jao—/\)LariqgL—avE—FR

EEETHIU
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ARl
AP(config)# snmp—agent location XXXX

AP(config)# no snmp—agent location

aL
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10.1.8. MIB View 8&UATzHRID DEEE

ANEX
snmp—agent view VIEW OID

no snmp—agent view VIEW OID

BREINTGA—4
VIEW
MIB View £ZEHELET
XEFAEEIEE &K 30 [XF]
FATREXFIIUTOESYTT,
TILIT7RYMEHRXF (A~2Z)
FILIT7RYLEHINXF (a~2)
BFFA0~9)
AR—R BT HEIXFEEDEE A,
oID
IR D #RELFET,
RETHEEEE  OID BEERTELET.
Bl
MIB View H8&UA TPV ID #FHEGEMLET,
MHE
REEFE(TF2)
RITE—F
Ja—n\)Lariq4JL—avE—F
2—HHER

EEETHIU
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ARl
AP(config)# snmp—agent view public_.v X.Y.Z

AP(config)# no snmp—agent view public_.v X.Y.Z

aL
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10.1.9. OSa=FT/ICHKESNTLAIFHRDORERT

ANERX
show snmp—agent community ip [ COMMUNITY_NAME ]

BREINTGA—4

COMMUNITY_NAME

BELEARIOIZA=ZT42RRELET,

EhBA

A2 = TAIZREINTLSIEHRERTLET,
HAE

L
EITE—F

Ja—n\)Lariq4JL—avE—F
aA—HHER

EHETHIUL

Ea—7a1—¥7hHok
AHBl

AP(config)# show snmp—agent community ip
J—k

Tl
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B11E O¥XJHee

AEF. OX RO RIZDOWTERBLEYS,
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11.1. AR O #gE
avUR—%&
UK e B

N—o30

event—terminal

ARV AyE—2Qa)—ILEHADERS
BYDERE

1.0

logging subsystem YISO RTLAYE—URTRDEKTE 1.0
logging backup—enable AT DINVITITBH EHDETE 1.0
logging backup—interval-time | A DN\ H 7y T IRERIRDETE 1.0
show logging AR AT EROERT 1.0
show logging statistics AR RO D#EHERO R T 1.0
show error—log AT LDEEZFHRDOER T 1.0
clear logging AR RAYTE—D DHIBR 1.0
clear logging statistics AREOY O#ETHhOU 2D EE 1.0
clear error—log DATLDEEEFERDEE 1.0
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1111, ARV AYyE—2NDaVY—ILHIDER. FEHDK

TE

ANERX
event—terminal

no event—terminal

BREINTGA—4
L
ShEd
ARV AYE—D D) —ILEHERELET,
event—terminal HAOEBEMLES
no event—terminal HAEENLET,
HAE
3
EITE—F
£ 749 L—3vE—FR
aA—HHER
EHETHIUL
AHBl
AP(configl# event—terminal
AP(config)# no event—terminal
J—k
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11.12. BYITVRFLAYE—CRTOHRTE

AHNERK

logging subsystem SUBSYSTEM LOG-LEVEL
no logging subsystem SUBSYSTEM LOG-LEVEL

BREINGA—A

SUBSYSTEM

RAYTVRATLRES GRSE UTSR) EHRELFET,
RNV ITORATLDEAL. BB TETEA,

LOG-LEVEL

RROFTLANL(GEFIF UATSR) ZRELET .

SUBSYSTEM(EBRTEEE A, )

£BE | RTYIVRATLAE

all All subsystems

sys System

eth Ethernet

rdo Radio

usb USB

dhc DHCP Client for IPv4

rad RADIUS(Remote Authentication Dial-In User Service Protocol)
ntp NTP(Network Time Protocol)

dns DNS(Domain Name System)

snmp SNMP(Simple Network Management Protocol)
tels TelnetServer

ssh SSH Server

tftp Trivial File Transfer Protocol
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LOG-LEVEL (5 B&BF. RIDL N)LEHEK)

i KRAFXTLAIL

debug Debugging messages

infomation Informational messages
notification Normal but significant conditions
warning Warning conditions

error Error message

critical Critical message

alert Alert message

emergency Emergency message

logging DY T L RATLAVE—ORRERELET,

AHHE

YISO RTLIETE all [CTEMELET

RERLARIL UTDOLANIVEREICBYET .
warning
error
critical
alert
HEBLGEIE. AIORELMALES

Ja—/\)LariqgL—oavE—FR

a—HER
EEETHIU
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ARl
AP(config)# logging subsystem all

AP(config)# no logging subsystem rad

aL
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11.13. AT DN\ OT7YTER/ EHDEHRE

ANEX
logging backup—enable

no logging backup—enable

BREINTGA—4
sl
EhBA
AT DN IT7ITER BEHEHRELET,
logging backup—enable BAMEHRELES,
no logging backup—enable EMIZHZRTELET,
HAE
3
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
ARl
AP(config)# logging backup—enable
AP(config)# no logging backup—enable
J—k

Tl
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11.14. OGN\ HO7vTRERRDETE

ANEX
logging backup—interval—time Hours

no logging backup—interval-time

BREINTGA—4
Hours
BERERESRELET .
EREATREEGRE 1~ 72 [BFRE]
H Lz
AT DN\ Ty TRERRERELET,
logging backup—enable TE®NIZLI=15GH&.
BEL-FEBRT. 279 ar' TNV T7vT%E
TULEY,
VEEICRT HZE .
no logging backup—interval—-time
ITWET,
HHE
24 [FFRE]
EITE—F
Ja—n\)Lariq4JL—avE—F
A—HHER

EEETHIU
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ARl
AP(config)# logging backup—interval-time 24

no logging backup—interval-time

no logging backup—-interval-time E{THF(X. #1HED 24 BREICRYET .
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11.15. AR PATTHEROEFTR

ANERX
show logging [ last LAST]

BREINTGA—4
LAST
RREBERELET,
AROT DRFSATNSOT DS5E
RE& (TH) DA AT MR ELI-GEH D ERTLET,
HRERLIZGEX. TRTOOTERRLET .
H Lz
RELEAR AT ERET R CEIIEEL-SEETERICKRRTLET,
HHE
5L
EITE—F
£a 749 L—23avE—FR
A—HHER
EEETHIUL
Ea—7a1—¥7hHok
A%l
AP(config)# show logging last 10
/J—k

Tl
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11.1.6. /RO OHHEFROERT

AHNERK

show logging statistics

BREINTGA—4
L
EhBA
AREAT D#EHERERTLET .
HAE
L
EITE—F
23 749 L—23avE—FR
aA—HHER
EHETHIUL
Ea—7a1—H7hHok
AHBl
AP(config)# show logging statistics
J—k
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11.1.7. SATLOEFFEROERT

AHNERK

show error—log

BREINTGA—4

L
EhBA

DRTLDEEFRBERTLES .
HAE

L
EITE—F

23 749 L—23avE—FR
aA—HHER

EHETHIUL

Ea—7a1—H7hHok
AHBl

AP(config)# show error—log
J—k

AT LDEEERIE. N—F O 7OEEBLVIREEZTED
YILITTDEEFTHRLET .
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11.1.8. ARV AYE— DHIBR

AHNERK

clear logging

BREINTGA—4

L
EhBA

AX T Ny I7ICREBINTNBAR U AYE—DFHIBRLET
HAE

L
EITE—F

£ 749 L—3vE—FR
aA—HHER

EHETHIUL
AHBl

AP(config)# clear logging
J—k

Tl
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11.19. ARPOT O#EHIUE2DEE

AHNERK

clear logging statistics

BRE/NTA—4

L
EhBA

AR OT D#EtHh IV 3EEELET,
HAE

L
EITE—F

23 749 L—23avE—FR
aA—HHER

EHETHIUL
AHBl

AP(config)# clear logging statistics
J—k

Tl
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11.1.10. Y AT LOEFFERDEE

AHNERK

clear error—log

BRE/NTA—4

L
EhBA

DRATLDEERRETANTHELES .
HAE

L
EITE—F

23 749 L—2avE—FR
aA—HHER

EHETHIUL
AHBl

AP(config)# clear error-log
J—k

Tl
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11.2. SYSLOG #§E

HRE

N—o30

syslog ip enable

SYSLOG XIEDEF . ENDERTE (IPv4)

1.0

syslog ip host SYSLOG MEERALDERTE (IPv4) 1.0
syslog rate—limit SYSLOG MEENBHIFRDEERTE 1.0
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11.2.1. SYSLOG ZEDEHZ /S DELSE (IPv4)

AHNERK

syslog ip enable

no syslog ip enable

BREINGA—A

#HE

A —HIER

AHH

Tl

SYSLOG D IPv4 TOEE/EIEFITWET,

syslog ip enable BEMILET,
no syslog ip enable |mAILET,

JO—/\)LariqgL—avE—FR

EEETHIU

AP(config)# syslog ip enable

AP(config)# no syslog ip enable

Tl
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11.2.2. SYSLOG MDEERAFDERE (IPv4)

AHNERK

syslog ip host IP-ADDRESS [ port PORT ]
no syslog ip host [ IP~ADDRESS [ port PORT ] ]

BREINGA—A

#HE

A —HIER

IP-ADDRESS
EERRLD IP PRLRERELES .
PORT
R—+BSERELETY,
REFREEEE  1~65535
#HAfE 514

SYSLOG O IPv4 EERRAMERELET,

JO—/\)LariqgL—avE—FR

EEETHIU
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AHH

AP(config)# syslog ip host 192.168.1.1

AP(config)# syslog ip host 192.168.1.1 port 55

AP(config)# no syslog ip host

AP(config)# no syslog ip host 192.168.1.1

AP(config)# no syslog ip host 192.168.1.1 port 44

Tl
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11.2.3. SYSLOG DZEEARHIREDESE (IPv4)

ANEX
syslog rate—limit SEVERITY

no syslog rate—limit

BREINTGA—4
SEVERITY
AX T LRNILERELET,
error. . . Error conditions
warn. . . Warning conditions
notice. . . Normal but significant conditions
info. . . Informational messages
debug. . . Debugging messages
H Lz
SYSLOG FEEZHHIT A=OITFRELEFT .
no syslog rate-limit T, #1EAEIZERELET .
HHE
error
EITE—F
Ja—n\)Lariq4JL—avE—F
A—HHER

EEETHIU
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ARl
AP(config)# syslog rate—limit error

AP(config)# no syslog rate—limit

aL
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F12E KR-FEH

AEIZ.E-PHEADOTURIZDOWNTEHBALED,
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12.1. RSP

HRE

N—3ay

terminal length

AV —ILDRTITHRDRE

1.0

terminal timeout AVY—ILDBRT AU ERLIDERE 1.0
clock B TR DR E 1.0
erase a4 /BT DIZV 1 2E)MoDEE 1.0
write memory AV ITAT DI AATRIADESAH 1.0
show terminal AVV—ILDEERBDRR 1.0
show interfaces A3 TT—RIERD TR TR 1.0
show default—config TN T L—230DRT 1.0
show startup—config ARZ—RTPyFTar o459 L— a0 DERE 1.0
show running—config SoZogav o4 L—iavNERER 1.0
show buffers 2RBFIVTOCRBELATOAE)IREDRT |10
show processes TOEREROERT 1.0
show hardware N—FYT7IEFRODIRT 1.0
show clock A {tEFZI DR R 1.0
show memory AEVIREDRTR 1.0
show uptime EEDEFFRORT 1.0
show copyright AE—SA/MERD KT 1.0
show power inline Power over Ethernet(PoE) MIKRER R 1.0
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121.1. aAYV—ILOERTHRDOERE

ANEX
terminal length LENGTH

BREINTGA—4
LENGTH
RTITHESRELET,
EhBA
AVY—IILDORTRITHERELEFT
terminal length 0 AT BHE more [TEBXYIYEITHALNESIC
FARIENTEET,
HAE
37 [17]
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# terminal length 0
J—k

Tl
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121.2. aYV—)ILoAS A4 34T DERE

AHNERK

terminal timeout TIME

no terminal timeout

BREINGA—A

A —HIER

AHH

TIME
2A4<E [FIERELFET
XERAEEIE]  0~30 [4]

0 [PIE/ETDEFINLTINFEE A,

aVY—ILD— EREEIRERISRFIO T TORN 51=60

ATAVBATERELES .

5 [5]

JO—/\)LariqgL—avE—FR

EEETHIU

AP(config)# terminal timeout 0

O — L DEREBBINCDIAT R TR EIN-EE%E
BiBd AL, A—H(FEHMICOITTIrESNET,
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121.3. BHI1EZIDRE

ARERX
clock HOUR MINUTE SECONDS [ DATE [ MONTH [ YEAR ] 1]

BREINTGA—4
HOUR
BF(0~23) R ELET,
MINUTE
7 (0~59)ZERELFET .
SECONDS
(0~59)ZERELFET .
DATE
A(~3)%&EELET,
MONTH
ABU~12) &% ELET,
YEAR
£ (2001~2098) #EXELFET
Bl
REBEDBMT., FRIEHRELES,
MHE
REETE
RITE—F
Ja—n\)Lariq4JL—avE—F
2—HHER

EEETHIU
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AHH

AP(configl# clock 12 13 0 26 6 2018

FEIT. HBERET D clock AvUREFERTHHE (L.

L3>TzAs no ntp enable [CT NTP V547 Vb ZLLESEHIBELABHYET,
FEEREERNTP VFATUMEFERAT HHZEIL. ntp enable &
BERTLTIESL,
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1214. aAV7«45 /705Dy AE)hLDEE

AHNERK

erase | startup—config | all }

BREINTGA—4
startup—config
ARB—bToTAV T DHEHRELET
all
ARA—RFPyTar o450 BEEET R THELET,
EhBA
RA—bT7YTAVT4T IT7AIVEIZIE
RA—RTPYTAV TG T7ANEATREDTRTDI7(ILE
759 arESHEELET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# erase startup—config
AP(config)# erase all
J—k

Tl
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1215. QY745 DIV 1 F)ADEEAH

AHNERK

write memory

BRE/NTA—4
L
EhBA
ARA—RTPyTAV T4 T IR EERTFLET .
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# write memory
J—k

Tl
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121.6. aAYYV—ILDBRERNBDET

AHNERK

show terminal

BREINTGA—4

L
EhBA

AVY—ILDERERBERTLET .
HAE

L
EITE—F

£ 749 L—3vE—FR
aA—HHER

EHETHIUL

Ea—7a1—H7hHok
AHBl

AP(config)# show terminal
J—k
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121.7. 42371 —XEHRDOET

A

BREINGA—A

)

HERX

show interfaces [ INTERFACE | vlan VLAN-ID ] [ stats | detail ]

RifE

INTERFACE
MBA BT — R MRBA BT —REEELFT .
GigaEthernet0.” GigaEthernet1 (A 271 —X)
GigaEthernet0.x.” GigaEthernet1 x ({RF8A4 > 4271 —X)
radio0.”radiol (4B A 427 —X)
usb0
vlan VLAN-ID
VLAN({RABA 247 —R) #HEELET
VLAN-ID [ZEETES ID fEIL. u FF=[E. 1~4094 TY,
(fEFALTLVS ID DAIEERIEE
stats  #MEHERRT GREA AT —REROAHN) EEELET,
detail FEMRTERELFET,

ABITT—RADIREFRRLET,
HRELEEIE. 213 71— ADREFRRLET,

Tl

Ja—n\)Lariq4JL—avE—F

VLAN /2B 27—V 749 L—avE—R
GigaEthernet0 /22 71—RaAV 740 L—3VE—FK
GigaEthernet! /22 271—2RaV 740 L—30E—FK
radio0 {27z —RAV T4 L—3vE—FK

radiol /22 7x—A3AV 745 L—3vE—FK

usb0 1A T7x—RAV T4 L— 3V E—FR
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A —HHER

AHH

BEBETHIVE
Ea—7a1—57ho ok

AP(config)# show interfaces

AP(config)# show interfaces GigaEthernet0

aL
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1218. TN bar 72459 L—230DRT

AHNERK

show default—config

BREINTGA—4

L
EhBA

IV At IR FESNI=TI4ILbaV T4 T BHRERRLET
HAE

L
EITE—F

£ 749 L—3vE—FR
aA—HHER

EHETHIUL
AHBl

AP(config)# show default—config
J—k

HEOHERTRIBFFICREEY VA—FLTHLWNEEIC
BEETHTEZICEALET,

show startup—config.” running—config.” default—config [X 3@ RIIZ
EEEROBRDLLEICEYT IE/REL—HEITHALET,
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1219. RA— Py FTaAr 45— DERT

AHNERK

show startup—config

BREINGA—A

#HE

A —HIER

AHH

Tl

IV B ICREENFRE— T YTV T4 EBERTLET,

Tl

2 049 L—230F—F

EEETHIU

AP(config)# show startup—config

HEOHERTRIGFFICREEY VA—FLTHLWEEICREE
By LEIERLED,

show startup—config.” running—config.” default—config [X 3@ RIIZ
EEEBOBRDLEICET IEHRE—HEITHALET,
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12.1.10. S2=25 a2 245 L—23> DR

AHERX
show running—config [
interface INTERFACE |
access—list ACC-NAME |

size |

ssid SSID ]
BREINTA—4
INTERFACE
all F¥=lE. A9 71—REHEEELTRERELET,
ACC-NAME
TOER) ARG EHRELTERERLET .
size
AVITT DY AXDHFRRLET,
SSID
SSID &2 &HELTRRLET,
ShEd
BEBEBTOREFBRERTLET,
HAE
L
EITE—F
2 045 L—30F—F
d1—HIER

EEETHIU
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ARl
AP(config)# show running—config

aL
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121.11. 2B LUV TOCRBEGTOAEYREORT

AHNERK

show buffers

BREINTGA—4
L
EhBA
2ARBIVTOCRBEHDAEREFRRLET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
Ea—7a1—H7hHok
AHBl
AP(config)# show buffers
J—k

Tl
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12.1.12. 70X EHDFE T

AHNERK

show processes

BREINTGA—4
L
EhBA
TR ERERTLET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
2—YHER
EHETHIUL
Ea—7a1—H7ho bk
AHBl
AP(config)# show processes
J—k
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12.1.13. ZN—FOz7IFRDO T

AHNERK

show hardware

BREINTGA—4
L
EhBA
UTDN—FIz7EHRERTLET,
KEA
WEHBSCUTIL)
MAC 7FL X
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
Ea—7a1—¥7hHok
AHBl
AP(config)# show hardware
J—k
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12.1.14. B1EZIDERTR

AHEK
show clock
BREINGA—A
L
EhBA
AREBICHRESINTWSEf. BRI EEREBFMERTLET,
HAE
L
EITE—F
£ 749 L—3vE—FR
aA—HHER
EHETHIUL
Ea—7a1—H7hHok
AHBl
AP(config)# show clock
J—k

Tl
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12.1.15. 2EVRED R

AHNERK

show memory

BREINTGA—4

L
EhBA

AEPREEFRRLET,
HAE

L
EITE—F

23 749 L—23avE—FR
aA—HHER

EHETHIUL

Ea—7a1—H7hHok
AHBl

AP(config)# show memory
J—k

Tl
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12.1.16. FEDEBFHEORT

AHNERK

show uptime

BREINGA—A

#HE

aA—HHER

AHH

HEDEFRMERTLET,

2 049 L—230F—F

BEBETHIVE
Ea—7a1—57ho ok

AP(config)# show uptime
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12.1.17. AaBE—S1/MBEH D R

ANEX
show copyright

BREINGA—A
sl
BL
TORARAUEDY I 7 THEALTLS
YILI T DIAE—SAMERERTLET,
HAE
5L
EITE—F
AFRU—TAVTE—F
Ja—n\)LarvoiqgL—avE—F
aA—HHER
EEETHIUL
Ea—7a1—¥7hHok
ARl
AP# show copyright
/—k

Tl
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12.1.18. Power over Ethernet (PoE) DIRREFR =

AHNERK

show power inline

BREINGA—A
L
ShEd
Power over Ethernet(PoE) DIKAEZ R RLET,
AC 7HTH4RE F1=I%. PoE $AEE—NK (IEEE802.3at F1=I&. IEEE802.3af)
#xRRLET,
HAE
L
ETE—F
Ja—n\)LarvoiqgL—avE—F
2—HHER
EBEThOUL
Ea—7a1—¥7hHok
AHBl
AP(config)# show power inline
J—k

Tl
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12.2. Telnet H—/\

avUR—&
TR HeaE B
N—o30
telnet—server ip enable TelnetY—/\DE X ED R TE (IPv4) 1.0
telnet—server ip port TelnetH—/\DTCPR—rES D ELE (IPv4) 1.0
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12.2.1. Telnet Y—/\DEFX. F D EKTE (IPv4)

ANEX
telnet—server ip enable

no telnet—server ip enable

BREINTGA—4
L
EhBA
IPv4 @ Telnet H—/\DEX . E’HNERELET
telnet-server ip enable BRIEZELES,
no telnet-server ip enable EMIZHELET,
HAE
3
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# telnet—server ip enable
AP(config)# no telnet—server ip enable
J—k
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12.2.2. Telnet Y—/ M TCP R—FHBEE D E (IPv4)

ANEX
telnet—server ip port PORT

no telnet—server ip port PORT

BREINTGA—4
PORT
R—FBEBEHRELET .
£% 7€ ] RE # 1~65535
EhBA
IPv4 telnet H—/\TERT S TCP R—+BEZHBELET,
HAE
23
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# telnet—server ip port 23
AP(config)# no telnet—server ip port
J—k

Tl
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123. SSHH—/\

N—3y

ssh—server ip enable

SSHY—/\OE®.EMDKRE (IPv4)

1.0

ssh—server ip port SSHY—/\DTCPR—FE S D KTE (IPv4) 1.0
show ssh—server sessions SSHY—/ Dty a ERODERT 1.0
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12.3.1. SSH Y —/\DHF%./ T DEXTE (IPv4)

AHNERK

ssh—server ip enable

no ssh—server ip enable

BREINGA—A

#HE

A —HIER

AHH

IPv4 SSH H—/\DEX EBHEFRELFET,
ssh—server ip enable BMEEFTT
no ssh—server ip enable BAHELES,

JO—/\)LariqgL—avE—FR

EEETHIU

AP(config)# ssh—server ip enable

AP(config)# no ssh—server ip enable

Tl
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12.3.2. SSHY—/ ) TCP R—FBE DX E (IPv4)

ANEX
ssh—server ip port PORT

no ssh—server ip port PORT

BREINTGA—4
PORT
R—FBEBEHRELET .
% 7€ ] RE #6 1~65535
EhBA
IPv4 SSH H—/\TEAT S TCP R—+BEZIEELET .
HAE
22
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
AHBl
AP(config)# ssh—server ip port 22
AP(config)# no ssh—server ip port
J—k

Tl
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12.3.3. SSH H—/\DEYvLaViERDETRT

AHNERK

show ssh—server sessions

BREINTGA—4
L
EhBA
IPv4 SSH H—/\Dtvia fGHRERRLET,
HAE
L
EITE—F
Ja—n\)Lariq4JL—avE—F
aA—HHER
EHETHIUL
Ea—7a1—H7hHok
AHBl
AP(config)# show ssh—server sessions
J—k
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124, RBPW/E\EE=4

avUR—&
avUR B BE & it
N—ay
show rogue ap BEDOT7 IR RAMERD TR 1.0
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1241. BBEOT7HIEARSIVMERDTRT

AHNERK

show rogue ap [ ssid SSID | channel CHANNEL | ssid SSID channel CHANNEL ]

BREINGA—A

#HE

A —HIER

SSID
SSID Z1EE T ABHEIHEALET,
CHANNEL
FrRIVERETAEEICERLEY.

RBEOT7 A RA UL DIERETIRELTRRLETS,

AT av[ssid SSIDIE LW channel CHANNELIZ$EE LA WLMS A1,
FTRTOFYRILIZHLT, BEICRZ 77 ARSUMEHRE
IRELTERRLETS,

[ssid SSID]#EELT=15E . SSID NIV F T 5. EFvRILTEIELTLS
TOEARAVDERET N TIRELTERRLET,

[channel CHANNEL]Z$E5E LT=15& (&,
BELIFrRILTEHELTLD T I ARSI LD IERE
FTRTPRELTERRLET,

7585, [ssid SSID]&[channel CHANNEL1Z RIBF e E L5 & (X,
TIF T BTV EARAVEDIERDAEWNELTRRLET,

Jo—/\)LariqgL—avE—FR

BEBETHIVE
Ea—7a—57ho ok
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AHH

AP(config)# show rogue ap

AP(config)# show rogue ap channel 1

FATTEEIZHE>TVWAEREA AT — R (B%1E SSID AR TEFA) D
iR HEDHNELTRRLET,
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12.5.

ping
avUR—%&
avUR i B
N—ay
ping IPv4 ICMP/ N4y kD %S 1.0
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12.5.1. IPv4 ICMP /84 vhDiE(E

ARERX
ping IP~ADDRESS OPTION

BREINTGA—4
IP-ADDRESS
A—IRDIP PRLREHRELET
OPTION
B{EATay
-t
HEIINDE T, IEESNTARRANI ping #EIELFET S
ZIET BIC(E, [Ctri]+[C] ZHL TSN,
-n
FEETHITI—EROBTY,
HRL-BEE. 4 [BINEEINET,
-l
BEENVITFOYALXTY,
HBBLIIGE X, 32 NAMAZRESNET,
ERETHESEE  1~65500 [/NA K]
Bl
IPv4 ICMP /Ny hE#EELET,
MHE
L
RITE—F
Ja—\)Lariq4JL—avE—F
2—HHER

EEETHIU
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A%l
AP(config)# ping 192.168.1.1
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12.6. LED %%

avUR—%&
av Uk HaE i) I
N—ay
led indicate OPT-LEDRT. RiKDERTE (&R<FHA) 1.0
led disable LEDDE . EERTE 1.0
show led LEDOE® EMRT® 1.0
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12.6.1. OPT-LED R4T. RiBDEE (&-FH)

ARERX
led indicate COLOR INTERVAL

no led indicate

BREINTGA—4
COLOR
red.”blue./purple ZEIRLET,
INTERVAL
BT HATRERE R ELET .
0 RAT
1 X ERF. 250ms mATL 250ms SHATLET o
2 X EBF. 500ms mATL 500ms SHATLET o
3 EXTERF. 1 FPRATU L FEITLET
Bl
OPT-LED R4T/ RiREHELFET
no led indicate AV KT EITLET,
AOTURIE RFATY,
FOPTJl&. OPTION MIE T,
MHE
KT
RITE—F
Ja—\)Lariq4JL—avE—F
2—HHER

EEETHIU
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AHH

AP(config)# led indicate blue 3

AP(config)# no led indicate

OPT-LED % led disable AR T, HITHRTELTLRIBEIE.
AROYURT,OPT-LED RIS HAHEIETEXE A
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12.6.2. LED OEZ.HFIHERE

ANERX
led disable name

no led disable

BENTA—42
name

@Bl (2g,5g.” act,” opt.”power) LED ZI8ELFET .
HRELI-IGE(E. TTH LED Z#HKTLET,
BENTA—FEERV IV IHRIRROERELTDOESYTY,

BENTA—E | EROVILIHIRIRT

2g 24G

59 5G

act ACT

opt OPT

power PWR

EizLi]
LED DEZ BHZEHELET,
no led disable T, 3 RXT® LED #H®IZLET,

#HAE
I RTOHLED BF)

.

EITE—
ga—/\)Lariq4dL—avE—FR

a—HHER
EEETHIUL
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AHH

AP(config)# led disable

AP(config# no led disable

B RELGETHL BENREL-FHEEIL LED ARLTLET,

RFADMed indicate IAT R EFERAT HIHE.
OPT-LED MDEMREZITHHELNTLZEY,
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12.6.3. LED OFX.FIhFTT

ANERX
show led
BREINGA—A
sl
BL
LED OFEZEMREERTLET,
HAE
5L
EITE—F
Ja—n\)LarvoiqagL—avE—F
aA—HHER
EHETHIUL
Ea—7a1—H7hHok
ARl
AP(config)# show led
/J—k
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12.7. USB E;R&IH

avUR—%&
v HEsE s
N—o30
usb—power—enable USBA BT I—ANEMIEBEDER EDETE 20
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12.7.1. USB AU A7x—ANERBDEL /D HRE

ANEX
usb—power—enable

no usb—power—enable

BREINTGA—4
5L
BL
USB /A7 —AMDLHNE~NDIBREDERN . EWERELET
HHE
EmM(FEEFEL)
EITE—F
usb0 A A7 —RAV T4 L—avE—FR
A—HHER
EEETHIUL
A%l
AP(config—if-usb0)# usb—power—enable
AP(config—if-usb0)# no usb—power—enable
/—k

Tl
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12.8. FTHO=HILHR—MERD TR

avUR—&
avwoR Hee & iy
N—3>
show tech—support TI=HINHYR—MERD R 1.0
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12.8.1. THO=HNYR—MEFBRDERT

AHNERK

show tech—support [ no—pausing ]

BREINTGA—4
no—pausing
more [ZKBRERUIYENIZHELET .
EhBA
TOZHILHR—MEBROBEE R TEITVET,
no—pausing /\TA—ARZIBEL-IGE (X, BIERTF D more [Z&BX Y]
UMNENZHEYET,
HAE
L
EITE—F
23 749 L—23avE—FR
aA—HHER
EHETHIUL
AHBl
AP(config)# show tech—support no—pausing
J—k

Tl
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129. YIrOIT7DBEHFEN—DaHER

avUR—%&
EXT HekE s
N—ay
software—update VIO T DOEH 1.0
show version VYIRIITDIN—a DFRR 1.0
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1291. YIr 97 DEH

AHNERK

software—update ipaddress FileName [ Time ]

BREINGA—A

#HE

A —HIER

ipaddress
TFTP H—/\D IP PRLRER— B BEHRELET .
151 192.168.1.1:69
R—rESZERLIIGE . R— MBS 69 [THYFET,
FileName
I7—LI7RBEHRELEFET,
Time
AUO0—FELUETAATT %, BEEBRBETORMBE
HELET .
HBL-BEE. 0 [RIZRVET,
X ERAEEIE]  0~86400 [f)

BESNI= TFTP H— 1\ 7— Lz 7#WEFL. IT7—LOIT7DES
BZEITULNET,
RELEFHLWI7— LD T7EFBETARICIIBEHHNBHETT,

Tl

Jo—/\)LariqgL—avE—FR

EEETHIU
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A%l
AP(config)# software—update 192.168.1.1 XXXXXX.bin

aL

12-49



12.9.2. YI+IIF7 DIN—2ar DRE

ANQE
show version
BREINGA—A
sl
BL
YIRD T /IN—23> BOOT N—Pay BHmEmERRLET,
HAE
5L
EITE—F
£a 745 L—3vE—FR
aA—HHER
EEETHIUL
Ea—7a1—H7hHok
ARl
AP(config)# show version
/J—k

Tl
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12.10. ¥+ —

avUkR—&
avUk HaE G
N—ay
[?1%F— ERATEDITUNEE, EARREL T av0REF | 1.0
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12.10.1. EATESaTURERIE FATTHEA T a0 R R

BREINGA—A

#HE

A —HIER

AHH

BEDOOTAVTHIUD  BEVSMBEBTHEATESIYUNE
KRLFET,

T ATLaVBTHGIEE . AV R AANRP T, 12T &
ERRIREIRIE AT avERRLET,

Tl

ARL—3EF—K
20 049 L—30F—F

BEBETHIVE
Ea—7a—57ho ok

AP(config)# ?
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13.1. E—FER

PoE r—7J JLEERIC K DA ERA
F-=1%

reboot TEER

AC 7B T RIERIZ K DR ERRA

[ YIrY T 7HEE ]

A
l

NG
ThHIU INAT—K

\ 4

A7

EEFO4 1 > HIBR 2k
EEETHIUM:A
Ea—7a—%7hHk: 16

reboot

FyotL

Yes
RES O A 8 —s 5 —

No

reboot [

AT AR T

~\

\ 4

ARL—23VF—F exit

\ 4

J

A

configure exit or [Ctrl]+[Z]

reboot

(
L

) OJAURAYET R

Jo—/\)LariqgL—avE—FR

[Ctrl]+[Z]

interface A< >K or
SSID aAvw UK

exit or ' (REIERF)

\4

OJAVRARET

N\
AR I7T—RAV T4 L—3VE—K
SSID a4 L—3vE—FK

»
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13.2.

13.2.1.

13.2.2.

KOTAVTFTH OV MEBRTCHERATESaTUR

BBEETHIUITEATESATUR

AEICEBLTVDITRTOITUNEFEATEEFY,

Ea—731—47hoUbCERATESITUR

AEICERBLTLDITUEDSB,

LTFIZRELTWASITUREFEATEEY,

Ea—731—4F7hIUrCHATESIVIR—F

ARL—avE—F

JO—/\)LariqgL—avE—FR

configure
exit
show copyright

exit

? (help fH2)

show arp entry

show arp statistics
show associations
show buffers

show clock

show copyright

show error—log

show hardware

show interfaces

show ip filter

show ip filter statistics
show led

show logging

show logging statistics
show mac filter

show memory

show ntp

show power inline
show processes

show radio—nol

show rogue ap

show snmp—agent community
show ssh—server sessions
show terminal

show uptime

show version
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13.3. La—bhybhx—

a—thykF— ME

[Ctri]+[PI. F=IX[ 1] | 1 DRNCAALI=aTUREHLOEN ST T

[Ctri]+[N]. FF=IEX[ 1] | 1 DRICAALIZaRUFERFUHT

[Ctri]+[B]. Ff=[X[<] | h—VIZE 1 XFEIZHEE)

[Ctrl]+[F], F=(EX[=] | h—VILE 1 XFAIZEE

[CtrI]+[A] A—YVILCLEZITD SEEICFEE)

[Ctri]+[C] AYURDANZTHREL, ROITIZHEED

[CtrI]+[E] A=Y I EZITOREICFEE

[Ctrl]+[D] A—VILEEDOXFZ% 1 XFHIR

[CtrI]+[H] A—VIEEDRIDXF%E 1 XFHIER

[CtrI]+[K] A—YVILELE D SITRETHHIBR

[Ctrl]+[Z] ABIT—RAV T4 L—aVE—R/SSID AV 745 L—3
VE—R/B—N\)LaAr o4 b—a v E—RhoARL— 3y
E—FIZEBBLES,

ARL—2avE—RTHEALESERIF. BT TIMNET,
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134. YIrOI7ERHFERNE

YIrD 7 ERFFRERNE

BE-CHERIZGSHETIC, LT OEAFEEEDT BHRATZIIL,

AEAFERZNOE LUTIRZHE 1EOWVET) [, FRICSRSN VI T (LUTFIERY
Th7z71EVVED) LT BEFREAFITEAOVWT AN THEINE/HLEE
A) ENECTS YR IA—LRXBRAEH (LUTFINECTSYb I+ —LX [EVVWVET) EDRFIC
HESNHEMLGRENETT .

AYITLITTIENECTSYRIH—LRXE NA DY —XZAV A= )LE RIS T
BY. BERICLIAHBOSHEAK. BEENAZHNEORKBEICRELLDOALELE
T, BEBRINAZHNEZEDOXKBICREINGWMGEE (. BEHKIEAY I 7 DOERENE
CTSYNIA—LAMDHHEINERE A

AYIMNITFDRER AR/ VA= )LEnfzarEa—47 055 L—K . BLUREIR
ENd CD-ROMIZEFENSY I 7  BETHHRIM (RZaTIILBEDXEEZEL)H
FUBFI7ANEVVET , A TIE, KYTFI7ITIE NECTFvh T+ —LXFT -
FZFDRFTNEETHRITIRBLIERY I I T DT VTSI L—RiR, N TEEMR. KETAR
(ML TT YT I L—FIR) F =13\ o7y T aE—DREFENFET (ThdlZld, 205K
FHEMBERINES).

SRR AN E IR ERICLU T DEFIZHELET,

(1) BEKREI. RVIEIT7ZREBICEVTOHBEER GFRAER) D BT
FRTAHIENTEET,

(2) BB N\VIT7YTBMIZRY . KYTrIT7EEEDH G, EIAA~ 1 8T
BRI DHIENTEET,
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HEF B K UHIRR

® UYN—RIVO=FYIT #HaAVRAIL #HET7EOTILOEL  SEEKRIE. AVILox
FEVN—RIOZTYOT FAV AL, FEFET 2T INTBIEETEFE
Ao

o YINITZTFDHEDEIL  AYIFIITIE 1 DOMBELTHEINTT . TOHERK
HBAZNBLTEROARERTHERATLIILETEER A,

® LUAI:BEHKIE. RAVYIL Iz TELUAIIL ) —RERIEESTHILETEEF R AL
VYIMIITDRAZRL  BEHRIEL. KYIL I TEVE—NT IO RRBEDHEIZEY.
BHOOA—HFLEHRATEHILEITEEE A,

® YIMITTDEE : FEKIE. BEHRNBASN-RBRLLLITRKY I TEEAR
MIICERET DIEANH . ARNEIE DUENZL TEAMIEET H2ENTESE
T -EL BYZTADNRRZHEDEHICRE T DL &ML, BRFELR. B
BEiRIE. —TIDRYIEITT7 (N H 7Y T - aE—EBL) R BT A LI TEFE
Ao

B BEHRNERZHNEDORFES LVEHRITERLIZIEE . NECT IR+ —LXIL,
DIEFEE T D LLEKERENERBRRT D ENTEFT , = LHEDIEE THEREZHMN
BRTLESE. BERERV IV 7 OERAZPRILET HEEHIT. RV TR EDHER
MESVZDEHAMBAEETHELLGTNIERYEE A,

REE: RZZHIZEKDE NECTSUP IA— LR EEEHRICH LAY LI 7I2Hh N5 —1]
DRIAZTVFER A AEBORIEE. BIEFHEHEOERTFENOEH IR ->TIThN
F9,

NECT SV IA—LXFIEZDBIETIE. WHVEDENBRZELLINHST . KYTH
D17 . ZTOEALLIIERATENSELz. BEKROF RSN DWEELITRE., T—
ADT/R ., F-IIFHEE. FEEE. BHREVES. BRMUETLLIIETMEZIZON
T I2EANECT YR I — LA DHEEDAIREMHZHMLIN TV ELTH, — &
FEAVFEFANECTIUN I+ —LXFLITFDORFEILNEERICHLTASZH L,
TETHBREXZED) . FLEZTOMOBERFRICESHETEROHEAEIL. LA
H5EL. BEHIARERORELL TN EREBAGVEDELET,
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MM EE: XV I 7B LUARY I 9T 7 DEEYIZ DL TOEEIEFD D ENH
BIEHEIL . NECTSYRIA—LRFEIZFOHBITNELTEY . REHIZKY ., KYTE
DIT7 DL EELEERIZEESNDZLDOTEHDYEEA,

B BEKE. BABRSSUVEET 2N EBFORBRGIHFAIZFHLLTL KYTRD
ITELVEDHEEYEBRENMBMELTIRYFEE A,

B=FYI N7 VI IITE LV EDFERFHDFMIE, aE—F/bRTIAYURT
CHERRSTEELY,
AEZHWEFBREECENTHLDELET,
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