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"Derivative Works" shall mean anytwor k, wh et
form, that iIis based on (or derive@& from) the
ditori al revisions, annot at imndi,f ied athioaomt i o
epresent, as a whole, an original work of a
f this License, Derivative Works shal/l not
eparable from, or merely I|link (or ,bind by n
he Wor k andWDekrsi vtahtei rveeo f

= @

- n O
—

"Contributi
he origina
o that Wor
bmi tted t

n" shall mean anygwork of author
version of the Work a@and any mod
or Derivative Worky thereof, th
Li censor Drok hynctlhues icoop yirni ¢ghhte oW
by an individual or Legal Entity authori z
e copyright owner. For the purposes of thi
ans any form of electronic, verbal, or wri
t he Lircietnssorrepor esent atives, inclbuding but
mmuni cation on electronic mailing,I|lists, S
d i ssue tracking systems that are managed
censor for the purpose of di &cubsssing and i
d
n

~ O n +
3 O O o T T C
o O o X — O

3

X

cluding communication that is eonspicuous|
ated in writing by the copyri"ght owner

o o r 9 O -

(¢

si g
"Contributor"™ shall mean Licensor yand any in
on behalf of whom a eBonecebuvedobydhasckaeasor a

subsequently incorpor.ated within the Work

2. Grant of Copyright License. Subijfect to th

this License, each Contributor hereby grants
wor | dwindeex,c lnuos b-ebarge, y-fogal tireevocabl

copyright |icense to reproduce,, prepare Deri
publicly display, publicly perforen, sublicen
Wor k and such Derivative Wor.ks in Source or

3. Grant of Patent Li censseandSuchgretcitt itoonst hoe t

this License, each Contributor hereby grants
wor | dwindeex,c lnuos b-e barge, y-fogal tireevocabl

(except as stated in this section),patent |
use, offer to selbndsethegrwmpertyryansfer the
where such | icense applies only to those pat

by such Contributor that are mecessarily inf



Contribution(s) alone or by comb)ination of t
with the Work Conwhibbhtsoaoahs) was submitted.
institute patent | itigation a@ainst any ent.i
creslaim or counterclaim in a | akwsuit) alleg
or a Contribution incorporated witthin the Wo
or contri butionrfyr ipnagteermetnt , t hen sany patent | ic
granted to You wunder this Licenge for that W
as of the date such .l itigation is filed

4 . Redistribution. You may repro@uce and di s
Wor k or Derivatiwv Woneks umheweoh on a&any hou
modi fications, an in Source oru Object for m,
meet the following conditions

o D

(a) You must give any other recipient of th
Derivative Works a copdy of this License; an

(7))

(b)) You must caus$elesytmodiafrgdpsromi nent not

stating that You chdnged the files; an

(c) You must retain, in the Sousce form of a
that You distribute, al | copydight, patent,
attribution notices from the Source form of
excluding those notices that fdo not pertain
the Derivatide Wor ks; an

(d) 1I'f the Work includes a "NOITICE" text fil
di stribution, then any Derivativie Works that
include a readabl e ciopynotitksed abnhtiabut
within such NOTICE fil e, exclutding those not
pertain to any part of the Deredg vative Wor ks,
of the following places: withinda NOTICE tex
as part of the DerivatiomecWofroesm within the
documentation, i f provided along with the De
within a display generated bydthe Derivative
wherever dgpahtyhnobptices normall g appear. The
of the NOTICE file are forn yndaoar mati onal pur
do not modify the License. Yowm may add Your

notices within Derivative Wor kse t hat You di s
or as an addendum to the NOTICE text from th



that such additional attributidn notices can
as modifying.the License

You may add Your own copyright stdatement to
may provide additional or differsent | icense
for use, reproduction, or distrirbution of Yo
for any such Dkesr iavsata vwehoWNoe, provided Your us
reproduction, and distribution ofhthe Work o
the conditions stat.ed in this License

5. Submission of Contributions. Unl,ess You e
any Contribution i ntdenftaroniandlyu ssiugbbmmiitn t he Wc
by You to the Licensor shall be @dnder the te
this License, without any additional terms o
Notwithstanding the above, nothing herein sh

the terms of anysesepaeamenti gyenm whay have exe
with Licensor regarding such Contributions

6. Trademarks. This License does nod grant ¢
names, trademarks, service marks, ,or product
except as requirednfilocuséasmangblubseein descri
origin of the Work and reproducing the conte

7. Disclaimer of Warranty. Unless required &L
agreed to in writing, Licensohr provides the

Contributor tspr@ovnitdreisbuti ons) opn an "AS | S" B/
WI THOUT WARRANTI ES OR CONDITI ON®8 OF ANY KI ND
i mpl i ed, including, without | imitagi on, any

of TI TNENFRONGEMENT, MERCHANTABILITY, or FIT
PARTI CULARYBPURRBROEBEsol ely responsiebl e for det
appropriateness of wusing or redisytributing t
ri sks associated with Your exercise of per mi

8 . Limitation of Liability. Il n ng, event and
whet her in tort (including negligence), cont
unl ess required by applicable I aw (such as d
negligent acts) or agreed to in writing, sha
|l iable to You for damages, riectlLudipegiahy dir
i ncidental, or consequenti al damages of any

resul t of this License or out ofe the use or



Work (including but not | imited ,to damages f

wor k stoppage, compuhncetri om,i lourr ed noyr amad faul

ot her commercial damages or |l osses), even if
has been advised of the possibility of such

9. Accepting Warranty or Additionagl Liabilidt
the Work or DerivativeyWbokset hered6fer You ma
and charge a fee for, acceptance,of support,
or other Iliability obligations asd/ or rights
License. However, i n accepting sywch obligati
on Your own behalfresgoosi Wourtygdl eot on beh
of any other Contributor, and oenly if You ag
defend, and hold each Contributor harmless f
incurred by, or claims asserted a@gainst, suc
of your accept i nagntaynyors uacdhd iwairon al l'iability

END OF TERMS AND CONDI TI ON

APPENDI X: How to apply the Apache License toc

To apply the Apache License to ggour work, at
boil erplate notice, with the fi"elds enclosed
repkedacwi th your own identifyingeinformation.
the brackets!) The text shoul de be encl osed
comment syntax for the file foamat. We al so
file or class name and descriptieon of purpos
sampri"nted page" as the copyright notice for

dentificatiodpwrtihi archiwves
Copyright [yyyyl] [ name of copyright owner
Licensed under the Apache License, Version 2

you may not wuse this filwtéadxtbadpt.Liceasmpl i ar
You may obtain a copy of the License a

http:// www. apache. oBQg0 | i censes/ LI CENS
Unl ess required by applicable | aweor agreed
di stributed under the License is,distributed

WI THOBRAWTI ES OR CONDI TI ONS OF ANY K.I ND, eit


http://www.apache.org/licenses/LICENSE-2.0

See the License for the specific ldanguage gc
l i mitations wunder the License
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hostapdr space | EEE 802.11 AP an® | EEE 802. 1X
Aut henticator and RADI WS authentication

Copyright220c1)6,20J00uni Malinen <j@wl.fi> and c
Al | Rights. Reserved

This program is |licensed underhthe BSD | icens
advertisement cl ause removed)

|l f you are submitting changes to th® project,
file for more.instructions

This software may be dmedrifbetdedndesetd heanerr
BSD | i:cense

Redistribution and use in source tand binary f
modi fication, are permitted providea that the
me:t

1. Redistributions of source codeé must retain
notice, this |list of conditions and the fol
2. Redistributions in binary formtmust repr od
notice, this |list of conditions aed the ffol

documentation and/ or ot hehrt hmeatdeirs tarlisb wptrioovn d

3. Neither the namé(s)edf cobgralbgbatv ehol der (s)
names of its contributors may be used to en
derived from this software without .specific

THI' S SOFTWRAWREDHBHD BPY THE COPYRI GHT SHOLDERS AND
“AS I S" AND ANY EXPRESS OR | MPLI BED WARRANTI E S
LI M TED TO, THE | MPLI ED WARRANTI ESROF MERCHAN
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A PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO E\
OWER OR CONTRI BUTORS BE LI ABLE FOR, ANY DI RECT
SPECI AL, EXEMPLARY, OR CONSEQUENITI AL DAMAGES
LI MI TED TO, PROCUREMENT OF SUBSTITUTE GOODS C
DATA, OR PROFI TS, OR BUSI NEASWBS HINTANRIRUPN | AON) F
THEORY OF LI ABILI'TY, WHETHER I N CONTRACT, STF
(I NCLUDI NG NEGLI GENCE OR OTHERWI SEE ARI SI NG

OF THI S SOFTWARE, EVEN I F ADVI SED .OF THE POSSES

l ntrodnucti o

Qi ginally, hostapd was an optionalP user space
dri ver. It adds more features totthe basic |E
included in the kernel dri ver: usinng external
server for MAC address based accessr control,
and dynamic WEP keying, RADI US accojunting, WF
Aut henticator and dynamic TKIP/ CCMP keying

The current version includes suppodt for ot he
EAP server (i .e., allow full agthentication v
an external RADI US authentication merver), an

server for EAP .authenticati on

Current hardware/ software requirements
-driviers
Host ABPrdfor Pri.sm2/ 2.5/ 3
(http:// hostap.epitest . fil
Pl ease note that station firmware rversi on
to work in WPA mode

ma c 810b2als ed dri vers that support AP mode (°
This includes drivers nmndoBr Aaldeoms (pdB8h9k)
chipsets


http://hostap.epitest.fi/

Any wired Ethernet driver for wired | EEE
(experimehtal code
FreeBsur rent (with some kernel mods t hat
commi tted when hostapgyg vO0.3.0 was release
BSD net80211 | ayer (e.9g., Atheros driver
Build conhiguratio
Il n order to be able to build hostapd, you wi/l
time configuration file, .conflig that select s
components are inclufdéd. fBeeedampobmaficognf i gur e
and | ist of available options
| EEE &02. 1
| EEE St ®&2802.1s a stanbasddf oetpsor k acces
contr ol Il n cas of I'EEE 802.11 ndketworks, a "
bet ween each assodiaeedPst aEE&EGn882. 11 speci fi
mi ni mal authentication mechanism X or stations
introduces a extensible mechanismdgor authent
users
| EEE 802.1X uses el ements call edt Supplicant,
Access Endi Ayt hentication Server. Smupplicant
a station and it performs the authmentication
Server. An access point includes an Authentic
bet ween a Supplicant and an Authentiaation Se
Port Access Entity (PAE) with Authenticator f
controlling the virtual port authorizati on,
packets from or.to the station
| EEE 802. 1t ¥nesbseERAuUut hentication Psotocol ( EZ
bet ween a Supplicant and an Aut hentNi cator are€
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ays the frames between the Swmpplicant and
ver . I't also controls the PAE fuywctionaliit
trolling I rtual port aw®horizati on, i . e.,

v
nection, based on the | EEE 802. 1X state

n a st had iloinkewotuo use the serviceés of an ac
I first perform | EEE 802.11 autéhenticati on
h open systems authenticationr, so there i s
S, |l EEE 802.11 association iss performed.

f idgtuor ebe used, the virtual pornt for the st
ut horized state and only | EEE 802.1X fr ame
nt. The Authenticator will theneask the Su
h the Authentication Server . ssAut éy this i s
virtual port i s set to Authorized state &

tion are accepted


http://www.freeradius.org/

Host AP configuratXon for | EEE 802.1

The user space daemon has its own comfigurat:i
deihe AP options. Distributionepackage contain
configuration file (hostapd/ hostapd. conf) tha
for configuration. It includes examples of al
options and short descriptionldfb e asdtha rotpg i on.
with full path to the configuration, file as 't
e.g., '"./ hostapd /etc/ hostapd.conf' s I f you h
LAN card, you can use one hostapd ywyrocess for
giving a |list of configuration filesg (one per
Il i ne

hostapd includesoaamedi MEEEcC802. 1Xeserver whi
used to test I EEE 802.1X authentieation. Ho we
used in nor mal use sovnde Bnydsesunod ypr Thi s ¢
configured by setting ieee8021xe and mini mal _e€
configuration file

An external Aut hentication Serwwer (RADI US) i s
auth _server {addr, port,shared,secret} options
i eee8021xipanadd dorwnmust be set foh this mode. W
configuratopobocatbkd Aut hentication S®rver 1 s r
frames wil |l be relayed using EAP®L between tFh
Aut henti cator and RADIUS encapsul adion bet wee
thaut hentication Server. Ot her than this, t he

to the caseoWwbthteldeA Aot hent.i cation Server

Aut hentication Sertver and Supplican

Any RADIUS server supportinglERERP &ho.ul d be us
Aut hentication Server with hosS apd Aut henti caea
(http:// www. freeradius.org/) has be®tn success
Aut henticator and both Xsupplicant g http:// wv
XP Supplicants. EAP/ TppbSi wastusaaed with Xsu
EAPBHNMDal |l enge wit.h Windows XP

http:// www. missl.cs.umd. edu/ wirelass/ eaptl s/


http://www.freeradius.org/
http://www.open1x.org
http://www.missl.cs.umd.edu/wireless/eaptls/

about using EAP/TLS with FreeRADEUS and Xsuppg

Cisco access point with Host AP drd ver, host a
car;d . http:// www. fr eeRMDS . .uhst.nolr gh adso ci/ nEfAOr mat i
about using EAP/ MD5 with FreeRADI U®, i ncl udin
configuration. http:// www. denobun a. com/ EAPTL S

EAP/ TLS use with .WinXP Supplicant

Aut omatieg WBRf kguratio

EAP/ TLS generates a session key tham can be U

an AP to authenticated stations. Tehe Aut hent i
configured to automatically selegt a random d
(shared by al/l aut henticated stattions) with w
option (ObiftorWEHAP or 4bBtf WEP)LO I,n addition

wep_key |l en_unicast option can be utsed to cor

keys for stations. This requiegyssigaupmport for
station.driver

WEP keys can be automatically updated by conf

wi || i mprove security of the netwoa k since sa
used for a | imited period of timee wep_rekey_
i nterval f ornsreeckoenydisng i

WP A/2WP A

Featsur e

Supported WPA/ I EEE 802. 11i features
- WARPSK APWPsoOnal "

- WPA with EAP (e.g., with RADI USEmtuarhp@rnits ec'at i
-key management for CCMP, TKI P, WEP104, WEP4
- RSN/ WPA2 (I EEE 802.11i), i n ceauudti megn tiRiMKaStAI oc a C

WR


http://www.freeradius.org/doc/EAP-MD5.html
http://www.denobula.com/EAPTLS.pdf

The original security mechani smtof | EEE 802. 1
designed to be strong and has prtoved to be in
net works that requirey.solheeskkigirdouwp) Ise(cSuerciur it
of I'EEE 802.11 working group (httpd// www. i eee
to address the flaws of the bage standard anda
completed its work in May 2004. TheE |l EEE 802.
802.11 standarddi nwaldsunaep pZ20lvde and t hi gy amendmen
to be published in July 2004

W-Fi Al liance (ihftit.poar/g/Wwww.swed a dreaft version
| EEE 802.11i work (draft 3.0) toy define a sutk
enhancements that can be gwipdnr neartdewma rwa .t hT heix i

is calilFeid PW ot ect ed Access<TM> (WA). This ha
mandatory component of interoperabidity test.i
by i-Wi Al l i asRceprwWvides information about WPA

site (httpfil owgSderptei on/ protect.ed_access. asp)

| EEE 802. 11 standard defined wiredmequival ent
for protecting wireless netOumoirtk skeyWsSEP uses RC
24-bit initialization vector (lV), amd CRC32 t

forgery. All these choices have prosen to be
too small against current attacks, tRC4 key sc
(beginning of the pseudorandom stream shoul d
too small and |V reuse, tnmaekrees iast tyraoc krse pelaas i er
protectionkesgrd Baothentication does$ not prot e
flipping packet dat a

WPA is an intermediate solution sfor the secur
Tempor al Key I ntegrity Protocol & TKIP) to repg
comprombseoag security and posgibility to useE€e
har dwar e. It still uses RC4 for thhe encryptioc
pe-packet RC4 keys. Il n additi on, i,t I mpl ement s
keyed packet authentication mechanism ( Michae
Keys can besmagagwd di fferent mechaeni sms. WP/
an external authentication servere (e. g., RADI

| EEE 802. 1X i seshared &eyprwithoutlneed for ac
server-fi Wall s ®Easter D) WPs eAP earnsdo,n"aWP"

rescpevel y. Both mechani sms wil |l gerner ate a ma
the Aut henticator (AP) and Supplicant (client


http://www.ieee802.org/11/
http://www.wi-fi.org/
http://www.wi-fi.org/OpenSection/protected_access.asp

WPA i mplements a néWakeyWHahdstdakhkakan@d Group Ke

Handshake)
t he Aut hen

for generating and exchanging dat a
ticator and Supplicanta This handsh

verify that both Authenticator andnSupplicant

key. These
management
key change

June 20-64.
version of
robust enc
to repl ace
messages |

Some wirel
their WPA
certificat
some inter
combinatio
Testing fo

handshakes are identicyl regardl es
mechanism (only mBéemewlesdi bor gen
s)

for parts of | EEE 802. 11d t hat wer
May 2004) and this amendment to | EE
AWl i ance is wusing the fwnal | EEE 80C

WPA called WPA2. Thiseincludes, e.
ryption algorithm (CCRMACAES in Cou
TKI P and opti mi zdaanunmmér foor handof f
n initi ale-auetyh ehmatnidcsahtaikoen,, pand P MKSA

ess LAN vendors are already providi

products. There is mwyo "official™ in
ion for CCHMBsand/ bot mi ¥&doPmadd CCMF
operability issues cgn be expected
ns seem to be working wit.h equi pmen
rR - WPA2 is |likely to start during th

nfor g WPax wWea f

T QD

# Enable WPA. Setting this variable comfigur e
# WPSK OARANPI US/ EAP based on otheAPS&EKnfeegtuhat

# wpa_psk or wpa_passaphdaakpey mugmt bneu sst®tSkKncl ud
# FOARWPBI US/ EAP, i eee8021x must be set (but v

#RADIlaWus h e hitoiscear vneursbteco n f i g uarnedd® EA Pmu sbtei nc ldu d e

# 1n wpa_.Kk
# This fie

ey _mg mt
l'd is a bit field that can bé& used



H O OH H*

H O OH O OH H*

H O OH OH O O O OH H

H O O O OH H*

and/ or WPA2 (full: | EEE 802.11i/ RSN)
bitOA = WP
bit1 | EEE 80)2.11i/ RSN (WPA2

w pla =

WPé&sphpared kenw®PSKor TWPs can be ei téhbeir ent er ¢
secirnethex format (64 hex digits), wega_psk,
(8. .63 characters) that wild.l be conv®rted t
so the PSK changes when ASCI | passphrase 1 s
wpa_psk=01234567889aldetddl 6128323636860 88ctef 01234F¢
wpa_passphrase=gecret passphras

Set of accepted key mamRgk dh&MP , alogo baot hins
entries are separated with a space

wpa_key ARG NABPRP

Set of accepted cyippthieon sauligoersi t(hetmsc)s f or pai

(unicast packets). This is a space separate
CCMP = AES in CoGCGMAE€r [ R6e€e 3@wilOh] CBEE 802. 11
TKIP = Tempor al Key I ntegjity Protocol [ | EE
Group ci pher tisoun tael g(oernictrhynpp f or br oadcsast an
i s automatically selected based onsthis cor
all owed as the pairwise cipher, grou,p ciphe
TKI P wil |l be used .as the group cipher

wpa_paiKIwi 8&GM

Time interval for rekeying GTK (brmadcast/ n
second
wpa_group0 rekey=60

(7))

Ti me interval for rekeying GMK (mastaer key
(in seconds)
wpa_gmk_rO0ekey=8640

Enabl e | EEE 80 2e-alulti WeRnStN/cWAPtAl20 np.r Thi sp i s use
roami nega ubtehepnrt i cating | EEE 802. 1X/ EAP part
aut hentication and key handshake before act
rsn_prleaut h=

Space edepasat of interfaeastheomi whtclenpfrar



H O OH O O OH H

accepted (e.g., et h0' or '"ethO wlanOwdsO'
i nterface that are used for connectd ons to

wired interfaces and wWNDSelldsnsk sd atTah ei

mtoerrnfaa ¢

associated stations (e.g., wleenO) should nc

paut hentication i sAPenbyhesetunewenhbhhg
o.ne
rsn_preauth_iOnterfaces=eth

ads s o C i

-

C
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[Dropbehr S8.49, 0.251, 0.5

Dropbear contains a numdbdeffefeaotmponecees,f her
are a few |licenses and authors involved. Al
no-restri.ctive

The majority of code is written by Matt Johns

Portions oft-niohdee cwoirekn are (c) 2004 Miehnea Sto
same | icense

Copyright2201)5 2Malt tn Johnsto
Portions copyright (c)u2004 Mihnea Stoenesc

Al | rights. reserved

Permi ssion is hereby granted, faenohgrlaarcoe,

of this software and associated documehtati on
in the Software without restriction, isncl udi n
to use, copy, modi fy, mer ge, publish] distrid6t
copi esheoBSoftware, and to permit pessons to wkrl
furnished to do so, subject :to the following

The above copyright notice and this peidlmi ssi c

copies or substanti al portions of the Softwar
THE SOHITSWAPRROVI DED " AS | S" , WI THOUT WRRRANTY
| MPLI ED, | NCLUDI NG BUT NOT LI MITED T,0 THE WAF

FI' TNESS FOR A PARTI CULAR PURPOSE AND KONI NFRI
AUTHORS OR COPYRI GHT HMYDER3I|I BIE DAMBGESFOR O]
LI ABILITY, WHETHER I N AN ACTI ON OF CONTRACT,
OUT OF OR I N CONNECTI ON WITH THE SOFTWAERE OR
SOFTWARE

Li bTomCrypt and LibTomMath amedwei Puédhi.by DO ma

(7))

shpty.c is taken from OpenSSH 3.5p1,



Copyright (c) 1995 Tatu Yl onen kylo@cs. hut . f

Al | rightd reserve

"As far as | am concerned, the code | have w
can be used freely for any purpose. Any der
software must be clearly marked as such, anod
incompatible with the protocol descaiption i
called by a name other Shelnl ™.ssh"”™ or " Secur e
| ogi ncr ec

| ogi nhr ec

at omihci o.

at omicci o.

and strlcat () (included in wutil.c) aredfrom C
under the 2 poi.nt BSD I|Iicense

|l oginrec is written primarily by Andr.e Lucas,
stril(¢gats (c) Todd C. Mi | | e

| mport code in keyimport.c is modified from F

fol l:ows

PuTTY i s cop-200D8hsSi m88 Tat ham

Porti ns copyright Robert de Bath, Joris van
Del ch , Andreas Schult z, Jeroen Massar , We z
Justin Bradford, .and CORE SDI S. A

® O
<

Permi ssion is hereby granted, nfree of charge,
obtaining a copy of this software sand associ a
(the "Softwaanée")n tbhe Software ,without restri
including without | imitation the r,jghts to us
publish, distribute, sublicense, and/ or sel
and to permit persons to whom the Software i s
subj ectthet of ol |l owi ng condi tions


mailto:ylo@cs.hut.fi

The above copyright notice and & his permissioc
included in all copies or substanti al portion

THE SOFTWARE I S PROVIDED "AS |1 S%, W THOUT WAF
EXPRESS OR | MPLI EDTLI NNICTEDI NG BUHEF WARRANTI ES
MERCHANTABI LI TY, FI' TNESS FOR A PARTI CULAR PUF
NONI NFRI NGEMENT. I N NO EVENT SHAIEL THE COPYF
FOR ANY CLAI M, DAMAGES OR OTHER LH ABI LI TY, Wk
CONTRACT, TORT OR OTRHEMRWIGLET, OGRIGN NGN CONNECT
WITH THE SOFTWARE OR THE USE OR.OTHER DEALI NC

c ur v e92d505nin a

[/ * Copyright 20.08, Google I nc

* Al right.s reserved

*

* Redistribution and use in sourcet and binar
* modi ficati on, are permitted provided that
* met

*

* * Redistributions of source ctode must
* notice, this Ilist of conditions and the fo
* * Redistribbodoreansmush bepaeduce the abo
* copyright notice, this I|list of conrditions
* i n the documentation and/ or other materi al
* distribution

* * Neither the name of Gosogle | nc. nor

* coinbtut ors may be used to endorse or promot e
* this software without speci.fic prior writt

* THI' S SOFTWARE | S PROVI DED BY THESCOPYRI GHT
* "AS | S" AND ANY EXPRESS ORN; ,MPBUTEDNGARRANT
* LI MITED TO, THE | MPLI ED WARRANTI E® OF MERC
* A PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO
* OWNER OR CONTRI BUTORS BE LI ABLE FOR ANY DI

* SPECI AL, EX®ENBEARENTORL DAMAGEST (I NCLUDI NG
* LI MITED TO, PROCUREMENT OF SUBSTI TUTE GOOD
* DATA, OR PROFI TS; OR BUSI NESS I NTERRUPTI ON



* THEORY OF LI ABILITY, WHETHER I N RTONTRACT,

* (I NCLUDI NG NEGLI GENCE OR OTHERWI SE) ARI SI N
* OF THI' S SOFTWARE, EVEN I F ADVI SED. OF THE P
* cur v9d2on5nla: Curve25519 ellipticncurve, publ

* http:// code. googbdooom/ p/ curve2551

* Adam Langl ey <agl & mperialviolet.org

* Derived from public domain C code by Dani e
* More information about cerve25519 can be f
* http://cr.¥yp.to/ecdh. htm

* djb's sample i mplementation of curvey5519
* language called ghasm and uses the floatin

*Thiissal moatl enoonei empelnt af ronmeur ve2pafpeolt .
*usensanoyft her i cdescr itbheedr eGnnityh er e cfiupn c tiisba hk e
* from the sample i mplementation

*/


http://code.google.com/p/curve25519-donna/
mailto:agl@imperialviolet.org
mailto:djb@cr.yp.to
http://cr.yp.to/ecdh.html
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